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ABSTRACT
The Defense Advanced Research Projects Agency SIGMA+ program developed a persistent, real-
time, early warning and detection system for the full spectrum of chemical, biological, radio-
logical, nuclear, and explosive weapon of mass destruction threats at the city to region scale. In 
support of this program, and leveraging technical expertise in modeling and simulation, applied 
mathematics, and epidemiology, the Johns Hopkins University Applied Physics Laboratory (APL) 
characterized and quantified the impact a wearables-based human sentinel network would have 
on the ability to provide advanced detection of a naturally occurring or intentional biothreat 
event. Modeling results demonstrate that instrumenting as few as 5% of the population could 
advance detection of seasonal influenza by 5–14 days and an anthrax attack by ~1 day as com-
pared with traditional public health surveillance. Early detection and geolocation of individuals 
exposed to biological threats enables timelier and more effective biothreat countermeasures and 
mitigation strategies.

to develop a concept of operations (CONOPS) frame-
work centered on an integrated two-tier, human sentinel 
network (HSN) to enhance current disease surveillance.

APL leveraged previous computational modeling and 
analysis, engaged stakeholders via formal tabletop exer-
cises (TTXs) and targeted discussions, and conducted 
additional research and fact-finding in support of pre-
liminary CONOPS development. This research identi-
fied key materiel and nonmateriel considerations and 
risks related to implementation of the proposed HSN, 
including additional materiel development needs, regu-
latory compliance issues, participant recruitment and 
engagement strategies, and data management topics. 

PROGRAM BACKGROUND AND INTRODUCTION
The Defense Advanced Research Projects Agency 

(DARPA) SIGMA+ program developed a persistent, 
real-time, early warning and detection system for the full 
spectrum of chemical, biological, radiological, nuclear, 
and explosive (CBRNE) weapon of mass destruction 
threats at the city to region scale.1 For biological threats, 
SIGMA+ developed novel methods of environmental 
and human-based sensing for improved real-time detec-
tion of naturally occurring or human-made biothreat 
events. Relative to the current state of the art, this effort 
aimed to provide days-earlier detection and geolocation 
of biological threats, enabling more effective counter-
measures and mitigation strategies. DARPA tasked APL 
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APL proposed several operational business models, with 
varying cost estimates and, in some cases, differing non-
materiel considerations and risks. This work, in con-
junction with the technological development described 
above, indicates that instantiation of an HSN program 
is feasible and would provide value to the public health 
community, the emergency response community, and 
individual participants.

PURPOSE AND SCOPE
Presented here is a CONOPS framework centered 

on an integrated two-tier HSN concept to enhance the 
current state of public health disease surveillance. The 
HSN concept is composed of wearable physiological 
monitors (hereafter, “wearable sensors”) (tier 1) distrib-
uted among a fraction of the adult population. Algo-
rithms processing an individual’s physiological data 
would generate alerts in the event of a possible biologi-
cal exposure; following a tier 1 alert, some individuals 
would be prompted to seek confirmatory testing for one 
or more pathogens (tier 2). Both the wearable alerts and 
test results would be reported in real time to a secure 
cloud-based platform via a dedicated application. The 
platform would aggregate the information and dissemi-
nate it to public health authorities and critical incident 
response entities.

The SIGMA+ program demonstrated multiple proofs 
of concept of system components, including:

•	 High-accuracy presymptomatic/asymptomatic illness 
alerting via wearable sensors and alerting algorithms 
in an influenza-challenge cohort study2

•	 Communications platforms and information man-
agement systems to support collection, storage, dis-
tribution, and analysis of HSN data

•	 User interfaces and visualization platforms both for 
individual HSN participants and for end users and 
consumers of population-level or group-level data

These components have been integrated into a pilot 
wearable network instance with stakeholders from 
Marion County, Indiana. Key considerations related 
to implementation of an HSN, such as materiel and 
nonmateriel factors, regulatory compliance, participant 
recruitment and engagement, data management, and 
operational business models, are also presented briefly.

METHODOLOGY
The analysis approach of this study consisted of three 

primary activities to inform HSN concept of employ-
ment/CONOPS development.

1.	 Modeling. An agent-based model of seasonal influ-
enza and a custom-built probabilistic model for an 
intentional anthrax release were developed to assess 
the potential impact an HSN could have on acceler-
ating the timeline of detecting a public health emer-
gency. Each modeled disease characteristics, public 
health practices, tier 1 and tier 2 phenomena, and 
individual dynamics to simulate disease outbreaks 
and HSN detection in a given population. Results 
showed that if 5% to 25% of the population were 
instrumented within the proposed HSN, it could 
advance detection of seasonal influenza by 5–14 days 
and anthrax by ~1 day as compared with traditional 
public health surveillance.

2.	 Scientific partnership. This activity involved col-
laborative work with several SIGMA+ organizations:

	– Sandia National Laboratories: development of 
an integrated environmental-HSN CONOPS

	– RTI International: detection algorithm develop-
ment and physiological wearable studies

	– Two Six Technologies: consultation on data 
storage and processing at scale

	– Massachusetts Institute of Technology Lincoln 
Laboratory: knowledge sharing on related physi-
ological wearable studies and TTX planning

3.	 End user/stakeholder engagements. In coordina-
tion with the partners above, APL conducted TTXs 
and focus groups to elicit feedback on the utility of 
an HSN to support decision-making and incident 
response in the face of a public health emergency. 
Notional use cases, critical infrastructure and data 
elements, and gaps in planning and risks to opera-
tion were chief topic areas. The group engaged 
US  government parties at the national, state, and 
local levels.

PROPOSED HSN CONOPS
System Concept Overview

The US public health surveillance system is a multi-
layer (local, state, and national), heterogeneous network 
of private, public, and military entities. Surveillance may 
be active, passive, or syndromic. Traditional detection 
of outbreaks and public health emergencies is slowed by 
delays in diagnostic testing and reporting3,4 and is inad-
equate at estimating the magnitude of these events.5,6

The SIGMA+ program developed a scalable network 
of sensors and intelligence analytics for the advanced 
surveillance and detection of CBRNE threats. For bio-
logical threats, the proposed system consists of envi-
ronmental near-real-time aerosol biological sensors 
monitoring the atmosphere for pathogens (preferably in 
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mobile configurations), an HSN of individuals volun-
teering to share wearable sensor data (e.g., from smart-
watches), and a cloud-based platform that aggregates and 
analyzes data from the environmental sensors, wearable 
sensors, and public health sources (Figure 1).

Integrating these novel data sources with existing 
ones (e.g., syndromic surveillance7) into a single plat-
form will provide an opportunity for improved detection 
of emerging or crisis public health events through the 
fusion and analysis of all accessible data, providing com-
prehensive situational awareness to the public health 
and law enforcement response.

HSN Structure and Functionality
The purpose of the HSN 

is to significantly improve 
the speed and fidelity of sur-
veillance of outbreaks and 
exposures to harmful bio-
logical agents. The network 
would consist of individu-
als outfitted with wearable 
sensors (tier  1) to monitor 
physiological markers, such 
as heart rate, heart rate vari-
ability, peripheral oxygen 
saturation (SpO2), tem-
perature, sleep quality, and 
activity levels. Algorithms, 
currently in the prototype 
phase, embedded within 
a smartphone application 
analyze changes in these 
markers to detect pre- and 
asymptomatic illness at the 
individual level.

HSN Data Flow and Technical 
Stack

Currently, wearable sen-
sor data are insufficient to 
establish the cause of an 
infection. Therefore, devia-
tions from baseline mark-
ers would trigger an alert to 
prompt the wearer to seek 
diagnostic testing at loca-
tions such as sentinel phar-
macies or provider offices 
(tier  2). The alert, along 
with non-Personally Identi-
fiable Information/Protected 
Health Information meta-
data from the wearable de-
vice, such as demographics, 
algorithm parameters trig-
gered, and location, would 

be sent to the cloud-based platform, integrated with the 
other public health data streams, and analyzed in near 
real time (Figure 2 and Figure 3).

The strength of the HSN concept is its ability to 
monitor the health of a population and push real-time 
alerts to relevant stakeholders. In aggregate, these alerts 
could serve as early warning mechanisms, prompt-
ing a more expedient response than is traditional and 
subsequently mitigating the impact of the emergency 
(Figure 4). Further, the detection of pre- and asymptom-
atic illness provides critical data on the magnitude of 
the event that would otherwise be missed because some 
individuals never seek medical care and others may not 
know they have been impacted.
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Figure  1.  The envisioned HSN program. Sensor and relevant contextual data are uploaded, 
aggregated, and analyzed for display and to support decision-making.
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Figure 2.  HSN data flow. Deviations from baseline markers would trigger an alert to prompt the 
wearer of the sensor to seek diagnostic testing. The alert, along with metadata from the wearable 
device, would be sent to the cloud-based platform, integrated with the other public health data 
streams, and analyzed in near real time.
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HSN Use Case
The following is a use case 

for the HSN functioning as the 
sole SIGMA+ adjunct to public 
health entities.

Within a period of a few 
weeks in early summer, public 
health entities monitoring 
the HSN in a major US  city 
notice an unseasonable and 
significant increase in wearable 
sensor-based alerts for respira-
tory illness. Local providers and 
hospitals are not yet reporting 
increases in visits or hospital-
izations for respiratory illness, 
and syndromic surveillance 
is not indicating increases in 
over-the-counter cold and flu 
medication. Alerts begin to 
show clustering in more densely 
populated neighborhoods.

Public health entities issue 
an alert to local providers and 
hospitals to be vigilant for 
respiratory illnesses and to 
test suspected cases for viruses 
such as influenza and respira-
tory syncytial virus (RSV). 
People receiving alerts begin 
reporting to providers for evalu-
ation and testing, and test-
ing is negative for common 
respiratory pathogens. Isolate 
samples are sent to state public 
health laboratories for testing, 
and results are inconclusive. 
Isolates are sent to the Cen-
ters for Disease Control and 
Prevention, and public health 
entities begin case investiga-
tion interviews with affected 
persons to determine potential 
exposures and timelines, moni-
tor symptoms, and characterize 
interaction networks.

Deployment of an HSN 
affords the following benefits:

•	 � Even without positive diag-
noses, the HSN can provide 
early warning of unusual dis-
ease activity to public health 
entities, permitting prompt 
and proactive investigation 
(including coordination with 
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Figure 3.  The wearable sensing and alerting architecture. Diagram of (a) the HSN subsystem, 
for collection, transmission, aggregation, and display of wearable data, and (b) its prototypical 
components for data collection (a commercial off-the-shelf fitness watch), data transmission 
(Bluetooth) to an auxiliary device (smartphone), local data analysis and transmission to HSN 
GovCloud for processing health risk scores and pushing alerts, and visualization (using Two Six 
Technologies’ proprietary “DTECT” platform). (Figure courtesy of RTI International)
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Figure 4.  Notional epidemiological curves of disease incidence. Shown are incidence curves 
captured by means of traditional public health surveillance (green) and the two-tier HSN com-
posed of wearable presymptomatic alerting (blue curve; tier 1), followed by presumptive iden-
tification through sentinel pharmacy testing (purple curve; tier 2).
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•	 local care providers and hospital systems). This, in 
turn, enables earlier and more accurate determina-
tion of the seriousness of the situation.

•	 Temporal and geographic data in combination with 
testing results may be modeled to estimate asymp-
tomatic infection rates, attack rates, and areas at 
high risk of spread. These data can help refine assess-
ments of the outbreak’s significance. Further, these 
data can be used for more targeted epidemiological 
investigations, interventions, and testing strategies 
and to inform the use of nonpharmaceutical inter-
ventions such as wearing masks and limiting social 
gatherings.

•	 Enabling officials to investigate, mobilize resources, 
and intervene more quickly will reduce the spread of 
the virus and subsequently decrease morbidity and 
mortality associated with infection.

•	 During the early stages of the COVID-19 pandemic, 
after the virus was circulating in the United States, 
but before positive case identifications had begun in 
most cities, an HSN could have provided early indi-
cations of spread in specific regions, nuanced under-
standing of asymptomatic rates and disease severity, 
and information about transmission characteristics. 
This information could have supported government 
responses to the public health emergency and helped 
mitigate the impact of COVID-19.

HSN Stakeholder Landscape
Stakeholders in a notional HSN fall into three 

categories: participants, data providers, and end users. 
Participants include individuals outfitted with wearable 
sensors that actively transmit data to the HSN. This 
group may include members of the general public, first 
responders, and medical personnel. Data providers are 
nonparticipant entities that provide relevant contex-
tual and surveillance-related data to the HSN. These 
entities may include hospitals, laboratories, syndromic 
surveillance networks, and environmental sensors. End 
users include those individuals who actively monitor 
and leverage data and analyses generated by the HSN 
to make decisions in the interest of public health. End 
users may include people in various levels of govern-
ment public health, first responders, and members of 
law enforcement.

Nonmateriel Considerations
Several nonmateriel factors must be considered and 

addressed to ensure successful HSN system design and 
operational deployment. These factors include partici-
pant considerations, regulations, and data protection 
and management.

Adequate system performance relies on a suffi-
cient number of participating adults in the popula-
tion. Approaches to achieve the required participation 
threshold may include government support through 
device donations, subsidies, or incentivization; private 
or philanthropic organizations, insurance providers, or 
wearable sensor manufacture support; and citizen sci-
ence or “bring-your-own-device” participation models. 
Further, factors such as lifestyle, privacy beliefs, or unfa-
miliarity with or distrust of commercial technology may 
preclude certain individuals from willingly participating.

The enabling technology of the HSN is the wearable 
physiological sensor, which can monitor physiological 
attributes, track location, and communicate the col-
lected data about the wearer. Wearable sensors may be 
subject to compliance with a variety of regulations (e.g., 
the Health Insurance Portability and Accountability 
Act, or HIPAA). Thorough analysis of each regulation 
and collaboration with relevant agencies will be required.

The protection of personal information must be the 
highest priority. Transparent disclosure of the types of 
data, how they are used, and methods for safeguarding 
data must be clearly communicated to would-be par-
ticipants. Safeguards at the highest level of government 
standards must be in place to protect against inadvertent 
or intentional release or access. The minimum amount 
of data must be collected to meet system performance 
thresholds, and data must be anonymized as much 
as possible.

Feedback on the CONOPS
A significant contributor to CONOPS development 

was feedback solicited during focus groups and TTXs. 
During these events, the infrastructure and function-
ality of the HSN were presented, followed by targeted 
questions and open discussion. Feedback on the HSN 
fell into two categories, capability and implementation 
and utilization, and is summarized below.

HSN Capability

•	 A wearable-based, two-tier HSN is conceptually 
well received and would add value to emergency and 
public health response.

•	 To be effective, high-fidelity data, such as GPS 
tracking/back-tracking and display of the trigger-
ing physiological parameters, should be displayed for 
cases requiring investigation.

•	 When possible, data should be integrated with bio-
sensor, agent-specific data to support response.

•	 The HSN provides data and situational awareness, 
demonstrating more utility to support broader public 
health response than first responders.
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HSN Implementation and Utilization

•	 Trust in the system is critical and may be low ini-
tially while it is unproven to individual users.

•	 Context is important: data from disparate sources 
must be aggregated and presented together to pro-
vide comprehensive situational awareness.

•	 Jurisdictional responsibility for data monitoring and 
action must be determined in advance.

SUMMARY AND IMPLEMENTATION 
CONSIDERATIONS

Based on computational modeling and analysis, stake-
holder engagements, pilot HSN studies, and CONOPS/
concept of employment analysis, an HSN network is 
both technologically and practically feasible and would 
provide value to public health authorities and other 
decision-makers, the emergency response community, 
and individual participants in the network. Wearable 
sensors with the required features, alerting algorithms, 
communications networks, analysis infrastructure 
(including algorithms), and user interfaces are all either 
demonstrated or achievable with current technology. 
Resolution of nonmateriel concerns, including meeting 
regulatory requirements, is likewise viable. Any imple-
mentation of an HSN will require close collaboration 
with stakeholders and end users to account for locally 
specific factors and will require cross-agency partner-
ships and development of a business model ensuring suf-
ficient public participation.

Continued development of the HSN capabilities will 
require interfacing with existing public health systems to 
test and ultimately verify, through well-defined metrics, 
the HSN’s ability to enhance disease surveillance. Thus, 
a transition partner (or partners) will likely need to 
conduct advanced development activities, evaluate the 
HSN capabilities as part of an initial operational test, 
conduct a pilot study of the proposed technology, and 
address and document full-system life-cycle challenges 
before deployment.

An HSN pushes the boundaries of traditional biosur-
veillance by providing real-time early warning updates 
to public health and law enforcement professionals. 
Information provided by the HSN will provide targeted 
and expedient situational awareness and subsequent 
decision support to mitigate the impacts of the emer-
gency in question.
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