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ABSTRACT

Jonathon B. Cosgrove

Making the nation’s infrastructure more resilient is crucial to protecting America from disasters
and attacks, it is also vital to preserving America’s economic strength and global influence. Toward
that end, this article describes a practical framework for implementing resilience at all levels of
government and the private sector. The article establishes the need to transition as a nation from
critical infrastructure protection to a critical infrastructure resilience posture. It also emphasizes
the necessity of community resilience informed by local and regional planners as well as public-
private partnerships. To assist mayors, business owners, and national-level policy makers—who
are all urgently preparing for future disasters—this article provides an organizing framework to
mitigate hazards and improve preparedness through resilience.

THE NEED FOR RESILIENCE
A Nation at Risk

There is no safe harbor from the impact of catastrophic
events such as disasters caused by extreme weather, earth-
quakes, and terrorism, or from the less visible effects of
disruptive events such as those caused by pandemics,
financial disturbances, and cyberattacks. These events
have direct and indirect consequences on the homeland.
We face rapidly changing times, globally and nationally,
marked by complexities and uncertainties that force us
to make difficult decisions about homeland security and
community preparedness. Our approach should leverage
collective action principles to systematically strengthen
preparedness, response, and resilience.

Recent disasters have had increasingly severe con-
sequences. The policies associated with responding to
these events continue to be reactionary. Despite its obvi-
ous utility, preparedness has not received the requisite
attention to enable communities to potentially mitigate
the impact of disasters before they occur. With an eye to
the future, we must focus attention on enhancing our
infrastructure’s ability to withstand the various stress-
ors that affect its functions. Beyond the unquantifiable
human costs associated with hazards, National Oceanic
and Atmospheric Administration figures from 2017
reveal that economic damages from weather-related

Note: This article draws heavily, and in many cases verbatim, from Egli, D., et al., Facing the Storms: Operationalizing Preparedness and Criti-
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disasters exceeded $306 billion in the United States.
These events included eight severe storms, three tropical
cyclones, two flooding events, one wildfire event, one
drought, and one severe freeze. While we must continue
to improve our response to immediate crises and to apply
the lessons learned from past disasters, we also need to
look beyond those events to identify strategic opportu-
nities that would make the nation better prepared and
more secure through a new focus on systemic prepared-
ness in terms of resilience.

Resilience is “the ability to adapt to changing condi-
tions and withstand and rapidly recover from disruption
due to emergencies.”! It is an active, collective, perva-
sive virtue that enables a society to withstand certain
disruptions and learn in the process. Resilience requires
innovating beyond our current culture and placing a new
emphasis on mitigating, responding to, and recovering
from disasters. It demands robustness, redundancy, rapid-
ity, resourcefulness, and agility. More specifically, func-
tional resilience seeks to absorb the impact of a disaster
while still preserving the ability to perform essential
functions—recognizing that most systems will withstand
some level of degradation in the face of modern risks and
must accept a period of incremental restoration.

Current State of Preparedness

Although adverse events affect individuals as well as
infrastructure, raising public awareness about individual
preparation before a disaster strikes remains a challenge.
The attitude that “it will not happen to me” is common.
Members of a society struggling with poverty, unemploy-
ment, or simply getting through the day are focused on
financial survival and consumed by other distractions.
Allocating money and time to procure insurance or
redundant systems that do not have an immediate return
on investment is not likely to be a priority for many.

However, with public buy-in, policy is more likely to
change. Resources that have been typically dedicated
to traditional response might be more effectively used
in seeking greater resilience. Research indicates there is
a 1:4 ratio associated with preventive action supporting
infrastructure: for every dollar spent now on resilience
building and disaster preparedness, one can avoid at
least $4 in future losses.2> However, investment in resil-
ience is not readily seen or noticed, because if infrastruc-
ture is built and maintained properly, it essentially works
as planned and life continues uninterrupted.

On the national level, reasons for choosing to deal
with the immediate impact of an adverse event rather
than the causes of the event itself may have roots in
political, religious, or socioeconomic leanings or educa-
tional opportunities. The public often criticizes federal,
state, and local governments’ disaster response, express-
ing their opinions through various forms of media. Yet it
is precisely these governmental bodies that are essential

to responding to large-scale adverse events. Although
individuals ultimately have to strive for their own well-
being, it is the helping hand of the larger organizations
supporting communities in need that might determine
individuals’ survival in the end. Nevertheless, public
views do not always reflect the important role those orga-
nizations play. Some people believe that at least some of
these organizations are for the most part wasteful. That
“they also serve who only stand and wait” (Milton, “On
His Blindness”) may not be the overwhelming view taken
by the public. So, if some portion of the public believes
that investment in disaster response has minimal value,
despite obvious and ubiquitous examples where respond-
ers’ efforts have been critical to saving lives, it may be
difficult to garner support for investment in resilience
projects that the public cannot easily discern.

Still, bad times will come. Mitigating the impact
of those bad times comes at a cost, whether more is
invested in response or in making our systems and their
components more resilient. We need a combination
of initiatives at the local, regional, state, and national
levels geared toward response and recovery to con-
tend with these adverse events, but investment in the
resilience aspects may prove the wiser investment. We
should create incentives that can be applied to existing
financial budgets to fund action supporting resilience.
Although federal funds are needed to implement some
programs, much could be accomplished through state-
level or private-sector programs. We must develop the
risk assessments and analytical frameworks that model
infrastructure resilience in an interconnected environ-
ment to better understand the complex urban communi-
ties that make up our modern society. We need increased
private-sector participation and regional approaches to
address the hard problems preparedness planners face.

UNDERSTANDING RESILIENCE

Resilience, in a physical and structural sense, relates
to the ability to bounce or spring back into shape or
position after being pressed or stretched. However, the
broader concept of resilience originated in the ecological
and social sciences, where it is critical for survival and
growth within complex systems. These systems perpetu-
ally evolve through an adaptive cycle of growth, crisis,
transformation, and renewal. Resilience is not only the
ability to recover from disasters and flex instead of snap
but also the ability to get stronger as a result of adver-
sity. If we plan wisely, we have the chance to rebuild
our systems so that they have greater functionality and
efficiency.

The traditional view of physical security and infra-
structure protection involves preparing for risks and
dangers we do not know about, hardening facilities
against potential attacks, and adding more redundancies
and defensive layers, analogous to an individual saving
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money in case of a job loss. However, resilience suggests
a different type of preparedness where one would, in
addition to saving money, learn new skills and estab-
lish a broader network to land a better job. In the case
of critical infrastructure, rather than “fixing things”
or adding more safeguards through the congressional
appropriations and authorization process, we should sys-
tematically evaluate where and how we can make opti-
mal investments that would allow us to rebound from a
disaster and in some cases improve on system function.

The Way Ahead: Functional Resilience

Functional resilience is a broad term used in build-
ing codes, environmental design, and civil engineering
that involves making systems more durable and disaster
resistant through agile and adaptive approaches. Beyond
extending their effective lives, functional resilience
allows systems to operate more efficiently, demand-
ing fewer resources for repair and emergency response
because flexibility is incorporated into the initial design.
Application of this concept to preparedness and criti-
cal infrastructure resilience, along with the necessary
assessment tools, has yet to be realized. Encouraging
work is under way that includes computational models,
operations research, and human factors, but there is a
need to operationalize functional resilience in a coordi-
nated and systematic manner.

The principles of functional resilience complement
existing public policies. The fundamental objective of
national preparedness is to take a holistic approach,
focusing on systemic investments that enable the enter-
prise to absorb the impact of a stressing event without
losing the capacity to function. The supporting taxon-
omy, focused on large-scale optimization, must identify
the functional capabilities of the national infrastruc-
ture system that are most important by geographic
area and help leaders decide where to invest limited
fiscal resources.

Building on this concept of functional resilience, how
would one build a framework that is useful across local,
state, and federal equities within the homeland? First, it
must operate in parallel with traditional physical protec-
tion, because there will always be mission-essential loca-
tions that need to be hardened against and protected
from disaster. Second, it requires a capabilities-based
approach with standard assessment criteria to deter-
mine where functions are assessed and located on the
continuum of preparedness (between protection and
continuity). Which functions are so critical that there
is no tolerance for degradation? Which ones can with-
stand disruption and some period of recovery? Which
fall somewhere in between with a mixture of functional
capabilities? (Within the critical infrastructure and
key resources/resilience context, the analysis expands
beyond simply physical or single-sector locations to
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include “function”—the purpose for which something
is designed, such as a specified role, action, or capabil-
ity.) The criteria needed to make these judgments must
be developed by mapping the unique interdependencies
of each geographic region, identifying the appropriate
independent variables, and leveraging the tools of both
qualitative and quantitative research.

The best return on investment and source of public
confidence, across interdependent supply chains, infra-
structure sectors, and interconnected systems, is provided
not by a fortress-protection mentality, but rather by an
investment in functional resilience that imbues com-
munities with a level of confident anticipation and per-
sonal preparation for inevitable disasters looming on the
horizon. We should no longer be surprised by disastrous
interruptions to our otherwise normal lives; we should
anticipate and even expect them. We should prepare with
a resilient mind-set even if it does not come naturally.

The Implementation Challenge:
Public—Private Partnerships

The key to implementation of any local-, state-,
regional-, or national-level policies in support of critical
infrastructure resilience, preparedness, or business con-
tinuity is leveraging the utility of public—private part-
nerships. While many of the strategies and policies that
inform these public-policy challenges originate from
federal- or state-level intergovernmental agencies, most
disaster management and emergency response activity
occurs at the local level among private-sector owners
and operators. And since the majority of critical infra-
structures are managed by the private sector, the greatest
advancements in community resilience will stem from
the actions of private-sector stakeholders.

Strategic policies and national strategies assert the
importance of expanding public—private partnerships
and acknowledge the need to incentivize venture capi-
talists in supporting infrastructure improvements and
disaster preparedness, but few details have emerged in
academia, think tanks, or public policies identifying how
to incentivize these communities, infuse private-sector
investments, or significantly expand public—private
partnerships. Private industry is in the business of
making money by seeking investments that will reduce
risk, demand fewer personnel, and provide a reliable flow
of revenue in the current fiscal climate. As the public
sector seeks to remove barriers and incentivize the pri-
vate sector to increase participation in joint ventures
and partnerships, there will be a natural resistance to
the formation of public—private partnerships within
commercial industry because of the nature of market
competition. When preparedness or resilience policy is
developed, policy makers must look at both the national
interests and the local economic realities that drive
industry decisions.
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To take one prominent example, Michael Bloomberg,
former mayor of New York City, recognized the reality
of extreme weather in future disasters and its impact
on the local as well as the national economies. Bloom-
berg proposed investing $20 billion in what was called
“managing the unavoidable.”* The plan, which sought
to make New York City resilient to future storms and
disasters, proposed everything from new floodwalls to
upgrading critical power and telecommunications infra-
structures. The proposal is premised on the belief that
Sandy-like storms will become more frequent in the
future as the climate changes. The options, in Bloom-
berg’s words, are to “do nothing and expose ourselves
to an increasing frequency of Sandy-like storms that do
more and more damage” or to “make the investments
necessary to build a stronger, more resilient New York—
investments that will pay for themselves many times
over in the years to come.” In other words, resilience,
not further emphasis on elusive prevention and physical
protection programs—such as guns, gates, guards, and
locks—is what is required to protect cities, populations,
infrastructures, and commerce in the future.

The Economics of Resilience

By creating a more connected world, globalization has
made new business efficiencies possible. Businesses have
more supply-chain partners than ever before, allowing
for greater specialization. Outsourcing leverages the ben-
efits of comparative advantage. Purchasing from a single
source reduces costs. And just-in-time delivery is reduc-
ing inventory and excess capacity. But these advances
concurrently create a global system with little room for
error and in which a local disruption can adversely affect
the entire supply chain. This connectedness multiplies
the consequences of high-impact but low-probability
“black swan” events. And the costs are high.

A groundbreaking 2005 study by Kevin Hendricks
and Vinod Singhal analyzed the effects of 827 disrup-
tion events.® The study found that over the course of
3 years, the average disruption reduced stock returns
by an incredible 40%. The result was negative regard-
less of a disaster’s cause. Infrequent and unlikely disrup-
tions can, in a moment, destroy value created over a long
period of time. Efficiency has inherent risk.

Supply-chain disruptions are common. Seventy-three
percent of the respondents to the Business Continuity
Institute’s 2012 annual supply chain resilience survey
had experienced at least one supply-chain disruption.
Of these, nearly 40% occurred below the immediate
tier-one supplier, underscoring the interconnectedness
and complexity of modern business practices. Informa-
tion technology and telecommunications outages were
the top sources of disruption, with severe weather a
close second. The primary consequences of disruptions
reported by businesses are loss of productivity, increased

cost of work, impaired service outcome, loss of revenue,
and customer complaints.’

Therefore, supply-chain efficiency is not the whole
story. Just as important is supply-chain resilience: the abil-
ity to withstand a crisis, absorb damage, recover quickly,
and adapt to disruptive events. Resilience requires
long-term planning and investment in redundancy,
interoperability, and agility. Disruptions often cannot
be predicted or controlled, but their negative effects are
incontrovertible. As Hendricks and Singhal conclude,
“Investments in increasing reliability and responsiveness
of supply chains could be viewed as buying insurance
against the economic loss from disruptions.”®

In addition to mitigating the negative effects of supply-
chain disruptions, resilience helps prepare businesses for
economic downturns. According to Morgan Swink, the
Eunice and James L. West Chair and Professor of Supply
Chain Management at the Neeley School of Business, “A
firm’s ability to weather economic downturns, deal with
volatility and manage costs under shrinking demands
depends in large part on the resilience of its supply
chains”® According to research he conducted with
Nancy Nix, companies with supply-chain flexibility and
adaptability are better able to reduce expenses during a
downturn, allowing them to outperform competitors and
achieve a substantially higher return on assets and equity.

Resilience is disaster agnostic, meaning it equally
mitigates damage caused by earthquakes, terrorists, and
economic downturns. And though it may be difficult to
quantify generally, after every disaster businesses that
prepared ahead of time come out on top.” For example,
after the 2011 earthquake and tsunami in Japan, a semi-
conductor manufacturer that had developed a strategy
to shift production to unaffected manufacturing plants
in response to an earthquake 3 years earlier was able
to restore full production more quickly than its com-
petitors.!® Maintaining critical operations in the face of
disaster events confers a competitive advantage.

Far from being solely focused on economics, an
approach that continues operations (maintaining the
bottom line) and heightens security (protecting citi-
zens) is likely the best response to a terrorist attack. The
ultimate objective of America’s enemies is not just a
traumatizing attack on the population but also a punish-
ing disruption of our economy. For example, al-Qaeda
in the Arabian Peninsula (AQAP) claimed that the
ignominious Christmas Day 2009 “underwear” bomb-
ing attempt was a success, even though the bomber was
caught and stopped, because of the effect it had on air
travel. AQAP said that the attempted attack was part
of “Operation Hemorrhage,” an effort to instigate fear
and cause economic damage.!! By this standard, 9/11—
which caused rippling economic damage and inspired
an enormous domestic and international reaction—was
far more successful from the perspective of the terrorists
than the 7/7 London Bombings, after which the British
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public quickly returned to work.!! The initial disaster
is the terror attack, but a subsequent crisis occurs if we
are unprepared and self-impose further stresses on the
economy. Therefore, resilience capabilities can lessen
the negative economic impact of future terrorist attacks
and—at the same time—reduce the incentive to carry
them out. Hence, good business practices and homeland
security are enabled by resilience.

Investing in resilience is becoming a basic busi-
ness practice. In addition to mitigating disaster-related
damage, investment in resilience—by introducing new
flexibility—can increase productivity, revenue, reputa-
tion, and shareholder value.!? Investing in resilience
before disaster strikes is the smart choice for companies
and governments alike: such preparation helps to pre-
serve critical capabilities and to restore functions quickly
while denying terrorists their objectives and preserving
economic prosperity.

THE RESILIENCE IMPLEMENTATION PROCESS

The resilience implementation process (RIP) is a gen-
eral methodology that can be used in the public or the
private sector at the local, state, and national levels to
operationalize resilience and to help forge a consensus
within the disaster management community. The pro-
cess provides a prioritized action plan based on input
from risk mapping and a functional resilience frame-
work. The RIP has three parts (Fig. 1).

Operationalizing Critical Infrastructure Resilience

1. Risk map. This is a visualization of the current infra-
structure condition at a particular geographic location.
It depicts physical and virtual relationships in order to
provide understanding of the level of connectedness
across essential functions. Put simply, what is most
important? What are the anticipated risks? What are
the dependencies and interdependencies?

2. Functional resilience framework. The framework
uses the risk map in an event-based analysis, exam-
ining capabilities during an incident based on the
criticality of the functions they support. In other
words, within a particular disaster scenario, what
functions are critical? How capable and adaptive are
these functions? What are the optimum gaps to close
given the limited resources available?

3. Action plan. Leveraging the findings of the risk map
and the analysis of the functional resilience frame-
work, the action plan provides planners with indi-
cators of where and when events must be executed.
How do we implement what was found? How do
we increase capability and decrease risk through a
resilience-based approach to preparedness?

The RIP is designed to support preparedness-related
decision-making for any system at any location. It uses a
consequence-based approach that is concerned with the
stressors that disrupt an organization’s functions. This
distinction helps identify and analyze cascading effects

Phase 1
Function based
What are the relationships?

Phase 2

Event based
Is it a problem?

Phase 3
Priority based
How to remedy?

DISASTER
EVENT

What matters ...

\é\l_hit is ... Functional What to do ...
isk map o Action plan Execute
Current state resilience Operationalize
T e G framewprk
esgential Analysis Lack
functions eIl
No impact on - . .
A essentialpfunctions Y | No capability gap Y | Actions pending
Connectedness Assessment criteria Solutions
< O
Physical and virtual Qualitative and quantitative Materiel and nonmateriel 8 3
[
o 9
Dependencies Criticality Governance, operations, systems g Ep
@
Interdependencies Capabilities Time, cost, scope

Figure 1. The resilience implementation process (RIP). (Reproduced from Egli, D, et al., Facing the Storms: Operationalizing Preparedness
and Critical Infrastructure Resilience, APL, Laurel, MD, Sept 2013.)
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in the aftermath of an event, informing the organization
of potential vulnerabilities and single points of failure
before they occur.

This framework offers planners, policy makers, and
researchers a new approach to preparedness with a theo-
retical foundation of collective action and a practical
implementation model to apply functional resilience.
Five themes have shaped our approach and influenced
the practical framework for evaluating resilience.

First, all disasters are local. Resilience matters most
at the community level. Communities know what is
important to them and must figure prominently in
development of standards and risk maps.

Second, America needs a national framework for
conception of resilience. Globalization makes us all
interconnected. What one community does well—or
poorly—often affects others in a cascading and dispa-
rate manner.

Third, resilience is a public good. Critical infra-
structure is something Americans expect will function
properly and be available for their use. It enables the
basic functions of our society—power, transportation,
communications, commerce, security, and independent
living. Our critical infrastructure is the sine qua non of
our way of life.

Fourth, only a combination of public and private
actors can implement resilience. Some 85% of all
infrastructures—across 16 independent sectors—are
privately owned. Collective behavior among these par-
ties is more likely if there are clear procedural or eco-
nomic benefits. Accordingly, for resilience to succeed,
incentives will need to be introduced and public—private
partnerships formed.

Finally, the solution needs to meet the standard of
common sense. A practical and efficient framework
allows for easy understanding and implementation. The
conceptual framework is designed with local-, regional-,
and state-level planners in mind. It offers organizing
principles that private-sector owners and operators can
apply in catalyzing critical infrastructure resilience where
it must start—at the grass roots of our communities.

A FUTURE VISION

“Of all the countries in the world,” Alexis de Toc-
queville contended in his 1833 Democracy in America,
“America has taken greatest advantage of association
and has applied this powerful means of action to the
greatest variety of objectives.” Contrasting America with
other counties, Tocqueville admired the way Americans
used voluntary associations to creatively and freely solve
problems. Americans, he wrote, “associate for the goals
of public security, of commerce and industry, of morality
and religion. There is nothing the human will despairs
of attaining by the free action of the collective power of
individuals.”’3 In a globalized economy with intercon-

nected systems, only this spirit of innovation, this sense
of personal responsibility, and this vision for collective
action can effectively make American critical infra-
structure more resilient.

Resilience is not a problem that can simply be handed
to the government or studied by policy makers. It is a
vexing challenge that crosses the boundaries of federal,
state, regional, and local communities and transcends
public-sector capabilities. Only a whole-of-nation
public—private approach can offer an enduring solution.
Furthermore, it is not enough to compile lessons learned
from recent disasters: lessons learned are really lessons
observed until they are operationalized. Functional resil-
ience requires that we systematically distill the major
lessons of these events and formulate a framework for
action that can be implemented at the local, regional,
state, and national levels.

Recognizing the major challenges of our era—eroding
infrastructure, the growing interconnectedness of a glo-
balized 21st century, and the emerging threats of climate
change, natural disasters, and terrorism—in this article,
we describe a holistic and generalizable framework to
prepare for and face the storms of the future. There is
a broad consensus that resilience does work and ought
to be pursued as a matter of policy. The RIP is a start-
ing point for all stakeholders to systematically prepare
for the future by examining infrastructure, discovering
complex interdependencies, defining functional resil-
ience, and formulating action plans. The cumulative
purpose of this effort is to mitigate the adverse impact
of future disasters.

By increasing the flexibility and adaptability of
American infrastructure, resilience makes the nation
more secure from hostile actors, cyberattacks, and
Mother Nature. By focusing on long-term mitigation
and by rebuilding failing infrastructure, resilience also
makes America more economically competitive because
it facilitates the public goods that critical infrastruc-
tures provide. Like President Eisenhower’s vision for
the public highway system, resilience is both a national
security objective and an economic imperative. While
the benefits of resilience are unquestionable, it will still
take a significant effort to integrate such thinking into
our public—private communities and homeland security
enterprise. Such an initiative is necessary to prepare the
communities of America to face the coming storms.
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