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ABSTRACT

The rapid evolution of commercial wireless communications technology has resulted in capa-
bilities that far surpass their military counterparts in many ways. Thus, the military community is
increasingly interested in leveraging commercial technologies and techniques to address its com-
munications needs. In fact, one need look only at today’s trends in the commercial domain to
understand tomorrow’s military solutions (and their challenges and limitations). Because of this
reality, the Johns Hopkins University Applied Physics Laboratory (APL) is dedicated to maintaining
mastery of commercial technologies and involvement with the commercial wireless standards
communities. By maintaining this expertise, APL can leverage these technologies and solutions to
meet sponsor needs in affordable and effective ways and can also understand and manage the
risks and limitations of these technologies. By actively participating in the standards bodies, APL
experts believe they can help tailor these technologies to better meet sponsor needs. This article
provides a brief overview of the evolution of commercial wireless broadband communications. It
also examines some of the key wireless technology trends that will likely drive the development of
the next generation of wireless solutions and affect the military solutions of tomorrow.

INTRODUCTION

o

The ways people and devices connect to the Internet
have changed significantly in recent years. Numerous
highly capable wireless networking technologies have
been developed and widely deployed. Today’s commer-
cial wireless communications landscape is fueling a rev-
olution in the way people access and share information
as the “wireless Internet” continues to take form. Users
are embracing these new capabilities and are demand-
ing additional capabilities to satisfy their needs. This
symbiotic relationship is creating a startling evolution
in wireless networking capabilities in the commercial
domain. It is still surprising how wireless technologies

have become so integrated in our daily lives, even in the
remotest parts of the world. Cell phones, tablets, laptops,
smart TVs, and other devices provide a level of connec-
tivity to the world and media content that we could not
have imagined in the recent past. This trend continues
to accelerate, making it difficult to imagine the type
of wireless society we might find in 20 years. It is not
surprising that the military community would want to
leverage this rapidly growing capability to address its
own communications needs. The Johns Hopkins Uni-
versity Applied Physics Laboratory (APL) recognizes
the power of commercial technologies and approaches
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and attempts to leverage them to provide affordable and
effective solutions for its sponsors. This article discusses
the relationship between the commercial and military
domains, some of the key factors driving commercial
development, some of the key technology trends in the
commercial communications landscape, and APLs role
in this space.

INCREASING MILITARY RELIANCE ON
COMMERCIAL WIRELESS TECHNOLOGIES:
PARADIGM SHIFT

Military wireless communications systems have his-
torically been based on proprietary technologies that
have been designed to meet a stringent set of perfor-
mance requirements. These systems are often designed
to operate in highly disadvantaged environments where
equipment will be exposed to harsh environmental
elements such as sand, dust, dirt, and water, as well as
extreme temperature variations. These wireless commu-
nications systems also have historically been designed
to provide extreme levels of security to protect data that
may be sensitive to national security, tactical operations,
or strategic goals. This security requirement includes not
only protecting information in transit through wireless
networks but also protecting the wireless devices them-
selves, as they may operate in scenarios in which they
are prone to capture. Indeed, the military domain faces
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many challenges that are more stringent than those in
the commercial domain.

With all that said, however, there has been a grow-
ing trend over the past 25 years for the increasing use
of commercial technologies, techniques, and equipment
to solve problems in the military wireless communica-
tions domain. This is due to multiple factors. During the
Cold War era, it was common for military technology to
be ahead of technology in the commercial sector, with
military technologies often advancing the state of the
art. However, with reductions in military spending and
research and development since the Cold War era, the
military community sometimes lags the state of the art.
In many cases, military networks are often based on tech-
nology from the 1970s or 1980s. Today it is common for
the commercial domain, through its enormous advan-
tage of economy of scale, to advance the state of the
art in wireless communications. Consequently, interest
in and use of commercial technologies has been steadily
increasing within the DoD community for decades.

This trend was bolstered in 1994 by The Perry Ini-
tiative. Instituted by William Perry, U.S. secretary of
defense from 1994 to 1997, this 1994 DoD memorandum
mandated a heavier reliance on commercial-off-the-shelf
(COTS) technologies to solve DoD communications
needs. Then, in 1996, the Defense Advanced Research
Projects Agency (DARPA) requested a 1-year study on
wireless communications to be conducted by the Com-
puter Science and Telecommunications Board of the
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Figure 1. Various forcing functions that are pushing together the commercial and military wireless communication domains.
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National Research Council. The Computer Science
and Telecommunications Board subsequently created
and tasked the Committee on Evolution of Untethered
Communications to advise DARPA on the relationship
between the military and commercial wireless commu-
nications communities. The resulting report predicted
that the market forces of the commercial domain would
result in technologies that would largely fill perceived
gaps in military wireless communications needs, while
noting several military-unique challenges that the com-
mercial domain would likely never solve. A thorough
treatment of the history of COTS technology use in the
military domain can be found in Ref. 1.

Today the influence and impact of commercial wire-
less networking technologies can be seen pervasively
across the DoD landscape. This pervasiveness includes
the adoption and use of not only COTS equipment but
also military-specific equipment that has been influ-
enced by or incorporated commercial technologies. And
this trend is growing. There are many reasons for this
trend (in fact, too many to list here). Many of these rea-
sons are debatable, but there are some undeniable factors
actively driving the military community to adopt com-
mercial solutions. These factors are listed below and are
also depicted in Fig. 1:

e Cost: Military-specific equipment is costly. Com-
mercial equipment is inexpensive. With modern
budgetary realities, cost is a strong forcing function.

e Life cycle: The military domain has changed sig-
nificantly over the past decade. Large-scale troop
deployments are on the decline, while small-scale
specialized force deployments are on the rise. Large-
scale conventional war has been largely replaced
with asymmetric warfare. Adversaries are typically
asymmetric threats who are far more agile than large
nation-state players of previous decades. The chang-
ing world requires faster adaptation and anticipa-
tion, which subsequently requires acquisition cycles
that are fast and agile. Commercial technologies are
more suitable for this model than specialized mili-
tary-specific solutions.

* Feature set: In many cases, compared with their
military counterparts, commercial technologies are
superior in almost every aspect of performance.

Widespread adoption of commercial technolo-
gies would seem to enable the “better, faster, cheaper”
paradigm. However, it is important to note, as did the
DARPA-commissioned study in 1996, there are several
military-specific performance requirements that will
likely never be fully met by the commercial domain.
For example, the commercial domain will likely never
require the same types of security or environmental
survivability required by the military domain. Conse-
quently, even as commercial technologies are widely

adopted by the military, there will likely remain a need
to create military-specific variations of those technolo-
gies to fill the gaps left by the commercial sector.

THE COMMERCIAL WIRELESS COMMUNICATIONS
DOMAIN — A SIMPLISTICVIEW

The landscape of existing wireless standards is vast
and diverse, as can be seen in Fig. 2. Although Fig. 2
provides a relatively accurate representation of the afore-
mentioned wireless landscape, it is highly simplistic in
nature. It attempts to convey that, ultimately, there is
no one superior technology. All wireless technologies—
past, present, and future—have strengths and weak-
nesses because each technology has been (and will be)
developed to solve a particular problem. A technology
may work well for one application but suffer in another
application. There is no one-size-fits-all technological
solution to address all problems. This is an important
realization—a technological solution developed to solve
a commercial problem may have serious limitations when
applied to the military problem space. Therein lies the
challenge in adopting commercial technologies for mili-
tary applications. Maintaining an intimate knowledge
and understanding of commercial technologies, not just
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Figure 2. Landscape of wireless technologies. EDGE, enhanced
data rates for GSM evolution; EV-DO, enhanced voice-data only
(optimized); HSPA, high-speed packet access; NFC, near-field
communications; UMTS, universal mobile telecommunications
system; UWB, ultra-wideband; WiMAX, worldwide interoper-
ability for microwave access; WLAN, wireless local area network;
WMAN, wireless metropolitan area network; WPAN, wireless per-
sonal area network.
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what they are but also why they are, is key to successfully
using them in military solutions that are affordable and
also effective.

WHAT DRIVES COMMERCIAL WIRELESS
TECHNOLOGY DEVELOPMENT?

It is common to hear statements such as “spectrum is
a limited resource” and “there is a worldwide spectrum
shortage.” RF spectrum is indeed a limited resource.
Although new portions of RF spectrum (e.g., 60 GHz)
are beginning to see increased interest, “convenient”
RF spectrum (i.e., spectrum that is desirable in terms
of propagation and cost) is not readily available. This
shortage is due to increasing demands and inefficient
usage. Because of this shortage, there is still a strong,
vibrant research community relentlessly searching for
more efficient ways to use spectrum.

There is no getting around the physics of the prob-
lem. The only way to provide an increased data rate for
a given communications channel is to either improve
bandwidth efficiency or increase bandwidth. This real-
ity has led to the need for improved modulation tech-
niques, more efficient media access control designs, and
fundamentally new approaches to old problems. Claude
Shannon set the bar more than 60 years ago, but clever
scientists have found ways around Shannon’s bandwidth
efficiency limits by redefining what a channel means. In
the era of analog communications, we defined a channel
in terms of frequency. As we ushered in the digital era,
we began to also think of a channel in terms of time (e.g.,
time slots). But over time, we found other fundamental
aspects of a signal that we can manipulate to redefine
a channel. We next discovered how to further define a
channel in terms of power [e.g., code-division multiple
access (CDMA)]. Then we discovered how to further
define a channel in terms of space [e.g., multiple-input
multiple-output (MIMO)]. No one has proven Shan-
non wrong, nor is anyone likely to ever do so. We are
simply discovering new ways to define the inputs into
Shannon’s arguments. As a result, amazing bandwidth
efficiency advancements have been realized and widely
deployed over the past several decades. However, band-
width efficiency improvements alone have not proven
sufficient to keep up with user demands. This lag leads
to the need for spectrum.

The factor driving increased need for spectrum is
the user’s need for more data—the need for increased
capacity to meet user demands. The smartphone and
tablet revolution has fueled an insatiable appetite for
bandwidth. Technology developers are struggling to
keep up, often being asked to provide more data with no
additional, or even less, physical resources. Devices must
consume less power because consumers will not toler-
ate poor battery performance. Devices must be smaller
and lighter because consumers will not tolerate bulky
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devices. Efficiency must improve, in terms of power, size,
and bandwidth consumption.

Beyond the enduring need for improved efficiency,
there are two key technology developments, neither
of which is particularly unique to wireless, that are
expected to continue to fuel the advancement of wire-
less technologies for the foreseeable future: cloud com-
puting and the Internet of Things (IoT).

Cloud Computing

Cloud computing has become a disruptive technol-
ogy over the past 5 years, and it is expected to continue
to be highly disruptive into the foreseeable future. How-
ever, the term cloud computing has often been misused
and more often misunderstood. Cloud computing refers
to a network model in which applications reside on net-
work servers and are accessed from end clients (some-
times with decreased capability) instead of residing on
end client devices such as PCs, laptops, or smartphones.
Decreased-capability end clients that rely on the cloud
computing model are often referred to as thin clients or
zero clients, depending on the amount of their reliance
on the cloud. In many ways, cloud computing is equiva-
lent to the old mainframe-terminal model of 40 years
ago. However, one key difference is that cloud comput-
ing typically relies heavily on the concept of virtualiza-
tion, where servers may actually be virtual appliances
and an actual physical device may be hosting many vir-
tual appliances. To end users, it may appear as if they
are accessing a physical server, but in reality they are
accessing a piece of software that is emulating a physical
server. This concept of virtualization allows for signifi-
cant network abstraction and rapid reconfiguration to
meet user needs.

Cloud computing has also extended into the realm
of media distribution. Instead of holding media such as
music and movies on end client devices, end users are
increasingly storing media and other content in the
cloud, accessing it remotely as necessary. Thus, online
storage is one of the most significant uses of cloud
computing.

Although cloud computing is an incredibly powerful
concept for information technology professionals, net-
work designers, and content providers, this trend has
placed enormous strain on the communications infra-
structure. With end users increasingly accessing both
applications and content from the cloud, their band-
width consumption has significantly increased. Cloud
computing is expected to increase, and combined with
increasing user mobility and mobile computing, this
trend will continue to place strain on wireless commu-
nications infrastructure. Cloud computing is one of the
main reasons we expect the time frame between major
commercial technology releases to continue to shorten.
This shortened release schedule is already starting to
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be realized. Ten years ago, major commercial wireless
deployments happened every 5-10 years. In modern
times, major wireless technology rollouts happen every
2-3 years. This shorter release schedule crosses all wire-
less sectors, including both the cellular industry and the
traditional data networking community (e.g., Wi-Fi).

The loT

The term Internet of Things (IoT) is shrouded in mys-
tery and confusion and represents different things to dif-
ferent people. The most common view of the IoT refers
to the pervasive inclusion of Internet connectivity, typi-
cally wireless connectivity, in common everyday objects.
In the IoT paradigm, Internet connectivity extends
beyond traditional devices such as laptops and smart-
phones to include everyday items such as refrigerators,
microwave ovens, dishwashers, thermostats, automo-
biles, and road signs. Missing in this common definition
are micro-electromechanical (MEMS) systems. MEMS
are embedded into objects to enable communication
and interaction with the environment. These objects
can range from humans with implanted medical devices
to controllers in oil refineries. Regardless of exact defini-
tion of the IoT, all current projections estimate tens of
billions of devices will be connected to the Internet by
2020, and wireless technology will be a key enabler in
realizing this IoT vision.

Connected IoT devices can generate data and infor-
mation that can be accessed from anywhere via the
Internet. This connectivity allows governments, busi-
nesses, and individuals to make data-driven decisions in
real time. The military can leverage this type of perva-
sive environment to meet today’s mission of information
dominance in the cyber and physical battlefields. The
IoT paradigm is expected to be brought to bear within
the DoD community as it is highly aligned with numer-
ous military operational needs. And as this paradigm
is increasingly realized, wireless communications tech-
nologies are expected to rapidly evolve to meet the these
new challenging needs.

Spectrum

As already mentioned, spectrum is a precious
resource, and there is simply not enough to meet the
needs of today’s user base, much less the needs of the
users of tomorrow. This problem is exacerbated by the
outdated way we manage spectrum. Regulatory agencies
allocate spectrum for particular types of services and
that spectrum is then licensed to bidders for a fee. These
allocations and licenses are static in nature, which
means that the designated spectrum is unavailable for
use, even if those who own the rights to that spectrum
do not use it. This model has led to considerable inef-
ficiency in spectrum use and has sometimes created an
unnecessary shortage of spectrum.

To lessen the burden on wireless networks operating
in licensed spectrum, emphasis is increasingly placed
on technologies (usually short range and low power)
that operate in unlicensed spectrum such as TV white
space, Wi-Fi, personal area networks (e.g., Bluetooth and
ZigBee), ultra wideband, 60-GHz, and near-field com-
munications devices. These technologies are increas-
ingly used to offload services that would have historically
used licensed spectrum and to improve overall network
capacity. It is expected that the commercial domain will
continue to find novel methods and develop new tech-
nologies to continue using unlicensed spectrum, which
will profoundly impact the technologies available to the
future military community.

Spectrum shortage has also led to significant global
harmonization and spectrum reclamation efforts by
commercial advocacy groups. Harmonization refers to
the concept of making the same spectrum available for
the same application in all world markets. The argu-
ment raised to various spectrum regulatory authori-
ties is that harmonization can enable economic gains
because devices can be more affordably produced for
globalized markets. There has been significant progress
in this regard, with many regions of the world begin-
ning to allocate spectrum in a manner consistent with
other regions of the world. It is believed that this trend
will continue and that increasingly there will be global
spectrum bands of operation for certain types of wireless
devices. This standardization will have profound effects
on future military solutions—it will influence future
technology availability as well as how this technology
can be effectively used globally.

Spectrum reclamation is also an important topic that
will affect future wireless military systems. It refers to
the process of reallocation of spectrum on the basis of
perceived need. Many arguments have been made that
the manner in which spectrum has been allocated and
regulated does not align with the needs of the modern
world. Many reclamation efforts have been successful.
Significant amounts of spectrum have been taken away
from certain communities and instead made available
for mobile wireless network applications. An example
is the reallocation of portions of the UHF band from
commercial television broadcasters to mobile network
service operators. Experts believe that this trend will
continue and that increasing amounts of spectrum will
be made available to commercial mobile wireless net-
works with reallocations from other commercial sectors
and government and military applications. Although
this reallocation is an ongoing and dynamic process, it
has sparked the desire for new technology and adoption
in a wide variety of sectors, both commercial and mili-
tary. In many cases, it has been a contributing factor in
the military’s and the government’s increasing reliance
on commercial solutions.
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EVOLUTION OF WIRELESS BROADBAND
COMMUNICATIONS

Cellular technologies have evolved at an astounding
rate over the past 10-15 years not only in terms of their
deployment and usage but also in terms of their capa-
bilities. A little over a decade ago 2G technologies such
as global system for mobile communications (GSM) and
Interim Standard 95 (CDMA) were the state of the art
in cellular communications. As recently as 1992, GSM
had not yet been deployed outside of Europe. Today,
GSM spans the globe with more than 6 billion subscrib-
ers. A decade ago, most cellular networks provided data
capabilities comparable to those of dial-up modems. The
past decade has seen multiple generations of technology
development, deployment, and adoption that have pro-
vided several orders of magnitude of improvement in
data rates and general capabilities. Technologies such
as universal mobile telecommunications system, wide-
band CDMA, high-speed packet access, CDMA2000,
CDMAZ2000 evolution-data optimized, and long-term
evolution (LTE) have catapulted cellular networks into
the forefront of the data revolution and sparked the rise
of the wireless Internet. To put this all into perspective,
over the course of a decade, cellular data networks have
transformed from the equivalent of a dial-up modem
to that of a fast Ethernet connection. Figure 3 depicts
the evolution of cellular communications over the past
15 years.

The cellular industry was long marked by competing
technologies that fragmented the global market into a
CDMA world and a GSM world. A key takeaway from

Fig. 3 is that these two worlds are merging together into
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a single global technology path; all viable technology
paths now lead to LTE. Over time, the entire global
market will increasingly converge onto the same tech-
nology, which will likely enable an entirely new breed
of global mobile devices. In fact, in the long-term view,
the only differentiating factor between countries and
markets may be frequency bands of operation. It should
be noted that this discussion does ignore worldwide
interoperability for microwave access (WiMAX) and its
role in the commercial wireless landscape. WiMAX has
been endorsed as a 4G technology. Although its future
is uncertain, the authors believe that WiMAX is more
likely to assume niche roles in the commercial wireless
landscape, with LTE remaining the dominant cellular
technology of tomorrow. This will give LTE a signifi-
cant advantage in the long term in terms of economies
of scale and vendor diversity, which will make it, and
its descendent technologies, an increasingly attractive
option for the military community.

KEY WIRELESS TECHNOLOGY TRENDS

Many of the most important commercial wireless
technologies share key technological similarities, as will
likely future commercial wireless technologies. There
are several key technology trends that are likely to affect
the development of the next generation of commercial
wireless standards and, subsequently, future military
solutions; these trends include MIMO, multi-carrier
modulation, cognitive radio, and network coding. How-
ever, a full treatment of all these trends is beyond the
scope of this article. The remainder of this article focuses
on MIMO trends in the commercial domain.

2010 2015

>

CDMA
EV-DO RevB

1. Increasing data support
2. Improved Internet experience

Figure 3. The evolution of wireless broadband communications. EDGE, enhanced data rates for GSM evolution; EV-DO, enhanced
voice-data only (optimized); GPRS, general packet radio service; HSDPA, high-speed downlink packet access; HSPA, high-speed packet
access; HSUPA, high-speed uplink packet access; 1S-95, Interim Standard 95; UMTS, universal mobile telecommunications system.
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MIMO Technologies in Commercial Systems

MIMO is a modern wireless communications tech-
nology that uses multiple antennas on one or both ends
of a communications link. With multiple antennas, spa-
tial characteristics of the radio transmission can be con-
trolled and manipulated to improve the performance of
the wireless link. Although the concept and theories of
MIMO were developed in the 1990s, commercial prod-
ucts using MIMO technologies first began appearing in
the market around 2003.

There are two ways a MIMO system can provide better
performance in wireless communications under certain
channel conditions. One is providing a higher data rate
under a given channel. The other is providing a more
reliable communications link under channel fading.

The first technique is referred to as spatial multiplex-
ing (SM). Using multiple antennas on both transmit and
receive sides and with a scattering-rich channel, mul-
tiple spatial channels are generated to support parallel
transmission of multiple data streams. This technique
results in a higher data rate under comparable signal-to-
noise ratio conditions. SM can be performed with and
without knowledge of the channel state at the transmit-
ter (i.e., closed loop and open loop).

The second technique also takes advantage of the
multiple spatial channels. However, the same data are
transmitted over these channels. This technique pro-
vides diversity against channel fading, yielding higher
transmission reliability in mobile communications sce-
narios. This is referred to as spatial diversity. A special
coding technique, referred to as space-time block coding,
is used so that the receiver can receive and combine the
data with only one antenna. With space-time block
coding, different versions of the same data are transmit-
ted using multiple antennas and multiple time slots. In
many practical systems, instead of using multiple time
slots, multiple orthogonal frequency-division multiplex-
ing subcarriers are used. Such a scheme is thus called
space-frequency block coding.

In addition, another embodiment of MIMO tech-
nology is beamforming. Similar to antenna array tech-
niques, beamforming focuses the radiation energy onto
the receiver, improving signal quality. It also reduces
interference to other users, enabling more simultane-
ous radio links at the same frequency. The receiver
can operate in the conventional single-antenna mode
in receiving operations. However, the protocol design
needs to enable the transmitter to obtain channel state
information.

MIMO Implementations in Current Commercial
Wireless Systems
Shortly after its inception, MIMO technology was

embraced by the wireless communications industry.
In addition to proprietary MIMO-based systems, vari-

ous wireless standards bodies quickly worked to adopt
MIMO technologies.

Single-User MIMO Technologies
Single-user MIMO refers to the basic MIMO tech-

nologies described earlier. It pertains to a point-to-point
wireless link. There is no interaction between multiple
wireless links.

Table 1 summarizes some of the commercial wireless
technologies that support single-user MIMO operations
along with the number of data streams supported (the
SM column in Table 1). Although there are some dif-
ferences in details and supporting protocols across these
technologies, the basic capabilities are similar.

Multi-User MIMO

Multi-user MIMO (MU-MIMO) refers to the tech-
nology with which multiple users share the same time
and frequency in transmission using MIMO technolo-
gies. Some simple forms of MU-MIMO are already
in use.

For example, LTE allows a base station to generate
two beams optimized for two receivers. A mobile receiver
can decode its own beam with a low level of interference
from the other beam. Such interference can be further
reduced by smart scheduling in choosing the user pairs
that are well separated in space channels. LTE-advanced
(LTE-A) increases such capacity to support up to four
users. 802.11ac provides a similar capacity, where up to
four data streams can be sent to up to four receivers (up
to eight total streams) while each receiver can receive
single or multiple data streams. This type of MU-MIMO
is actually a special case of SM with transmit-side chan-
nel state information. The transmitter can manipulate
the signals to minimize mutual interference.

MU-MIMO can be used for receiving, as well. In
this case, a base station can simultaneously receive
from multiple users while removing mutual interference
through receiver beamforming and multi-user detec-

tion (MUD).

Table 1. MIMO technologies in various wireless standards

SD (SFBC/

Standard SM STBC) BF
3G cellular 2DL
LTE 4 DL DL DL
LTE-A 8DL, 4 UL DL DL
WiMAX 8 DL, 4 UL DL
802.11n 4 Yes Yes
802.11ac 8 Yes Yes

BF, beamforming; DL, downlink; SD, spatial diversity; SFBC,
space-frequency block coding; STBC, space-time block
coding; UL, uplink. The numbers in the SM column are the
maximum numbers of data streams supported.
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Emerging MIMO Technologies

MIMO technology is still an active research area.
New inventions and discoveries continue to be fueled by
the need for increased capacity. This section discusses
a few research efforts that have clear and significant
application potentials for the commercial and military
domains.

Distributed and Cooperative MIMO

Closely networked nodes can jointly transmit and
receive signals, effectively serving as multiple antennas
of a MIMO transmitter or receiver. Such configuration is
referred to as distributed MIMO, cooperative MIMO, or
virtual MIMO. Because the antennas are much farther
apart in this case, the effective channels are more scat-
tering rich and uncorrelated, providing higher capacity
bounds. On the other hand, as limited by the intercon-
nection among the cooperating nodes, the levels of joint
operations and synchronization are not the same as
those for a traditional MIMO transceiver.

For example, LTE-A supports coordinated multi-
point, which helps users at the cell edges by transmitting
and receiving signals through multiple base stations.
Coordinated multi-point is actually a set of still-
developing technologies. Currently, joint signal process-
ing among base stations for jointly transmitting to and
receiving from a mobile user is a main component of
coordinated multi-point. It also includes joint schedul-
ing among neighboring base stations in resource alloca-
tion and beam-forming strategies so that users with the
least level of mutual interference can be chosen to share
the frequency-time block.

Other than commercial wireless networks, distrib-

uted MIMO in sensor networks is also being actively
researched (e.g., Ref. 2).

Massive MIMO

Massive MIMO refers to MIMO systems with a very
large number of antennas. The spacing between the
antennas may be smaller than the conventional half-
wavelength rule. Although massive MIMO is attractive
for its potentially very high capacity, unique practical
problems such as signal processing complexity, antenna
coupling, and channel correlations are being actively
researched. Massive MIMO technologies are envisioned
to be applicable to commercial wireless networks (e.g.,

Ref. 3).

Interference Alignment

Interference alignment is a technique with which sig-
nals are jointly optimized among a number of interfering
links so that all interferences at any particular receiver
are aligned within a subspace with a small dimen-
sion, leaving the rest of the signal space available for
interference-free data transmission. The original con-
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cept was proposed in 20084 and was soon extended to
MIMO cases.” Although mathematically elegant, inter-
ference alignment still poses many practical problems
such as the requirement of central coordination, com-
plexity in computation for optimization, and assessment
of benefit in practical system configurations.® These are
all areas of active research. However, despite being at
this early stage of development, interference alignment
is already viewed as a potential solution to intercell
interferences in a cellular network and is likely to play a
key role in future commercial wireless technologies.

APL'S ROLE IN THE COMMERCIAL WIRELESS
COMMUNICATIONS DOMAIN

APL has long recognized the tremendous potential
benefits of leveraging commercial technologies in the
military domain. However, APL has also remained cog-
nizant of the risks associated with improper application
of commercial technologies.»” These technologies were
developed to solve specific problems in the commercial
domain and oftentimes will introduce significant tech-
nical or operational limitations when applied to the
military domain. The authors believe that responsible
application of commercial techniques and technologies
has several requirements, primarily significant expertise
on commercial technologies and detailed understanding
of the intended military concept of operations and oper-
ational goals. By bringing to bear both technical exper-
tise and operational insight, APL believes it is uniquely
positioned to provide its sponsors tailored, affordable,
and effective solutions by leveraging commercial tech-
nologies in a responsible manner.

APLs critical contributions are enabled by its pro-
found interorganizational expertise in wireless network-
ing and commercial applications in the military domain.
APL staff members teach graduate-level college courses
on these subjects. APL staff members write books on
these subjects (e.g., Refs. 8—12) as well as magazine and
technical journal articles (e.g., Ref. 13). In addition, APL
staff members develop and conduct tutorials to educate
the community (e.g., Ref. 14).

APLs contributions can take many forms. In some
cases, APL staff members leverage their expertise to
evaluate existing products and solutions for sponsors.!®
In other cases, APL staff members study how to best
apply commercial technology to solve government prob-
lems (e.g., Refs. 16-19). Sometimes APL experts research
how to modify commercial technologies to better meet
the needs of sponsors (e.g., Ref. 20) or how to character-
ize the limitations of commercial technologies if applied
as-is to the government domain (e.g., Ref. 21).

Furthermore, APL experts actively engage in the
commercial standards communities on behalf of their
sponsors to advocate for their needs and help affect
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changes to the technologies so they are better suited for
as-is use by military and government agencies. APL staff
members have long participated in forums (such as the
Internet Engineering Task Force) that develop network-
ing standards (e.g., Refs. 22-24) and have contributed in
forums such as the Institute of Electrical and Electron-
ics Engineers (IEEE) 802 WLAN (wireless personal area
network) standards body and the International Tele-
communications Union on behalf of APLs sponsors and
their interests.

In many cases, APL experts conduct basic and
applied research assisting in the development of new
technology concepts and ideas in anticipation of future
sponsor needs. This is the case in the area of MIMO
communications. APL staff have been actively engaged
in research on MIMO technologies. For example, APL
researchers have developed delay-tolerant space-time
block codes that enable distributed MIMO systems and
MIMO relay systems in which precise time synchroniza-
tion is difficult to provide.?>26 APL staff also conducted
field measurements of MIMO channels in military fre-
quency bands (e.g., Refs. 27-30).

Another focus for APL experts are the security issues
in MIMO systems. Because they are sensitive to the spa-
tial signature of the signal, MIMO systems have addi-
tional resistance against conventional jammers, which
transmit from a single antenna. Therefore, this tech-
nology presents unique challenges and opportunities to
electronic warfare strategies.’%3!

SUMMARY

This article briefly discusses the relationship between
the commercial and military domains, along with some
of the key factors driving commercial development. It
also provides a brief overview of some of the key tech-
nology trends in the commercial communications land-
scape and highlights APLs role in this space. It is clear
that advances in commercial wireless technologies are
increasingly interesting to the militaries of the world.
However, there will always be military-specific require-
ments (e.g., security, the ability to operate in harsh
dynamic environments, etc.) that will likely never be
fully met by the commercial wireless communications
domain. This challenge will require future military net-
work designers to increase their knowledge of commer-
cial solutions but also provide custom modifications to
those solutions to meet niche military needs. APL will
continue to maintain a unique expertise on commercial
wireless technologies and will also bring the discipline
and diligence required to apply these technologies in a
responsible manner that results in increased capability
without unforeseen risk to mission effectiveness. APL
remains committed to ensuring that its sponsors have
the most effective and affordable solutions possible. It
is because of this commitment that APL will strive to

maintain the unique combination of technical excel-
lence and knowledge of sponsor needs.
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