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THE CYBER DIMENSIONS OF THE SYRIAN CIVIL WAR 1

The Arab Spring spread across the Middle 
East and North Africa in 2011, spawning 
protests, demonstrations, and violence in 

many nations, including Syria. The uprising in Syria 
escalated to full-scale civil war, intensifying across 
multiple domains: conventional warfare between 
government forces and opposition groups, proxy 
warfare by foreign fighters and Islamic extremists 
fighting for religious reasons, chemical warfare, and 
cyber operations. Perhaps most alarming was the 
use of chemical weapons, a form of warfare largely 
banned by international agreement since the end 
of World War  I.1 The well-documented evidence of 
the Syrian government’s use of chemical weapons 
brought unprecedented international scrutiny of the 
violence inside Syria.2 Cyber operations, however, 
have not been as widely studied. 

This paper describes cyber operations known to 
have been used during the Syrian uprising from 
January  2011 until December  2013. The cyber 
operations of pro-regime forces, anti-regime forces, 
and nations providing support, as well as US 
involvement and its effects on these cyber operations, 
are discussed as a basis for drawing observations and 
implications for future conflicts. 

1  See “Protocol for the Prohibition of the Use of Asphyxiating, 
Poisonous or Other Gases, and of Bacteriological Methods of 
Warfare. Geneva, 17 June 1925.” See also “Convention on the 
Prohibition of the Development, Production, Stockpiling and 
Use of Chemical Weapons and on their Destruction Geneva, 
3 September 1992.” Also see Organisation for the Prohibition 
of Chemical Weapons, the United Nations (UN)-affiliated 
organization appointed to implement the UN Chemical 
Weapons Convention entered into force in 1997 (http://www.
opcw.org/). On October 14, 2013, the Chemical Weapons 
Convention entered into force for the Syrian Arab Republic, 
making it the 190th state party to the treaty. Syria deposited 
its instrument of accession with the UN secretary-general on 
September 14, 2013.
2  Many news articles contain information about the civil 
war and the use of chemical weapons. For an overview, 
see Christopher Blanchard, Carla Humud, and Mary Beth 
Nikitin, “Armed Conflict in Syria: Overview and U.S. 
Response” (Washington, DC: Congressional Research Service,  
January 14, 2014).

The Syrian Civil War
The statistics of the Syrian civil war as of 
November 2013 are staggering: of a total population 
of approximately 22.5  million, the death toll in the 
conflict exceeded one hundred thousand, more than 
two  million refugees fled Syria, and an estimated 
four  million refugees are still displaced inside the 
country itself.3 Violence escalated quickly, as Bashar 
al-Assad struggled to remain in power and various 
opposition forces attempted to depose him, as had 
happened to heads of state in Egypt and Tunisia. 
The scale of violence in Syria exceeded even that 
of the uprising in Libya, where the North Atlantic 
Treaty Organization (NATO) intervention occurred 
before the Qaddafi regime’s backlash could reach  
full strength.4 

In the early stages of the Syrian conflict, fighting 
occurred largely between Syrian government forces 
supporting Bashar al-Assad and the Free Syrian 
Army, the military force of the National Coalition for 
Syrian Revolution and Opposition Forces (commonly 
known as the Syrian National Coalition), the primary 
opposition group that emerged in 2011. Similar to 
the war in Iraq, the civil war in Syria attracts foreign 
fighters and Islamic extremists. The largest group 
of Islamic fighters is the Islamic Front, which now 
numbers more than forty-five thousand fighters from 
seven different factions.5 Although the Islamic Front 
and the Free Syrian Army have a common goal of 
removing Assad from power, the groups are certainly 
not allied. The Islamic Front aims to install an Islamic 
state in Syria vice a secular one.

US policy toward the crisis in Syria has evolved over 
the course of the war. In the beginning, policy makers 

3  “Syria’s Civil War: Key Facts, Important Players,” CBC News, 
April 3, 2014, http://www.cbc.ca/news2/interactives/syria-
dashboard/. See also Internet World Stats, “Syria Internet Usage, 
Broadband and Telecommunications Report.”
4  Marc Lynch, “How Syria Ruined the Arab Spring,” Foreign 
Policy, May 2, 2013. 
5  “Syria Crisis: Guide to Armed and Political Opposition,” BBC 
News, December 13, 2013.

http://www.opcw.org
http://www.opcw.org
http://www.cbc.ca/news2/interactives/syria-dashboard/
http://www.cbc.ca/news2/interactives/syria-dashboard/
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debated whether the violence in Syria warranted US 
troop deployment directly into the area of conflict, 
but national will and weariness from recent wars, in 
addition to concern over the level of involvement of 
Islamic extremists in the conflict, influenced public 
opinion against such action.6 However, the use of 
chemical weapons in the summer of 2013 renewed 
the prospect of direct US involvement and sparked 
debate among US allies. The United States is currently 
supporting international effort to remove chemical 
weapons from the country and is providing support 
to the Syrian National Coalition to displace the Assad 
regime. A recent resurgence of Islamist fighters is 
causing the United States to rethink its policy on  
that support.7 

The Role of Social Media
The Assad regime expelled all journalists at the 
beginning of the uprising in 2011. For foreign media 
organizations, reentry into the country has been 
difficult and fraught with danger. In 2012, at least 
twenty-eight journalists were killed, and another 
twenty-one were abducted while covering the war.8 

Because of the dangers and difficulty with access, 
media organizations began reporting from outside 
the country but depended on information coming 
from within, leading to their increased reliance on 
raw amateur video uploaded to social media sites. 
Anyone in the war zone has the potential to become 
a correspondent as long as they have some type of 
video recording device, such as a video camera or a 
smartphone, and an Internet connection. Syrian state-
run news agencies, amateur reporters aligned with 
the opposition forces, nonaligned Syrian citizens, 

6  “Islamic Front Gains Reduce U.S. Options in Syria, Further 
Undermine Prospects for Upcoming Geneva II Summit,” IHS 
Jane’s Defence Weekly, December 12, 2013.
7  Damien McElroy, “Saudi Arabia Warns It Will Act against 
West’s Policy in Middle East,” Telegraph, December 18, 2013.
8  Zeina Karam, “Syria’s Civil War Plays Out on Social Media,” 
Denver Post, October 20, 2013.

and foreign visitors race to release information about 
events inside Syria. As a result, an overwhelming 
amount of information is available to mainstream 
news organizations.9

Validating the authenticity of such amateur videos 
from inside Syria is difficult for organizations with 
little to no physical presence there. Reports allege 
some of the violence was staged. Videos alleged to be 
false include one that depicts soldiers being buried 
alive and another showing regime supporters pouring 
fuel on prisoners and setting them on fire. Bashar  
al-Assad has challenged the United States’ use of such 
videos, using interviews and his own social media 
presence on Facebook, Twitter, and Instagram10 to 
refute some of the alleged evidence of violence that 
he is accused of ordering.11 

Pro-Regime Cyber Operations— 
The Syrian Electronic Army
Aside from news organizations and videos on social 
media, the most prominent actor in the cyber realm 
that has affected the Syrian civil war is a group called 

9  Ibid.
10 Ibid.
11 Social media videos present two basic problems:  
1) identification of the individual who posted the video and  
2) determining the integrity of the video itself. Discovering the 
real identity of the individual who posted the video is nearly 
impossible. People can post videos to social media via one of 
several identification schemes: anonymity (not being known 
by any name); nonymity (not being known by any label or 
identifying characteristic, even anonymity); pseudonymity 
(being known by a false name); polynymity (being known by 
multiple names); or eponymity (being known by a real name). 
Even those who post eponymously can do so under false 
credentials. See Eleni Berki and Mikko Jäkälä, “Cyber-Identities 
and Social Life in Cyberspace,” in Social Computing: Concepts, 
Methodologies, Tools, and Applications, ed. Subhasish Dasgupta 
(Hershey, PA: IGI Global, 2010), 92–104. The perceived integrity 
of the video itself is based on identification of the individual 
who posted it, perception of that individual’s trustworthiness, 
and video analysis; however, videos posted to social media are 
still subject to authenticity problems. 
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the Syrian Electronic Army (SEA). The SEA is a 
pro-regime hacking group whose activities range 
from public outreach to destructive cyber attack and 
exploitation, with some evidence suggesting cyber 
espionage. From its beginning in May  2011, the 
SEA has had close ties to Bashar al-Assad himself, 
with several founding members belonging to the 
Syrian Computer Society (SCS), the organization 
responsible for introducing information technology 
(IT) to Syrian society.12 

The SCS was founded in 1989 by Bassel al-Assad, 
Bashar al-Assad’s older brother. Bassel had both a 
technical and a military background and was being 
groomed to succeed his father as president of Syria.13 
After Bassel died in a 1994 car accident, Bashar 
assumed control of the SCS.14 Bashar, influenced 
by the Western lifestyle he had experienced while 
studying ophthalmology in London, wanted to 
modernize Syrian society.15 Throughout his tenure 
at the SCS, his only public role before becoming 
president of Syria in 2000, he wanted to introduce 
computers and the Internet into Syrian life but stated 
often and openly that this introduction needed to 
be gradual and carefully controlled.16 Syria has seen 
growth in the number of computer Internet users 
since Bashar assumed the role of president, but the 
numbers pale in comparison to those of modern 
Western societies. In 2000, there were an estimated 
thirty thousand Internet users in Syria, or roughly  

12 Nicole Perlroth, “Hunting for Syrian Hackers Chain of 
Command,” New York Times, May 18, 2013.
13 Mimi Dwyer, “Think Bashar al Assad Is Brutal? Meet His 
Family,” New Republic, September 8, 2013.
14 Jillian Scharr, “What Is the Syrian Electronic Army?,” Tom’s 
Guide, August 29, 2013.
15 Majid Rafizadeh, “Assad’s Family: The Unrecognized Nuances 
and the Politics,” Huffington Post, May 13, 2013.
16 Jon B. Alterman, New Media, New Politics? From Satellite 
Television to the Internet in the Arab World (Washington, DC: 
The Washington Institute for Near East Policy, 1998). See  
p. 40 referring to an Arabic publication by Ibrahim Hamidi and 
Rania Ismail, “Asad’s Son to al-Hayat: The Internet Is a Double-
Edged Sword,” al-Hayat, October 12, 1997, p. 1.

0.2 percent of the population. In 2012, there were 
more than five million Internet users, but still only 
22.5 percent of the population.17 By comparison, 
the US Internet usage rate was 78.1 percent of the 
population in 2012.18 

The Assad regime filters the Internet for fear of the 
advantages knowledge and communication might 
provide to the population, which likely contributes to 
the limited Internet penetration in Syria.19 Not only 
does the Assad regime control access to information 
inside Syria, including state-run news agencies, but it 
also aims to control its image externally. Syria is not 
the only country that asserts this type of control.

The SEA was created to provide a “pro-Assad counter 
narrative to news coming out of Syria.”20 As a counter to 
the stories of violence that were emerging from Syria, 
most of the SEA’s early activities involved spreading 
pro-Assad messages throughout social media outlets 
via spamming and other nondestructive means. In 
addition, the SEA used its public Facebook page to 
recruit new members and run a virtual “hacking 
academy,” distributing instructions and malware for 
computer exploitation and distributed denial-of-
service (DDOS) attacks.21 The DDOS software was 
specifically designed to attack four news websites the 
SEA claimed were hostile to the regime: Al Jazeera, 
BBC News, Orient TV, and Al Arabia. The fact that the 
DDOS software was already loaded to attack selected 
targets implies that the SEA has the ability to develop 
its own tools from publically known vulnerabilities. 

Although the SEA’s initial actions mostly resembled 
social media and public affairs activities, there were 

17 Internet World Stats, “Syria Internet Usage, Broadband and 
Telecommunications Report.”
18 Internet World Stats, “Internet Usage Population and 
Telecom Reports for the Americas.”
19 Khaled Yacoub Oweis, “Syria Expands ‘Iron Censorship’ over 
Internet,” Reuters, March 13, 2008.
20 Perlroth, “Hunting for Syrian Hackers Chain of Command.”
21 “Syrian Electronic Army: Disruptive Attacks and Hyped 
Targets,” Information Warfare Monitor, June 25, 2011.
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early signs that the group might have some capability 
for cyber attack. The SEA’s first demonstrated cyber 
attack capability came in a well-publicized event in 
June 2011 when it defaced more than 130 websites, 
most of which were random targets. Many of the 
websites displayed embedded photos and full-color 
messages supportive of Bashar al-Assad; some of 
them displayed simple text messages. Ninety-five of 
the defacements resolved to a single Internet Protocol 
(IP) address. This suggests that the SEA exploited 
a single vulnerability (exploitation) in a server that 
hosted all of those websites, vice individually hacking 
each one.22 Many of those websites were defaced on 
May 13, 2011, by a hacker who claimed to be Iranian. 
This suggests early collaboration between the SEA 
and Iranian hackers.23 

Also in June 2011, the SEA exploited and defaced the 
websites of a member of the Israeli Knesset, an Israeli 
travel organization, the Center for Small Business 
Development in Israel, and the Israel Chemical 
Society. Many of these websites did not contain 
political content and were likely chosen because 
of their vulnerability; they resolved to the same IP 
address as sites that had been hacked on June 4, 2011, 
suggesting that the SEA simply waited a few days 
to announce its attacks.24 It also hacked the French 
website of the French embassy in Damascus, posting 
pro-Assad messages. At the end of June 2011, the SEA 
hacked forty-one United Kingdom-based websites; 
once again, many of the targeted websites resolved 
to a single IP address, suggesting server exploitation. 
The websites were replaced with a message to the 
British people requesting that they stay out of  
Syria’s business.25 

22 Ibid.
23 Ibid.
24 Ibid.
25 “Syrian Electronic Army Defaces 41 Web Sites, One 
UK Government Web Site,” Information Warfare Monitor,  
June 29, 2011.

Although the June attacks included three IP addresses 
of servers in the United States,26 the first recognized 
US hacking by the SEA is the group’s defacing of the 
University of California at Los Angeles website. The 
website temporarily hosted a simple text message 
supportive of Bashar al-Assad.27 After this attack, 
the SEA defaced Harvard University’s website with 
pro-Assad multimedia messages.28 The Harvard 
attack was in September 2011 and was similar to the 
June attacks, with embedded photos and full-color 
messages. However, this time, the defaced website 
looked similar in format to the original website, 
suggesting that the SEA was experienced with web 
design software.29 

In 2013, as Syrian internal strife became more 
violent, the SEA changed methods and membership, 
becoming more of a “loose hacking collective, 
than a state-sponsored brigade.”30 Ties to Assad 
were still apparent, but because the SEA was not 
an official government entity, there was doubt as to 
how much control Assad had over the group. Cyber 
attacks became more targeted and increasingly more 
malicious, with hackers stealing credentials through 
spear-phishing. These techniques are effective 
against “soft” cyber targets and allowed the SEA 
to engage in pro-Assad defacing of public websites 
and spamming campaigns against entities that were 
perceived to be hostile to the Assad regime.31 Several 
attacks garnered international attention, including 
attacks on the Washington Post, the New York Times, 
National Public Radio, CBS News, Al  Jazeera, BBC, 

26 “Syrian Electronic Army: Disruptive Attacks and Hyped 
Targets.”
27 Bruce Sterling, “Syrian Electronic Army Invades University 
of California Los Angeles,” Wired, July 6, 2011.
28 Tara Merrigan, “Harvard’s Website Hacked by ‘Syrian 
Electronic Army,’ ” Harvard Crimson, September 26, 2011.
29 Ibid.
30 Perlroth, “Hunting for Syrian Hackers Chain of Command.”
31 Kenneth Geers et al., World War C: Understanding Nation-
State Motives behind Today’s Advanced Cyber Attacks (Milpitas, 
CA: FireEye, 2014).
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important to note, however, that the ICC software is 
capable of remotely controlling valves, pumps, and 
water flow. Despite the fact that the SEA did not gain 
access to the Haifa municipal water control system, it 
may have demonstrated a capability to gain control of 
a SCADA system by using default passwords. These 
actions imply intent to have real effects in the physical 
world delivered through the cyber domain.37

There are other elements suggesting the SEA has 
the ability to use the cyber domain to cause physical 
effects. “Paralleling the group’s boisterous, pro-
Syrian government activity has been a much quieter 
Internet surveillance campaign aimed at revealing 
the identities, activities and whereabouts of the 
Syrian rebels fighting the government of President 
Bashar al-Assad.”38 The SEA exploited and stole data 
from three different communications systems that 
could contain information on the Assad regime’s 
opponents. Targets of the SEA attacks included the 
web-based telephone directory Truecaller39 as well 
as the Internet communications services Tango40 
and Viber.41 Pro-Assad cyber forces also delivered 
spyware, disguised as an encryption service for 
Skype, to targeted computers, demonstrating new 
technical prowess.42 These types of cyber operations 
are classified as espionage and demonstrate an 
improved capability for pro-Assad cyber forces. 
How that capability was improved is unknown. The 
information obtained through this espionage is also 
unknown, but access to communications paths, 
conversations, and personal computers of opposition 

37 Salomons, “Did the Syrian Electronic Army Attack Haifa’s 
Water Supply SCADA System?”
38 Perlroth, “Hunting for Syrian Hackers Chain of Command.”
39 Anupika Khare, “Syrian Electronic Army Hacks Truecaller 
Database, Gains Access Codes to Social Media Accounts,” 
iDigital Times, July 19, 2013.
40 Chloe Albanesius, “Tango Messaging App Targeted by Syrian 
Electronic Army,” PCMag, July 23, 2013.
41 Warwick Ashford, “Syrian Hacktivists Hit Second Mobile 
App in a Week,” Computer Weekly, July 24, 2013.
42 Perlroth, “Hunting for Syrian Hackers Chain of Command.” 

the Daily Telegraph, the Financial Times, and the 
US Marine Corps website, among others.32 Perhaps 
the most damaging attack was the hacking of the 
Associated Press Twitter account, achieved by a 
spear-phishing campaign against reporters at the 
news organization.33 SEA hackers posted false news 
of explosions at the White House and injury to 
President Obama. Because of the speed at which 
social media news travels, the Dow Jones Industrial 
Average dropped 127 points within two minutes but 
quickly rebounded when the story proved false.34 

It is unclear whether the SEA’s rudimentary tactics 
are by choice or are because of the group’s limitations, 
but the SEA likely intends to have a more strategic 
impact. In May  2013, it  attempted to access and 
attack an Israeli computer network that controls the 
water system in Haifa, Israel,35 possibly in retaliation 
for an Israeli airstrike targeting Iranian missiles near 
Damascus in early May 2013.36 The SEA’s “proof ” of 
the attack itself is suspect—screenshots of a water 
system with Hebrew labels. Examining the images 
reveals that they are from the SCADA (supervisory 
control and data acquisition) software system IRRInet 
Control Center (ICC) made by Mottech Water 
Management Limited (http://www.mottech.com/). 
The screenshots do not seem to display a real water 
system; rather, they likely show an Israeli farm. It is 

32 Ibid.; Robert Windrem, “Syrian Electronic Army Seen as a 
‘Nuisance’ Not a Serious Cyber Threat,” NBC News, October 8, 
2013; Cory Bennett, “Syrian Electronic Army Comes after U.S. 
Military,” FedScoop, September 3, 2013; and Perlroth, “Hunting 
for Syrian Hackers Chain of Command.”
33 Christopher Mims, “How the Syrian Electronic Army 
Hacked the AP—And Who Are These Guys Anyway?,” Quartz, 
April 23, 2013.
34 Paul Vigna, “Stocks Plunge, Quickly Recover, on Fake Tweet,” 
MoneyBeat (blog), Wall Street Journal, April 23, 2013.
35 AhlulBayt News Agency (ABNA), “Syrian Electronic Army 
Hacks Israel’s Main Infrastructure Control System (SCADA),” 
May 8, 2013. See also Elad Salomons, “Did the Syrian Electronic 
Army Attack Haifa’s Water Supply SCADA System?” Water 
Simulation, June 5, 2013.
36 Dominic Evans and Oliver Holmes, “Israel Strikes Syria, Says 
Targeting Hezbollah Arms,” Reuters, May 5, 2013.

http://www.mottech.com
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personnel could reveal their tactics, techniques, 
procedures, or, even more important to the Assad 
regime, identities and locations. Targeting opposition 
forces through their IP addresses, coupled with  
geolocation services such as Google maps, puts those 
targets at risk of kinetic attack.

Opposition forces suspect that these cyber 
intelligence efforts have also begun to target foreign 
aid workers.43 This targeting shift likely occurred 
because opposition forces became aware that their 
physical locations were being detected through 
the SEA’s use of IP addresses. Opposition forces 
have subsequently developed operational security 
practices that may have complicated the intelligence 
efforts against them. Pro-Syrian cyber forces now 
have to take advantage of less secure-minded aid 
workers, tracking their actions and physical locations 
instead of those of the opposition forces. Aid workers 
are usually located in close proximity to opposition 
forces, possibly enabling the Assad regime to direct 
lethal strikes against the opposition forces by using 
locations of aid workers.

There is also another pro-Assad hacking group 
operating in the cyber realm, the Security Lions 
Hackers (SLH). Like the SEA, the SLH has a Facebook 
page and conducts public affairs outreach. Unlike 
those of the SEA, the SLH attacks are much less 
publicized, and therefore, the group’s capabilities are 
largely unknown. Also unlike the SEA, which attacks 
mostly Western media services, the SLH attacks 
random sites. One known victim is the US College 
Hockey Online fan forum, which was defaced with 
pro-Assad messages in September  2013. The large 
number of operators in the cyber domain makes it 
difficult to determine exactly who is doing what, but 
the SLH attacks demonstrate that the SEA is not the 
only pro-regime hacker group in Syria. 

43 Ibid.

Anti-Regime Cyber Operations
Aside from using the Internet and social media to 
post videos of violence, opposition forces inside 
Syria have used the cyber domain against the Assad 
regime less frequently than pro-Assad hackers have 
used this domain against the opposition. An anti-
regime hacker used information and malware from 
the SEA’s Facebook page in 2011 to coordinate his 
own DDOS attacks against regime websites. The 
malware was repurposed to attack four pro-regime 
websites: those of the General Organization of Radio 
and TV, the Addounia TV station, and two Syrian 
news agencies.44

One particularly embarrassing incident for the 
regime was the release of private e-mails between 
Bashar al-Assad and family members and advisers. 
Anti-regime forces used credentials that were either 
passed from a regime insider or guessed by an anti-
regime hacker to monitor a private e-mail account 
Bashar al-Assad used to communicate outside of 
the normal government network.45 Anti-regime 
forces quietly monitored the e-mail account hoping 
to find some critical piece of information that 
would discredit the regime. That critical piece of 
information worth revealing the anti-regime force’s 
espionage was not found; however, a collection of 
these e-mails was eventually published by news 
agencies such as the Guardian and the anti-secrecy 
group WikiLeaks. The e-mails emerged in early 2012 
and painted an unflattering picture of the dictator. 
Through the e-mails, it was apparent that Bashar al-
Assad and his family were circumventing extensive 
sanctions to spend hundreds of thousands of dollars 
on luxury items while his country was mired in a 
violent rebellion. Assad appeared to make light of 

44 “Syrian Electronic Army: Disruptive Attacks and Hyped 
Targets.” The anti-regime hacker’s website is located at http://
xacker.wordpress.com/. Posts ended in April 2011.
45 Robert Booth, Mona Mahmood, and Luke Harding, 
“Exclusive: Secret Assad Emails Lift Lid on Life of Leader’s Inner 
Circle,” Guardian, March 14, 2013; and Ilan Ben Zion, “Hacking 
Assad…as Easy as 1,2,3,4,” Times of Israel, September 6, 2012.

http://xacker.wordpress.com
http://xacker.wordpress.com
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reforms he promised to quell the uprising while he 
ignored advice from friends that he and his wife flee 
Syria and seek asylum in Qatar. There was evidence 
that Assad was taking advice from Iran. The e-mails 
also revealed Assad’s awareness of the importance of 
public outreach via social media and intervening in 
public online discussions—actions similar to those 
taken by the SEA.46

The anti-regime forces’ access to the e-mail account 
was cut off in February  2012, about the same time 
a US-based hacker group, Anonymous, hacked into 
multiple e-mail accounts in Syria.47 Anonymous 
announced that it had accessed an e-mail server at the 
Syrian Ministry of Presidential Affairs, which offered 
access to many e-mail accounts. Anonymous was 
able to access the server and e-mail accounts, which 
had a relatively easy password of 12345, underscoring 
the need for stronger passwords for all users.48 The 
release of Assad’s e-mails was likely a result of this 
hacking by Anonymous. 

Anonymous is a leaderless hacking collective that 
prides itself on anonymity—hence the group’s name. 
It ascribes to many different causes as dictated by its 
members. Anonymous is not homogenous in purpose. 
Actions for a particular cause are called operations, 
and Anonymous has an ongoing “Operation Syria,” 
which initially targeted both the opposition groups 
inside Syria as well as the Assad regime. As the 
conflict escalated, evidence suggested to Anonymous 
that Assad was more of a threat to Internet freedom 
in Syria and more guilty of violence against innocent 
people than the opposition. Anonymous then 
concentrated its efforts against the government of 
Syria and aligned itself with anti-regime forces.49 As a 

46 Robert Booth, Mona Mahmood, and Luke Harding, 
“Exclusive: Secret Assad Emails Lift Lid on Life of Leader’s Inner 
Circle,” Guardian, March 14, 2013.
47 Ibid.
48 Zoe Fox, “Anonymous Hacks Syrian President’s Email,” 
Mashable, February 7, 2012.
49 Anonymous has its own website as well as a number of 
outreach platforms including Twitter, Tumblr, and YouTube. 

part of its operation, Anonymous attempted to hack 
and subsequently “out” members of the SEA. Outing 
fellow hackers by publicly posting information about 
them is seen as the worst offense among hacking 
groups in the ambiguous world of hacktivist cyber 
operations. Members of the SEA denied that they 
were hacked and that the named people were affiliated 
with the group.50 Anonymous currently controls the 
former “hacking academy” established by the SEA.51 

In addition to Anonymous, which operates in the 
domain with shifting allegiance, there are other 
hacktivists operating with clearer motives. A US-
based hacker known by the pseudonym Oliver 
Tucket has hacked targets in Syria in an effort to 
obtain information that might be damaging to Bashar 
al-Assad. According to reports by the Washington 
Post, Oliver Tucket is upset at the publicity that 
the SEA receives for its less-than-skillful hacking 
activities and by the actions of the Assad regime. 
Oliver Tucket has hacked at least one government 
server in Syria, accessed documents, read e-mail 
traffic, and redirected websites and mail services in 
an effort to discredit the government of Syria.52 The 
involvement of Anonymous and Oliver Tucket in 
the Syrian conflict underscores the fact that anyone 
can participate, regardless of political affiliation or 
geographic location. 

Press releases regarding Operation Syria can be found on the 
group’s various public outreach sites. However, most of these 
sites are blocked by enterprise IT services. Some Anonymous 
tactics include DDOS attacks, which can use unsuspecting 
“zombie” computers as launch points for attacks, unbeknownst 
to the computers’ owners. Visitors to the Anonymous website 
risk their computers becoming infected with malware that will 
then make their computers part of the Anonymous zombie 
network. 
50 Michael Stone, “Anonymous Hacks Syrian Electronic Army: 
Operation Syria Engaged,” Examiner.com, September 2, 2013. 
51 The website https://www.facebook.com/school.hacker 
displays Anonymous’s iconic Guy Fawkes mask (accessed 
February 7, 2014).
52 Andrea Peterson, “Here’s How One Hacker Is Waging War 
on the Syrian Government,” The Switch (blog), Washington Post, 
August 28, 2013.

https://www.facebook.com/school.hacker
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Effects of US Involvement on the 
Cyber Domain
Although the United States can use all elements 
of national power [diplomatic, informational, 
military, economic, financial, intelligence, and law 
enforcement (DIMEFIL)] to affect Bashar al-Assad 
and his regime, it has not used all elements. Some of 
those elements have second- and third-order effects 
in the cyber domain and support the Syrian National 
Coalition’s effort to remove Assad from power. 
However, a recent resurgence of the Islamic Front 
has raised the possibility of an extremist regime in 
Syria, which could be more threatening to the goals 
of Western nations than Bashar al-Assad’s remaining 
in power.53

The application of elements of national power, such 
as attempts to remove chemical weapons, economic 
sanctions to include an embargo, and financial 
assistance to those victims of the Syrian civil war, are 
aimed at influencing the Syrian regime and its ability 
to threaten the region; however, the same elements 
of power have also affected the cyber domain in the 
following ways.

The economic sanctions have directly affected the 
Syrian civil war as well as the cyber dimension of the 
war, but sanction violations have occurred. However, 
there is evidence that violations and violators are 
pursued. In October 2011, a US company discovered 
that thirteen of fourteen of its Internet filtering devices 
shipped to a distributor in Dubai and intended for 
the government of Iraq had made their way to Syria 
and were being used by the Syrian government 
to filter the general population’s Internet access. 
After it completed a voluntary investigation, and 
with knowledge that its product had been illegally 
imported to Syria, Blue Coat Systems, Incorporated of 
Sunnyvale, California, blocked updates to its devices 
operating in Syria, which eventually numbered more 

53 McElroy, “Saudi Arabia Warns It Will Act.”

than thirty.54 Eventually, the Dubai-based distributor 
of Blue Coat Systems hardware, Computerlinks 
FZCO, was fined $2.8 million for illegally delivering 
the devices to Syria.55 In another example of sanctions 
enforcement, Network Solutions, LLC seized more 
than seven  hundred domain names that the US 
Office of Foreign Asset Control had registered to 
entities tied to the Assad regime. After the seizure, 
the domain names remained unusable to elements 
of the Assad regime, forcing them to change their 
online presence.56 

As for the financial aid that the United States is 
providing to the Syrian opposition, this is meant, in 
part, to enhance “the linkages between Syrian activists, 
human rights organizations, and independent media 
outlets.”57 Specific media outlet support includes 
“training for networks of citizen journalists, bloggers, 
and cyber-activists to support their documentation 
and dissemination of information on developments 
in Syria; and technical assistance and equipment 
to enhance the information and communications 
security of Syrian activists within Syria.”58 Given that 
the Syrian government, likely through the SEA, has 
been conducting cyber espionage against opposition 
forces, this influx of technology and training will 
likely improve the operational security of opposition 
forces and frustrate the regime’s efforts to find, fix, 
target, and track them through cyberspace. This 
financial assistance to bloggers and cyber activists is 
also in direct opposition to the support that the SEA 
has provided Syria for pro-regime outreach purposes.

54 Jennifer Valentino-Devries, Paul Sonn, and Nour Malas, 
“U.S. Firm Acknowledges Syria Used Its Gear to Block Web,” 
Wall Street Journal, October 29, 2011.
55 Steve Stecklow, “Dubai Firm Fined $2.8 Million for Shipping 
Blue Coat Monitoring Gear to Syria,” Reuters, April 25, 2013.
56 Brian Krebs, “Trade Sanctions Cited in Hundreds of Syrian 
Domain Name Seizures,” Krebs on Security, May 8, 2013.
57 Department of State, “U.S. Government Assistance to Syria—
Fact Sheet,” September 7, 2013.
58 Ibid.
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Observations
The study of cyber operations in the Syrian civil war 
reveals several key points that can be potentially 
applied to future conflicts. Some of these observations 
apply to past conflicts or other events, and some are 
unique to the Syrian civil war. 

Social media plays a role in conflict. Even in a nation 
with as little Internet penetration as Syria, social media 
and amateur reporting can (and, in the case of Syria, 
did) augment or surpass reporting of mainstream 
news organizations. When news organizations lose 
the ability to cover a story, social media can fill the gap. 
Both sides of the conflict used social media outlets to 
spread their view of the events inside Syria. However, 
authenticating and interpreting what is observed in 
social media can be difficult, if not impossible. 

Even Syria has a cyber force. One would not expect 
a nation with as little Internet penetration as Syria 
to have an established cyber force. More developed 
and connected nations likely have an easier time 
recruiting cyber-smart individuals to work in the IT 
sector because more of the population is exposed to 
the technology. Syrian society in general has little 
exposure to the Internet; therefore, it would seem 
difficult for the regime to develop a large cadre 
of cyber-smart people that have the ideological 
alignment required to conduct operations in 
support of the regime, yet the regime recruited such 
individuals. Despite the SEA’s indirect ties to the 
regime of Bashar al-Assad, it seems clear that the 
group is a de  facto national cyber force conducting 
cyber operations on behalf of the regime. It is not 
clear, however, whether Syria has cyber doctrine or 
has established chain of command over the SEA. 

Even a fledgling cyber force can have effects. Despite 
its humble beginnings as a public affairs organization, 
the SEA has gained worldwide attention with its cyber 
attacks against Internet-based media organizations 
and social media. Although SEA’s cyber operations 
are viewed mostly as nuisance attacks with no real 
effect on the outcome of the conflict, the progression 

of the SEA’s capability over such a short period of 
time is concerning to outside observers. The group’s 
demonstrated cyber espionage capability, coupled 
with real-time geo-location services, conducted 
against opposition forces and activists makes it clear 
that cyberspace can enable targeting in the physical 
world, whether by merely identifying targets or 
by performing some of the find, fix, target, and 
track parts of a kill chain. Although there are no 
confirmed deaths in Syria as a direct result of cyber 
operations, it is likely that cyberspace–geo-location 
combined actions resulted in kinetic attacks on 
opposition forces. The demonstration of the SEA’s 
SCADA penetration capability is also alarming 
because its cyber operations skill level is relatively 
unsophisticated.

The cyber domain provides anonymity. As noted, 
anyone can pose as anyone else in social media. There 
are advantages and disadvantages to this ambiguity. 
It can be disadvantageous to someone who is being 
truthful and seeking trust, and it can be advantageous 
to those who are trying to appear more trustworthy 
than they are. For the user, authentication of what 
is observed in social media can be difficult, if not 
impossible. 

The difficulty in attributing a cyber attack to a 
specific person, group, or nation-state offers actors 
the opportunity to take offensive action without 
attribution. The SEA takes responsibility publicly 
for most of its cyber attacks, making attribution 
relatively easy; however, its individual members’ 
identities are still largely unknown. Anyone can enter 
the cyber domain during a conflict—individuals 
like Oliver Tucket with an ideological motivation, 
hacking groups like Anonymous with varied political 
objectives, semi-state-sponsored hacking collectives 
like the SEA, and nation-states themselves. Identifying 
who is conducting a cyber attack requires more than 
determining the location where the action originated; 
even that location may be several Internet hops (even 
several countries) away from the actual attacker’s 
location. The presence of a multitude of actors with 



THE JOHNS HOPKINS UNIVERSITY APPLIED PHYSICS LABORATORY10

a multitude of motivations makes it difficult to 
know exactly what is going on in the domain and 
who is responsible. When the SEA acts in the cyber 
domain, the government of Syria reaps the benefit of 
the group’s actions but can deny involvement when 
those actions are discovered. This ambiguity of actor 
and purpose not only obfuscates the objective of the 
cyber action but muddies the ability of victims to 
retaliate. Proving attribution can be difficult and may 
require that the attributor reveal computer forensic 
capability the victim prefers to keep hidden. 

The targets of cyber attacks in the Syrian civil war 
were not limited to the cyber assets of the direct 
participants. After initial random targeting, most 
of the SEA’s targets were private social media or 
news companies that reported stories that painted 
the Assad regime in an unfavorable light. The SLH 
targets appear to have little to do with the Syrian 
civil war or Bashar al-Assad. Although there was no 
direct military value in any of these targets, websites 
of media organizations can affect the public’s opinion 
of a conflict.

Direct participants in the cyber operations of the 
Syrian civil war were only limited by capability. 
The SEA and the SLH seemed to target anything 
and everything that they had the ability to exploit 
and attack, either through technical means or via 
credentials obtained through spear-phishing. The 
cyber espionage conducted by both pro-regime and 
anti-regime forces was likely at the upper limit of 
their technical capabilities. The SCADA penetration 
demonstrated by the SEA, if that was the SEA’s intent, 
could have led to physical damage in the real world if 
they had penetrated a target of value. It is important to 
note that this penetration was enabled by the SCADA 
system administrator’s use of default passwords, 
rather than by an elevated technical capability of the 
SEA. If the SEA had the opportunity and capability 
to cause damage to valuable cyber targets, it likely 
would have. 

Indirect participants in the cyber operations of the 
Syrian civil war had significant capability but chose 
to withhold destructive cyber operations. Russia and 
Iran are alleged to play a role in the cyber operations 
of the Syrian civil war and may have provided the SEA 
with enhanced cyber capability. However, despite 
the capability of these states, there is no evidence of 
significant cyber attack in the Syrian conflict. This 
may signify that these indirect participants have 
withheld cyber technical and operational knowledge 
from the SEA and the Assad regime because of 
policy; Russia and Iran certainly have capability to 
cause great destruction via cyber means.

Financial and economic elements of power can 
have effects against cyber operations. Embargoes, 
economic sanctions, and financial aid are powerful 
tools in the US nonmilitary arsenal and can be 
effective at limiting the efficacy of an adversary’s 
kinetic capabilities. Cyber tools, both hardware and 
software, have different properties that can make 
them more or less difficult to contain. For example, 
whereas a Blue Coat ProxySG 9000 (the filter that 
Syria illegally acquired during the US embargo) can 
cost hundreds of thousands of dollars, identifying the 
device on a manifest and preventing its sale is much 
easier than doing the same for the K9 Protection 
suite, which is available for sale on the Internet and 
can be transferred electronically. US aid that provides 
training, software, and hardware to Syrian opposition 
forces is likely countering some of the effects of 
the Syrian surveillance program and promoting  
free speech. 

System users represent a weak point in cybersecurity. 
The system user remains a constant vulnerability in 
cybersecurity. The SEA’s crude tactics were based 
on easily guessed (or default) passwords, careless 
system users that clicked on links in spear-phishing 
e-mails, and systems with exploitable vulnerabilities. 
System users must remain vigilant so that they do 
not fall victim to such malicious activity, especially 
when that system controls critical infrastructure, is a 
trusted news organization’s public outreach platform, 
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or contains the private communications of a public 
figure. To prevent unauthorized access, even the 
best network hardware and software still require 
proper cyber hygiene and well-trained users who are 
conscious of operations security.

Implications for Future Conflict
Although drawing implications for the future from 
one case study can—and should—lead to debate and 
counterargument, the use of cyber operations during 
the Syrian civil war suggests several implications for 
future conflicts that are difficult to ignore. 

Internet-based social media is a useful tool with many 
purposes, but authenticating its content can be nearly 
impossible. Social media can affect the opinions of 
participants in and observers of a conflict. As each side 
races to get its view of events into social media, truth 
can be a victim. Thus, we can anticipate that social 
media will be a prominent source of both accurate 
and false information in future conflicts. Trusted 
journalistic sources will be the de  facto method of 
choice for individuals to form opinions about future 
conflicts. Making foreign policy decisions that affect 
the life and death of individuals based on videos and 
postings that cannot be authenticated is inherently 
unwise. Thus, governments will undoubtedly 
continue to rely on their intelligence assessments, 
which include analysis of social media, as a basis for 
formulating foreign policy. 

The US government and private companies will 
continue to suffer minor cyber attacks, especially 
if their cyber infrastructures are seen as a way to 
influence public opinion or national policy. In 
the case of a state response to minor cyber attacks 
against private companies within its borders or 
control, the options are unclear. If the attacks are 
acts of international vandalism attributable to a 
state, redress would normally be sought through the 
International Court of Justice (ICJ), the judicial organ 
of the United Nations that has competency over 

legal cases between states that consent to the court’s 
jurisdiction.59 Article  2(4) of the United Nations 
Charter prohibits “the threat or use of force against 
the territorial integrity or political independence 
of any state,” which is now widely understood to 
include any use of force, including certain acts within 
the cyber realm.60 A successful claim will require 
technical proof of attribution, which may be difficult 
because cyber actors can obfuscate their identities. 
Even if the attacks emanated from a physical location 
inside a state, proving that they are intentional acts of 
the government is difficult and will likely require all-
source intelligence capability beyond that of the cyber 
domain. Such capability may include intelligence 
sources that the state wants to keep hidden. 

Even if attribution is proven, and the cyber attack 
is known to have been the intent of a government, 
international norms of retaliation are not yet 
established for vandalism by a nation-state. US past 
practices have been to simply absorb minor attacks 
and increase security; this de facto policy of restraint 
will likely continue into the future and may create an 
international norm for such attacks.

Occasional demonstrations of cyber capability to  
deter future cyber aggression can be useful. 
Responding to a cyber attack with a cyber 
counterattack invites mistakes. As Martin Libicki 
observes, “In cyberspace what the attacker does, 
what he thinks he did, and what the defender thinks 
he did may all be different. The defender can only 
react to what he thinks the attacker did.”61 Every 
target offers differences in operating system, port 

59 Article 34, Statute of the International Court of Justice, http://
www.icj-cij.org/documents/?p1=4&p2=2.
60 Michael N. Schmitt, “Cyber Operations in International 
Law: The Use of Force, Collective Security, Self-Defense, and 
Armed Conflicts,” in Proceedings of a Workshop on Deterring 
Cyber Attacks: Informing Strategies and Developing Options for 
U.S. Policy (Washington, DC: National Research Council, 2010), 
151–178.
61 Martin Libicki, Managing September 12th in Cyberspace 
(Santa Monica: RAND Corporation, March 21, 2013).

http://www.icj-cij.org/documents/?p1=4&p2=2.
http://www.icj-cij.org/documents/?p1=4&p2=2.
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configuration, patches, intrusion detection systems, 
anti-virus software, firewalls, and more. The variables 
in a cyber target are numerous and can affect how a 
piece of malware operates or does not operate. If a 
victim responds without positive attribution, there is 
risk of being tricked into attacking a third party and 
thereby gaining a new adversary.

Responding to cyber attack in the cyber domain also 
reveals capability. The United States undoubtedly 
has significant cyber forensic capability, as well as 
an array of offensive cyber capability, but it must 
maintain a balance between uses of those capabilities 
and the risk of exposing them. Any action taken 
against a relatively minor adversary might alert a 
more significant adversary to US capabilities, thereby 
allowing adversaries time to create defenses against 
the displayed tactics. States must keep in mind that 
use of offensive cyber capabilities in future conflicts 
will have repercussions on government and private 
networks located within their territories. This 
phenomenon is known as blowback.62 Potential cyber 
capabilities of the adversary, vulnerabilities in one’s 
own security, and resilience of network infrastructure 
must be accounted for in future conflict.

On the other hand, there is a deterrence argument 
to be made. Franz-Stefan Gady argues that “at the 
lowest level, one way to increase the deterrence factor 
vis-à-vis adversaries is to have a more systematic 
public display of nation states’ cyber-war capabilities. 
This can have a greater deterrence effect on non-
state actors operating in the service of Iran and Syria, 
because they will have a clearer understanding of 
the forces arrayed against them. It can also make 
‘signaling’—conveying the intentions of a state 
through a particular policy or move—easier, since 

62 Blowback refers to unintended consequences of a military 
or intelligence operation suffered by assets of the aggressor. 
Blowback can cross domains (i.e., aggressive action in the 
conventional military domain can result in cyber attack 
against the aggressor’s associated cyber assets). This definition 
is adapted from Chalmers Johnson, “Blowback,” The Nation, 
October 15, 2001.

a better understanding of capabilities reduces the 
likelihood of misguided policies.”63 There is also the 
possibility of instilling in an adversary the belief 
that if the United States was able to attack once, it 
could likely repeat the effect, despite any advances in 
defensive measures enacted as a result. 

Limited cyber operations to promote Internet 
freedom or conduct humanitarian operations could 
change the perception that cyber attack is always 
malicious. Many countries limit their citizens’ access 
to the Internet, filtering information and using 
malware to spy on opposition forces. Through their 
own actions, such countries create vulnerabilities 
that the United States likely has the means to exploit. 
For example, US financial support is being used to 
enhance the ability of journalists, bloggers, and cyber 
activists to spread the word about what is occurring in 
Syria, but there is more action that could be taken. A 
coordinated offensive cyber operation to bring open 
Internet into Syria could occur. The United States 
likely has the offensive cyber capability to modify the 
filtering parameters of the Blue Coat proxy servers 
to give the Syrian populace unfiltered access to 
information.64 This line of operation is aligned with 
the US ideological stance on freedom of speech and 
is consistent with other US efforts in Syria. However, 
the norms for this type of cyber operation against IT 
systems have not been established. If the United States 
had used its cyber offenses in addition to financial 
aid to increase citizens’ knowledge of events inside 
the country, it would have revealed that it has the 
capability to do so; computer forensics after the fact 
may also have revealed the US sources and methods 
for conducting such an attack and thereby reveal new 
knowledge to adversaries. However, the United States 
may occasionally have to demonstrate its capability 
in an overt way to deter its adversaries. 

63  Franz-Stefan Gady, “Syria: Preparing for the Cyber Threat,” 
National Interest, September 5, 2013.
64 This would be difficult to sustain without physical presence 
because Syrian officials could disconnect the coaxial cables and 
network links that connect Syria to the Internet. 
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There are other possibilities for cyber operations 
in Syria as well. Recently, David Sanger and Eric 
Schmitt wrote in the New York Times that the United 
States has been planning cyber operations against 
the Assad regime since the beginning of the conflict 
there. In particular, there has been discussion at the 
highest levels of government concerning a possible 
humanitarian mission that could be conducted 
via cyber attack. The details of that humanitarian 
role are not disclosed, but there is possibility that 
acknowledged US responsibility for that role could 
change the worldview of US cyber operations, which 
has recently been portrayed in an unflattering light 
after leaks by Edward Snowden.65

Many cyber vulnerabilities inside Syria are best left 
alone. According to Franz-Stefan Gady, “Syria is 
connected to the World Wide Web via three undersea 
cables and a terrestrial line via Turkey; however, the 
digital gateway to the country is centrally controlled 
by the state-owned Syrian Telecommunications 
Establishment (STE), which makes it much easier 
to cut off connectivity. Consequently, the impact of 
a cyber-weapon launched against the STE with the 
aim of knocking Syria offline will proportionally have 
bigger net effects on Syria than similar attacks on a 
country with a more decentralized critical information 
infrastructure.”66 Gady continues, “The same is true 
for the Syrian power grid. According to Jeffrey Carr, 
it is a small grid with only about 14 power-generating 
stations, all of which use foreign vendors, providing 
easy access points for foreign cyber warriors. Syria 
also receives most of its electricity from a single 
source—Iran. Both factors combined make the 
successful targeting of a select number of industrial 
control systems to cut off electricity simpler.”67

65 David Sanger and Eric Schmitt, “Syria War Stirs New U.S. 
Debate on Cyberattacks,” New York Times, February 24, 2014.
66 Franz-Stefan Gady, “What Would Cyber-War with Syria 
Look Like?” World Report (blog), U.S. News and World Report, 
September 13, 2013.
67 Ibid.

These two items represent severe vulnerabilities to 
the Syrian nation that would have debilitating effects 
on not only the government but also the population. 
The United States must weigh proportionality and 
the military necessity of any action it would take 
in cyberspace, in addition to collateral damage. 
Using cyber effects to cause power outages or 
communication losses will hurt the regime but 
will also have potentially unacceptable effects on 
noncombatants.

When the United States deploys military forces to a 
conflict, it must be able to defend its networks and 
critical infrastructure from the opposing side and 
its supporters. If the United States conducts kinetic 
action against the Assad regime, the real possibility 
exists that the SEA, or other cyber actors sympathetic 
to the regime, could retaliate against the United 
States, Israel, or Western interests.68 The questions 
remain: who would respond in cyberspace to US 
kinetic attack in Syria and what kinds of capabilities, 
cyber and otherwise, does that group possess? The 
SEA likely does not possess capability against US 
critical infrastructure, but that is not to say that the 
Iranians or Russians do not. We cannot rule out the 
possibility that Russia or Iran would use their cyber 
capabilities to attack the United States for deploying 
forces in the Syrian civil war. The cyber domain 
offers opportunity for proxy warfare but likely with 
more blowback than is worth the risk. The nuclear 
capability of an adversary routinely is a factor in US 
political and military decisions; cyber capability of 
an adversary will also have to be a consideration in 
future conflicts. 

The most destructive cyber capabilities (those with 
significant collateral effects on civilian populations) 
are likely to be used only when the existence of the 
actor is at stake. The United States, Iran, and Russia are 
indirectly participating in the Syrian civil war. None 

68 Shaun Waterman, “Obama Hit Pause on U.S. Action in Face 
of Crippling Cyber Strikes from Syria, Iran,” Washington Times, 
August 28, 2013.
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of the three have reached a threshold that requires 
the full spectrum of their cyber operations capability. 
Why not? Cyber attack against Syrian infrastructure 
would have devastating impacts on both the civilian 
population as well as the government and would 
likely result in international condemnation and 
possible retaliation. 

For destructive cyber capabilities to be displayed, 
the practitioner would have to be able to defend or 
absorb a destructive cyber counterattack (blowback) 
as well as defend a coincident attack in other warfare 
domains, specifically the conventional domain. If 
the practitioner is willing to accept those risks, then 
evidence of destructive cyber capabilities is likely to 
be observed, which is likely to happen only when the 
existence of a state is at risk. 

Preemptive or reactive targeting of cyber operators in 
the physical world may become the next step in the 
evolution of cyber operations. News agencies such 
as The Telegraph (United Kingdom) reported that 
members of the Iranian Cyber War Headquarters, the 
cyber element of the Iranian Revolutionary Guard 
Corps, assisted the SEA with some of its attacks. 
In an interesting development, the Israeli Mossad 
was accused of assassinating Mojtaba Ahmadi, 
commander of the Iranian Cyber War Headquarters, 
in October  2013.69 If true, this targeted killing of 
an Iranian official would be the latest in a series of 
Mossad-sponsored assassinations conducted in Iran. 
Five scientists tied to the Iranian nuclear enrichment 
program have been killed in Iran since 2007. Those 
assassinations were likely an overt attempt to slow 
the pace of the Iranian nuclear program. There are 
some differences in the circumstances surrounding 
the killings, however. The nuclear scientists were 
killed by explosive devices magnetically attached to 

69 Damien McElroy and Ahmad Vahdat, “Iranian Cyber 
Warfare Commander Shot Dead in Suspected Assassination,” 
Telegraph, October 2, 2013.

vehicles they occupied.70 Mojtaba Ahmadi was killed 
by gunshots to the chest from two individuals on 
motorbikes.71 The fact that an accused cyberwarrior 
would have the same gravitas as a nuclear scientist 
and therefore warrant assassination for his actions in 
the cyber domain represents an unprecedented next 
step in the advancement of cybersecurity. 

The potential unintended consequences of using 
assassination as a response to cyber attack are 
significant. Assassination is not proportional to any 
observed offensive cyber actions that have originated 
from Syria, even with alleged Iranian support. 
Assassination as a result of cyber action or to prevent 
future cyber attack can lead to dangerous retaliation. 
Can a nation assassinate a cyber actor because of his 
or her network activities with respect to espionage, 
or is it merely a threat to critical infrastructure 
that warrants death? Clearly, there is much left to 
interpretation on the part of the aggressor who 
chooses assassination to deter or retaliate against a 
cyber threat. 

Conclusion
The cyber element of the Syrian civil war has had a 
more important role than one might have expected. 
Those who study cyber operations and their role in 
conflict, like any other aspect of the use of power, are 
bound to learn from their studies; those who choose 
to ignore the lessons learned are likely to suffer the 
consequences.

While international norms are still being established 
for the applicability of cyber operations as an element 
of national power, a state may choose to limit its use 
to those actions that are defensible in the court of 
world opinion. Despite the secrecy and ambiguity 
associated with the domain, one must act with the 

70 Patrick Cockburn, “Just Who Has Been Killing Iran’s Nuclear 
Scientists?” Independent, October 6, 2013.
71 McElroy and Vahdat, “Iranian Cyber Warfare Commander 
Shot Dead.”
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assumption that operations will be exposed, and 
involvement in those operations may be proven. 

One should consider potential proportional 
retaliation in any domain a possible consequence of 
cyber operations. On one extreme, the Israelis seem 
to have taken to preemptive action in the physical 
domain to prevent future cyber attacks. On the other 
extreme, absorbing nuisance attacks and building 
better defenses is the norm for the United States. The 
United States has yet to set precedent for a response 
to a more significant cyber attack. It is unlikely 
that the world will observe the most destructive 
capabilities of cyber attack unless the existence of 
that nation-state is at stake. In the meantime, the 
world will observe a constant cyber “arms race” in 
which nation-states try to increase their capabilities 
of cyber attack, exploitation, and espionage, as well 
as their cybersecurity capability to defend against 
those very same operations. If a country with limited 
cyber capabilities such as Syria is in this arms race, 
expectations will grow that anyone can, and will, be 
involved in the future.
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