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WELCOME AND
PERSPECTIVE ON
UNRESTRICTED
WARFARE






Ronald R. Luman

It is my pleasure and privilege to welcome you to the first
Unrestricted Warfare Symposium. | commend you for taking
two days out of your busy schedules to address this topic in a
collaborative fashion. | want to take just a few minutes to explain
why | think we need to address “unrestricted warfare,” why we
need to do it now, and the unique approach we are taking with
this particular symposium.

A symposium is by definition, a meeting or gathering at which
ideas are freely exchanged. Our format is designed to encourage
such a free exchange and more than that, the synthesis of ideas.
This particular symposium brings together some of our nation’s
premier thought leaders to forge the intellectual foundation for
success in fighting The Long War. By being here today, you are
part of the formation of a new, integrated community of strategists,
analysts, and technologists to address the critical challenge posed
by practitioners of unrestricted warfare to our national security.

WHAT 1S “UNRESTRICTED WARFARE”'?

Itis a term most recently brought to the fore by the book of the
same title by Liang and Xiangsui'. We observe it being practiced
by both state and non-state actors, seeking to gain advantage
over stronger opponents. To compensate for their weaker military

1 Col. Qiao Liang and Col. Wang Xiangsui, Unrestricted Warfare, Panama City,
Panama, 2002.

Dr. Ronald Luman is Head of the National Security Analysis Department
at The Johns Hopkins University Applied Physics Laboratory. Dr. Luman
has a broad base of technical experience in applying systems engineering
principles to ballistic missile accuracy, unmanned undersea vehicles,
counter mine warfare, national missile defense, and intelligence systems.
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forces, these actors will employ a multitude of means, both military
and nonmilitary, to strike out during times of conflict. The first
rule of unrestricted warfare is that there are no rules; no measure
is forbidden. It involves multidimensional, asymmetric attacks
on almost every aspect of the adversary’s social, economic, and
political life. Unrestricted warfare employs surprise and deception
and uses both civilian technology and military weapons to break
the opponent’s will. Liang and Xiangsui advocate the unrestricted
employment of measures, but focused and restricted to the
accomplishment of limited, tailored objectives—a disciplined
approach. Among the many means cited in their description of
unrestricted warfare are integrated attacks exploiting diverse areas
of vulnerability:

e Cultural warfare by influencing or controlling cultural
viewpoints within the adversary nation

* Financial warfare by subverting the adversary's banking
system and stock market

* Media warfare by manipulating foreign news media

* Network warfare by dominating or subverting transnational
information systems

* Psychological warfare by dominating the adversary nation's
perception of its capabilities

* Resource warfare by controlling access to scarce natural
resources or manipulating their market value

* Smuggling warfare by flooding an adversary's markets with
illegal goods

e Terrorism

Skilled adversaries engaged in unrestricted warfare are unlike
conventional nation-state military entities. Their canonical fighting
units are: small, not big; cell-structured, not hierarchical military
forces integrated within society, not apart; and globally operating,
not regional. It is this last feature of global reach that makes this
threat new and more potent than ever before.
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Technology has enabled the few to impact the many.
Unrestricted warfare is the next generation of conflict that is at
the core of what is being called The Long War.

WHY Do AMERICANS REACT SO STRONGLY TO THE NOTION OF
“UNRESTRICTED WARFARE”?

Perhaps because it runs so counter to our concept of fair play
in conflict, even deadly conflict. Our national outrage on 9/11
was based in part on al Qaeda’s egregious violation of fair play in
warfare by attacking innocent civilians en masse—our civilians.

“Technology has enabled the few to impact the many.
Unrestricted warfare is the next generation of conflict that is
at the core of what is being called The Long War.”

The American sense of fair play has come up against
unrestricted warfare before. In World War 1, for example, Alfred
von Tirpitz, the German Grand Admiral, urged a policy of
unrestricted submarine warfare against the British in the Battle
of the Atlantic. In the first six months of 1915, German U-boats
sank almost 750,000 tons of British shipping (about 300 ships).
This continued off and on for the next two years until it was
vigorously and publicly renewed in February 1917, emphasized
by Kaiser Wilhelm II’s words to U-boat commanders as he issued
new orders: “We will frighten the British flag off the face of the
waters and starve the British people until they, who have refused
peace, will kneel and plead for it.”? The order was that all allied
or neutral ships were to be sunk on sight. In one month, almost a
million tons were sunk—nearly 400 ships!

It was the unrestricted nature of the German U-boat attacks
that was the tipping point for the American declaration of war
against Germany. President Woodrow Wilson:

“The new policy has swept every restriction aside.
Vessels of every kind, whatever their flag, their character,
their cargo, their destination, their errand, have been

2 http//www.spartacus.schoolnet.co.uk/FWWunrestricted.htm
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ruthlessly sent to the bottom without warning and
without thought of help or mercy for those on board,
the vessels of friendly neutrals along with those of
belligerents. Even hospital ships and ships carrying
relief to the sorely bereaved and stricken people of
Belgium... have been sunk with the same reckless lack
of compassion or of principle.

International law had its origin in the attempt to set
up some law which would be respected and observed
upon the seas, where no nation had right of dominion
and where lay the free highways of the world. By painful
stage after stage has that law been built up, always with
a clear view, at least, of what the heart and conscience
of mankind demanded . . .

“The present German submarine warfare against
commerce is a warfare against mankind. It is a war
against all nations. American ships have been sunk,
American lives taken in ways which it has stirred us
very deeply to learn of; but the ships and people of
other neutral and friendly nations have been sunk and
overwhelmed in the waters in the same way. There
has been no discrimination. The challenge is to all
mankind.”?

We face a similar challenge today, as we observe suicide
bombings, beheadings, vehicle checkpoint murders, roadside
IEDs, and of course the terrorism of 9/11, Madrid, and London.

WHY 1s THE ADOPTION OF VARIOUS FORMS OF UNRESTRICTED
WARFARE AN EFFECTIVE ALTERNATIVE FOR OUR ADVERSARIES?

Because it offers an immediate and powerful linkage between
the tactical and strategic levels of warfare. Let me illustrate by
reading you a portion of an article that appeared in The Baltimore
Sun on October 27

HADERA, ISRAEL - A Palestinian suicide bomber
detonated explosives yesterday at an outdoor market in
this central Israeli town, killing at least five people and
wounding more than two dozen, Israeli police said.

3 http://www.spartacus.schoolnet.co.uk/FWWaunrestricted.htm
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The Palestinian faction Islamic Jihad claimed
responsibility and called the bombing retaliation for
the killing Sunday of Luay Saadi, an Islamic Jihad leader
who was shot in Tulkarm, a West Bank town about 10
miles southeast of here.

Israeli officials, however, expressed doubt that a
retaliatory attack could have been mounted so swiftly.
Typically, suicide bombings involve a complex interplay
of explosives procurers, recruiters, handlers and guides,
requiring weeks of planning.

The  Palestinian leader, Mahmoud Abbas,
condemned the bombing, saying in a statement that
it “harms the Palestinian interests and could widen the
cycle of violence, chaos, extremism and bloodshed.” A
few hours before the explosion, he had scolded militant
groups for repeatedly violating a truce.

But Israel said the Palestinian leadership bore
responsibility because it has refused to use its security
forces to break up the factions...

Islamic Jihad has been trying to distinguish itself
from Hamas, its main political rival, which since the
cease-fire agreement has refrained from suicide attacks
in Israel. Leading Islamic Jihad members say their group
keeps carrying out attacks because it wants to sharpen
its image as less willing to compromise than Hamas,
which is increasingly transforming itself into a political
party.?

A prescient story, in view of the election of Hamas to the
leadership of the Palestinian Authority just three months later.
From a strategic analysis point of view, it describes an event
involving two non-nation state entities and one nation-state—an
event that would be considered as little more than an incident
in a conventional war context. But they are engaged in an
unconventional conflict of an asymmetric, unrestricted nature, in
which a tactical event (only six dead) has immediate implications

4 L. King and V. Bekker, “Palestinian Kills Self, at Least Five Others at Outdoor
Market,” The Baltimore Sun, 27 October 2005, at http://www.baltimoresun.
com/news/nationworld/bal-te.israel270ct27,1,5976726.story
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regarding the strategic balance of the region, with global
implications as well.

So atthe top level, | have touched on three essential differences
between conventional and unrestricted warfare:

1. the impact that the few can have on the many,

2. the ease and quickness of the impact, which
strongly couples the tactical and strategic levels
of warfare, and

3. the shackles of fair play and international law are
removed from one side only.

“So again, we are here to forge an integrated, collaborating
community, and to mobilize our collective expertise to
build new capabilities for our national security . . . Let’s get
started.”

WHyY ADDRESs THis Topric Now?

We have renamed the Global War on Terror as The Long
War. But whatever we call it, we are five years into that war, and
we have only just begun to adapt our offensive and defensive
capabilities accordingly. It's not that we have chosen not to adapt,
it is simply that we haven't yet laid the intellectual foundation to
adapt carefully and responsibly in the face of limited resources.
Unfortunately, this takes time. Our national security strategy needs
the equivalent of the Cold War’s maxim of “contain communism,” it
needs unbiased and insightful analyses to underpin our decisions,
and it needs technologies that will be effective in fighting that war.
The Quadrennial Defense Review lays down an important marker
as a commitment to understanding and adapting capabilities to the
Long War. But doing it in a responsible, effective, and defensible
manner will come only through the synergistic application of
strategy, analysis, and technological capabilities. We are here
today to mobilize these three communities to lay the intellectual
foundation necessary to counter those who would engage in
warfare of an unrestricted nature.
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What do the strategy, analysis, and technology communities
need from each other?

1. Strategists need insights from qualitative and
quantitative analyses to guide the development of
the full range of national security postures, which
include tailored deterrence and adaptation of
our offensive and defensive capabilities, as well
as ensuring that we and our allies are resilient
to attack. The strategy community also needs an
appreciation of potential offensive and defensive
effects that can be obtained through the full range
of instruments of national power, enabled by
technology—both in the kinetic and information
domains.

2. Analysts need to understand what we and our
adversaries consider success in this unrestricted
warfare context, including metrics that are more
sophisticated than the traditional attrition of forces
and control of territory. And they need innovative
technological concepts to develop integrated
architectures and systems that will successfully
counter attacks and close areas of vulnerability.

3. Finally, technologists need to understand our
willingness to work beyond traditional disciplines
rooted in physics to develop innovative means
of achieving effects, and need guidance as
to prioritized requirements for high-impact
technologies, systems, and architectures that
will advance our capacity to counter and defend
against attacks of an unrestricted nature.

So again, we are here to forge an integrated, collaborating
community, and to mobilize our collective expertise to build new
capabilities for our national security, in this dynamic environment
that we may call “unrestricted warfare.” Let’s get started.
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Anthony Zinni

I really found the title of this symposium interesting. | hadn't
heard anything referred to as unrestricted warfare. | had been
following the struggle to define something other than major
combat operations or conventional warfare as we know it. We've
all been through the era of military operations other than war—
the SASO era, Security and Stability Operations. The Pentagon
code is irregular operations. Now, we have unrestricted warfare.

This is something other than the usual way we go to war. It's
growing. We can't define it. It's a mixed, disparate bag of things
that are hard to lump together. And we have difficulty coming to
grips with it. | want to start with the strategic or conceptual level
and then talk about the other dimensions of this topic.

Clearly, the world changed significantly in 1989 when the
Soviet Union collapsed and the wall came down. Interestingly
enough, this was the beginning of what might be considered to
be a perfect storm—not only did the Soviet Union collapse, but a
number of phenomena were allowed to develop in the world as a
result of that lid popping off. One was globalism, the ability and
the freedom to move around the world, the access to technology,
the information age, which led to a whole series of events and
changed the entire global situation significantly.

General Anthony Zinni, USMC (Ret.) is President of the International
Operations for MIC Industries, has his own consulting business, and
held numerous academic positions at prestigious universities. He’s
written numerous articles and op ed pieces and also co-authored a
New York Times best seller with Tom Clancy entitled “Battle Ready.”

*This paper is an edited transcript of General Zinni’s message.
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Oftentimes, when | speak to audiences out in the heartland
of America about these sorts of things, | try to make the point
that almost all the problems we face day to day have their origin
somewhere else in the world—whether you have drugs on the street
corner, which can be traced back to coca leaf and poppy growers
somewhere, or you have a problem with illegal immigration and
are confused about whether that is good or bad.

There are many kinds of globalization issues. We just saw
the recent concern over the ports deal with UAE, but there are
not only economic issues. For example, the Milosevic business
has now highlighted international courts and the globalization
of accountability. Whether it's global warming, climate changes,
etc., the world has changed.

“. .. This topic is like trying to define what an elephant
is, with a bunch of blind men feeling it to provide the
definition.”

The problem is, that during the Cold War, we had a strategic
view of what we faced. We had some great strategic thinkers that
prepared us for itand led us through it—the Marshalls and Trumans
and Kennans of the world—and we had a clear understanding of
where things stood. It was a much more dangerous time because,
potentially, we could blow ourselves off the face of the planet.
But there was a certain degree of order and understanding in
the competition of East and West. A lid kept down any problems
because we placed even the smallest nations and societies in one
camp or another.

We never have understood this new world order or disorder
that began in 1989. We have no strategic vision about how we
fit in this world, how we achieve our goals, what our interests
are, and what threatens us. That’s my first point. This new world
order is the strategic or basic cause of what we're talking about
here today. We are faced with a disparate collection of threats out
there that are hard to understand.
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If you think about the way we're used to dealing with conflict,
we had a series of conventions and understandings that were
established in a world with a predominance of nation states.
Sovereignty was the pre-eminent concept. All intercourse and
interaction happened on a nation state basis. We defined entities,
business, and interests in that way. That concept has eroded away
since 1989.

Look at the argument now about “Buy America.” We don't
even know what Buy America means. If you go out and buy a
Toyota, you'll find it's made in Merrifield, Ohio. You buy a Chevy,
it's assembled in Mexico. What does Buy America mean? Does it
restrict what we're able to do? Does it threaten our security? The
current port management concern is a reflection of these same
issues. The point of unrestricted operations or warfare or conflict
is really the recognition that something threatens us that is not
founded in the traditional way we go to war or the way we deal
with conflict.

Yesterday, | was listening to the President’s speech on Iraq. He
said that the enemy knows he can’t defeat us on the battlefield,
so he chooses not to come out onto that battlefield and join us in
battle. Of course, he isn’t going to come out on that battlefield.
To him, that battlefield is unfair. To us, fairness is coming out in
the open, facing up to our technological superiority, wearing a
uniform, and letting us vaporize you. That is based on convention.
Well, no idiot is going to do that.

When | heard that speech, | was reminded of an incident in
Vietnam when | was a young lieutenant. | remember reading in
the Stars and Stripes that a battalion commander somewhere in
Three Corps, in the middle of Vietham, was so frustrated by losing
troops to booby traps and ambushes that he mustered his entire
mechanical force, put it in a clearing on the edge of this jungle,
set up loudspeakers, and challenged the Viet Cong to come out
and fight him like a man. And, of course, | imagine the Viet Cong
in the jungles were laughing at him because his definition of fair
play and the way to fight was nowhere near the way they were
going to fight. They had defeated a conventional military force,
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the French, in the Indochina War, and they understood how to
make a level playing field on their own basis.

Now, in my mind, this topic is like trying to define what an
elephant is, with a bunch of blind men feeling it to provide the
definition. Wherever you grab hold of it, you are going to have a
different view and a different perspective of what it is. There are
many dimensions to this problem. I think that the tendency will
be, although | hope not, to reduce it to the technical and tactical
level.

Again, going back to the President’s speech yesterday, | was
amazed that the President of the United States was delivering a
major speech on Iraq and where we are, which is obviously not a
good place, and that his emphasis was on how we counter IEDs.

Think about that—the President of the United States, trying
to reassure Americans after three years of involvement in this
conflict, is reduced to a technical aspect, as if the key to victory
is defeating the ability of the enemy to put IEDs in place. What
struck me is there is something more to this conflict than that.
This topic is going to have a strategic or conceptual dimension
that it’s important to come to grips with, it will have a tactical and
technical aspect, and it will also have a moral aspect.

Yesterday, also on the news, | heard one of the senior
correspondents who works for The New York Times and has
been in Iraq almost since the beginning of the conflict. He was
recapping the war as we approached this third anniversary of the
conflict. He said that, in his mind, the most significant event that
occurred in Iraq was the Abu Ghraib scandal. He referred to it
as an arrow in the back of every soldier and Marine that was
operating on the ground.

An arrow in the back. So, an observer to this conflict for three
years felt that the worst thing that had happened was something
that degraded our moral credibility and the moral credibility of
those troops on the ground who are trying to win hearts and
minds. Interesting, because we were driven to a point where we
maybe compromised a little bit on the moral high ground and on
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our standing. That’s a vulnerability. That is part of our advantage,
our symmetrical advantage, if you will.

If the enemy can move you off that platform, he gains an
asymmetrical advantage because he can show the world that you
are not what you say you are. So, this aspect must be considered,
too. | would argue that, in many ways, we put ourselves in the
most dangerous situation when we begin to question things like
the Geneva Convention, the definition of torture, assassinations.
Whether they are right or wrong in your mind, they require a
debate because we lose image and power when we fall off that
platform.

I have also thought about whether there is truly such a thing
as totally unrestricted warfare. | came to the conclusion that there
isn’t. The closest | have seen to it was in Somalia where we had
gangs and militias. Some of the gangs, called the Morians, were
high on khat and had no allegiance and no political purpose.
They were just thugs. But there was a set of conditions and rules.
| can remember dealing with General Aideed; | would go to his
headquarters once a day, and we would go over all the issues and
points of conflict that we had. He had a radio station that was
preaching a lot of hate and violence, and we had a radio station
that countered it and did anti-Aideed broadcasts.

And | remember him at one time saying to me, “That damn
radio station of yours—that's the problem.” Our radio station
was called RAJO, which in Somali means hope. He called it by
another word, very close to it, that means trouble. | said, to him,
“If you want us to lower the rhetoric on our radio station, lower
the rhetoric on yours.” He nodded his head up and down, and said
“okay,” and he toned down the rhetoric. And | thought, here’s a
warlord who probably morally and in any other sense doesn’t feel
bound or restricted, and his chief concern is about the rhetoric
over a radio station and the effect it might have on the people he’s
trying to influence.

So even in that environment, we found leverage. Back in
CENTCOM, when | was the commander in 1998, we were ready
to attack Iraq in Operation Desert Fox. As we were working up to
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this, there was a lot of publicity about the potential for us to attack
or strike Iraq if the U.N. inspectors were thrown out. It was getting
a lot of press, a lot of media attention. We were days away from
a potential strike and the time when we thought the inspectors
would pull the plug and leave.

Every time we had a workup, when tensions mounted and
it looked like we might take military action, | would get a series
of briefings. | began to get a series of briefings now from my J-6
about the attacks on all our systems, classified and unclassified. As
attention was drawn to us and as tensions mounted, these things
always ratcheted up—hundreds of computer attacks on our systems.
Fortunately, our defensive systems were able to ward them off.

What struck me that day is that no shots had been fired, but
in cyberspace, we were in conflict. No one knew who was hitting
us. Was it some teenager in Oslo, Norway, who was trying to hack
into our system? Was this attack designed by a potential enemy
that we are ready to strike? We didn’t know. But not a shot had
been fired; no order had been issued. And yet here we were in a
form of conflict, on the defense. One thought struck me during
that briefing. Can you possibly have a conflict where there is no
violence? Can you be in a conflict where the elements of the
conflict are nonviolent, at least major portions of them?

The conflict can be on an information, economic, political, or
diplomatic basis—social, cultural. Even when there is violence, it
is minimized. The role of the military or the violence component
is even smaller. On the way in today, | was listening on the radio
to a proposed war game where there would be a violent attack of
some kind, a violent element that begins a conflict. Those playing
the game, countering it, could not use a violent response. They
had to counter the attack through nonviolent means.

| think the intention there was to try and find a way for conflict
resolution other than the use of violence. But | thought it was
an interesting idea from another perspective. We know that
the elements of power are diplomatic, informational, military,
economic, social — cultural—the old DIMES acronym that I've
been taught ever since | was at the War College.
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But we tend to be one-punch fighters. We tend to fight via the
military; we do not do well in any of those other dimensions. |
would give you Iraq as a case in point. Diplomatically, if you look
back at the first Gulf war, it was a masterstroke of the Bush 41
Administration to get a U.N. resolution, to create a coalition, and
to set up a structure for containment under a U.N. resolution. It
was a masterful work of diplomacy that minimized the violence
and cost, and | would argue that the containment for us was very
cheap.

Information or diplomacy in this present war has been
horrible. We couldn’t pull it off or we didn’t give it the time in the
United Nations. We have not had many diplomatic successes in
this war. We lose the information battle. Right from the beginning,
these groups we hired—the Lincoln Group, the Rendon Group—
and all the ways we tried to propagandize have been amateurish,
have not worked well, and have backfired on us. We send Karen
Hughes to the Middle East on a listening tour to improve our
image. Give me a break.

As | go out and talk to people, they laugh at this strategy.
Economically, we have made tremendous miscalls. Remember
Wolfowitz saying that the oil was going to be pumped, and it
would pay for the war? We have done nothing for the economic
development of this country—jobs and security and things that
would win over the people. This war has been an economic
disaster for us. On the social and cultural level and communicating
with the people, sharing our ideals, hoping they will embrace
democracy, it's been a failure.

We've equated democracy to an election, and elections
bring us Hamas and Shiite fundamentalists. And if we keep
pressing in places like Egypt, we will end up with the Muslim
Brotherhood, and we’ll wonder at what democracy can bring.
So what happened? Why do we get ourselves in these situations?
Is asymmetry something that the enemy can take advantage of
because he creates the asymmetric advantage or because we give
him one?
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You know, one of the biggest problems we had in the Straits of
Hormuz was the potential for an enemy like Iran to mine the straits.
Now, you can’t tell me the United States of America, if it dedicated
the resources, couldn’t develop an effective way to deal with sea
mines—mine countermeasures. Why don’t we? Well, because we
choose to put our resources, rightly or wrongly, in other naval
assets. Our mine countermeasure force was in Corpus Christi. |
know the Gulf of Mexico was kept clear of sea mines, but the
ability to deploy the force forward, to have the capability, is not
unreasonable. And no one was really interested in it. We were
willing to accept the vulnerability. We actually tried to convince
our allies to take on the mine countermeasures business.

I am not here to argue whether that strategy is right or
wrong, whether we should have carriers and frigates versus mine
countermeasures ships, or anything else. What I’'m saying is we
have hard choices to make, and sometimes we choose the area
that will allow an asymmetric advantage. We have to understand
that. We choose the place where you can’t get an asymmetric
advantage. Where we choose to invest is where you will not have
that advantage. We're going to dominate the air, we're going to
dominate in conventional land warfare, we're going to dominate
the seas and under the seas.

We should recognize that electing not to put resources in
certain places creates asymmetric advantages. It was interesting in
CENTCOM to contrast Irag and Iran. In my time as the commander,
we had the dual containment policy. In Irag, the idiot Saddam
Hussein elected to come at us symmetrically. In other words, he
had a smaller version of us. We saw that in the Gulf War. He had
republican guards with T-72 tanks, he had Mirage jets and other
aircraft, he had conventional formations. We saw what happened
to them during the Gulf War—they disintegrated. He learned a
lesson in that one, creating the Fedayeen and some sort of plan to
deal with us on possibly a non-conventional basis.

But when you looked across the Strait of Iran, you saw a nation
that did not invest in those kinds of things. They had a conventional
military that they probably felt was minimally adequate for their
defense. They invested in the ability to put a lot of mines in that
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war and bought three Kilo-class submarines. If they could flush us
out early on, they could put mines in the water. They invested in
fast patrol boats with cruise missiles that are hard to pick up on the
radar that they could flush out. They invested in missile systems,
and they also bought missile systems that they are now upgrading
to the fourth generation—more accuracy, more range—because
missile defense is an issue and a problem for us.

And their MOIS, their intelligence agency, obviously was
funding and working terrorist groups around the world, but
particularly, the Hezbollah and the Hamas that worked against
our interests. It is a wonderful study in how they identified our
weaknesses and where they could work against us asymmetrically.
I would argue that when we are faced with these threats, we don’t
think about using that asymmetry against an enemy. We assume
that someone who is going to work against us in an unrestricted
way is invulnerable.

“As a lieutenant, | fought a war where we won virtually
every battle and lost the war— Vietnam. It is possible to win
everything at the tactical level. The frustration of the young
soldiers, marines, airmen, sailors, everybody that we have in
Iraq is that they can defeat this guy on the ground anywhere,
anyplace, and yet they can’t say they are winning.”

We mentioned the book by the Chinese authors. How can
China go to total unrestricted warfare? It can’t, if it has something
at stake, something of counter value that we can engage. If an
adversary totally goes to unrestricted warfare, it allows us then to
move into realms such as the use of weapons of mass destruction
and others that could seem justified. If you have something at
stake, and you don't fight in some sort of limited way, some sort
of constrained way, you then open yourself up. Even Osama bin
Laden, I believe, is vulnerable. And we don’t get it.

Think about this. We have engaged in the global war on
terrorism, GWOT. The first time | heard this, | was called to a
study at the Pentagon and they were talking about the new QDR,
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the one previous to this one. They kept using this term GWOT.
When | asked what it was, they said it was the Global War on
Terrorism. And | said that we had declared war on a tactic.
Imagine Woodrow Wilson saying that he had declared war on
U-boats, or FDR saying that he declared war on kamikaze attacks.
Why would we declare war on a tactic? Who are we fighting?
What are we fighting?

Terrorism is a tactic that has been used by groups that
actually became legitimized later on—the PLO. In the founding
of Israel, there were terrorist acts by the Irgun and others. In our
own Revolutionary War, the British called our style of fighting
ungentlemanly and unchristian because we didn’t fight fair and
clean. And at that time, those activities could easily have been
seen as terrorist. Even during the Civil War, the operations of
Mosby and Cantrell and others were condemned by the North.

So we've declared war against a tactic. The problem with that
is you then elect to fight at the tactical level. How do we measure
success against al Qaeda? If you listen to the rhetoric from the
Administration, it's number of terrorists killed, leadership taken
down, cells taken down, finances broken. Wonderful for attacking
an organization at the operational and probably the tactical level.
But what has happened strategically? Has al Qaeda become a
movement? Has it actually become greater in one sense because
we are fighting at that level?

If you were to think about it in strategic terms, what does
Osama bin Laden need? Where is he vulnerable? It strikes me
that one thing he needs is the continuous flow of angry young
men willing to blow themselves up. Where does the anger come
from? It's not from religious fanaticism. | think, a recent study of
suicide bombers over the past decades found that over 60 percent
came from a secular background. The anger is probably social,
economic, political, and he needs that anger.

If we were to stabilize the places that provide his recruits and
eliminate that anger, would he have that continuous flow? The
way we are conducting this war actually is enhancing this flow.
The second thing he needs is a justification to blow your brains
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out in a suicide attack. And he gets that by preaching an aberrant
form of Islam that is not really challenged in any way. Where
are the moderates, we keep saying. There are voices out there,
mullahs and imams, that speak against it. But it doesn’t get much
attention, much traction.

He’s demonstrated in just those two areas that he needs that
anger to continue. He needs those destabilizing conditions to
continue, and he needs to keep preaching his aberrant Islam to
provide a rationale or a justification for what he is about to do.
Where have we been effective in dealing with those issues? As a
matter of fact, we have probably gone the other way and added
to those problems. So despite the tactical victories, and we have
done well tactically, can we defeat this thing in the long run?

As a lieutenant, | fought a war where we won virtually every
battle and lost the war—Vietnam. It is possible to win everything
at the tactical level. The frustration of the young soldiers, marines,
airmen, sailors, everybody that we have in Iraq is that they can
defeat this guy on the ground anywhere, anyplace, and yet they
can’t say they are winning.

As a matter of fact, a good case is made that they are losing.
It is frustrating to know that you can dominate the terrain and
control the people and still lose the war. Why? That enemy in Iraq
needs one thing: they need a populace in which they can instill
fear, apathy, or sympathy. Either the people are afraid of these so-
called insurgents, or they don’t care one way or another—they
feel they are caught in between, which is what | saw in Vietnam.
Or, they actually begin to sympathize and support the enemy’s
cause. This war would be over tomorrow if the Iraqi people lost
those reactions. If someone in Baghdad or Sodor City or Samara
or Fallujah picks up the phone, dials a hotline number, and says
that the guy next door to him has a chop shop and he’s making
suicide bombs out of cars, we're there in a heartbeat and take
him out.

If the people turned against these insurgents, they would be
done. Look at the ‘80s, the terrorist groups in Europe — Beider
Meinhoff, the Red Brigade. When the people finally cast off apathy
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and turned against them, like the Red Brigade in Italy, they were
done. In a short period of time, they were rolled up and cleaned
up, their battle for hearts and minds, the control of the people,
lost. In the 20th century, we saw the rise of what was called the
People’s War. It began with Lenin, was perfected by Mao, and was
polished by Che Guevara.

How do you rise up and fight nation states, organize militaries
with technological superiority? These revolutionaries honed it
through a century into a fine art. Even though we claim there is
a fourth generation of warfare, the insurgent groups still draw on
those lessons. | think never in history have we had a concentrated
way to define how to confront a massive nation state entity that
has a technological and force superiority, and to deal with it.

It's worthwhile going back and studying them because we
never successfully dealt with their strategies. In 1960, President
Kennedy said that this is the way communism will confront us. We
are not going to have a clash between the Soviet Union and the
United States at the level that could blow us both off the planet, as
the doomsday clock starts to tick ever closer to the midnight hour.
The way they will engage us is through these insurgencies. So,
he asked the military how many counterinsurgency forces they
could create. He got a variety of answers. The Commandant of the
Marine Corps said we have 189,000 Marines at this time; that’s a
counterinsurgency force. The Army said we will create one, and
they created the Special Forces for foreign internal development
and the concepts and doctrine for winning over hearts and minds.
Difficult business. We've never really succeeded anywhere. |
remember, as we were trying to find successful models, we always
referred back to Malaya and the Brits against the communist
terrorists—the only real model.

Has there ever been a case where a third country force moved
into a country and resolved an insurgency or what Mao would
call a people’s war? It fails when the people aren’t angry. Che
Guevara was killed in Bolivia by the Bolivian rangers. In the last
entries in his diary, he said he couldn’t really stir up the revolution
in Bolivia because the people weren’t angry. There wasn’t enough
popular dissent and disagreement with the government, the sorts
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of gut issues that allowed him to do what he did in Cuba and
elsewhere in Latin America. Again, the key became the people.

The key is not a technological solution or a tactical solution.
We don’t do enough to understand how to use these other
elements of power. We have an American way of war. To deny that
would be foolish. One element of that way of war is leveraging
technology—we want technical solutions. We don't look for
mass. We don’t look for long, drawn out conflicts. We want a
technical solution.

When | retired from the military in 2000, before 9/11, the
Pentagon was conducting a study about this transformation and
defining it. | was on one of the study groups. | remember hearing
an Air Force four star general, very close to the Pentagon, saying
that the definition of transformation was going to be reliance on
technology, on space information systems, knowledge-based
systems, and high-precision weapons systems. As he looked over
at me—a dumb Marine—he said the day of the ground forces is
done.

He said we would probably need what he called gendarme
units of maybe 500 people each to police the battlefield after
all the DMP points had been serviced, and everything was taken
care of through technology in the skies. | did consulting work
for Joint Forces Command. The buzzword was knowledge-based
operations. (By the way, if you want to make a name for yourself,
pick three words that don’t make any sense, put them together,
and write a page on it—Rapid Decisive Operations, Vex Space
Operations, whatever you want to call it—and you could be a
hero.)

I remember one retired intelligence officer telling me that we
were going to be knowledge-advantaged on the future battlefield.
We were going to know almost everything we needed to know.
Now | hear Iraq is an intelligence failure in almost every respect.
We don’t know who we're fighting, we didn’t know they didn't
have any WMD, we didn’t know that they wouldn’t accept Ahmed
Shalaby, we didn’t know that this present government would be
elected, we didn’t know that Iran would get involved. We didn’t
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know much, for a nation that was building a strategy on the concept
of knowledge-based information. We went down the tubes big
time in the first conflict and confrontation that was supposed to
prove this theory—we didn’t have the assets or the ability.

The other aspect of the American way of war is our presumed
intelligence superiority and a diehard belief in the intelligence.
If I had to go back and do it all over again, every time somebody
passed along intelligence, 1 would want to know the source. |
would not tolerate, “We can't tell you the source,” or, “The source
is not important.” | want to know the source. Is it a curve ball? Is
it some other idiotic reporting? How did it come about?

When | used to travel over to the region to see the senior
leadership of the nations in CENTCOM'’s AOR, | would get a
classified briefing book describing the people that | was going to
meet. | read it religiously on the airplane—everything about the
person’s family, habits, vices, and everything else. When [ finally
met the people, | realized that 90 percent of what was in that
book was bogus: a guy wasn’t married, but he was described as
married with three kids; he drank a lot, but he was a Muslim
and he didn’t drink when | met him. Sounds simple, but who
knows how it was reported—maybe attachés running around at
parties trying to gather up information and then remember it later.
Whatever the system is, | don’t think we should put that kind of
reliance on it.

Abetter understanding of cultures and people is more important
than relying on intelligence to give you the magic solution, the
magic G-spot to tickle and make it all happen, because that magic
spot doesn’t exist.

Our other important characteristic is that we are casualty
adverse. The only way we will take big casualties is if there is
a major threat and attack, a clear threat to us. Otherwise, any
casualties have to be justified. We do not like taking casualties
unless the cause is right. Osama bin Laden made a big mistake
on 9/11. He drew from what he saw in Vietnam, Beirut, the Kobar
Towers, and many other places—we pulled out when we were
attacked. What he didn’t understand is that when he crossed that
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line and attacked our homeland, he changed the equation. But if
the attack and the threat are not clear, casualties are a factor.

We had a doctrine, the Powell doctrine and the Weinberger
doctrine, that called for overwhelming force in the face of
aggression. Since those doctrines were put in place, they have
worked—until Irag. We overwhelmed almost every situation.
If we chose to stay a course and were willing to spend the time,
we could do so with overwhelming force. Iraq reversed that. It
disavowed those doctrines, and we tried to do it on the cheap.
It played against the American way of war. We like things to be
short duration. We are not good at long wars.

A long war becomes extremely difficult in a political system
that turns over and is as charged as ours. The leadership, the focus,
the justification needed to prosecute a long war are very difficult
to pull off, unless we clearly see a major attack or threat to us.
We desperately need a clear moral right for what we're doing. You
step off that moral high ground, you direct that moral compass a
little bit to the left or right, and you are in big trouble—not only
at home, but elsewhere in the world. You change the definition
of America.

de Tocqueville said that America is great because she is
good. If she ever stops being good, she will stop being great.
Those are words we ought to live by. When we create ridiculous,
hypothetical situations about a captured terrorist with knowledge
of an imminent danger and ask “Can | put the thumb screws
on him?,” we are stepping off the moral high ground that is so
important to us, that defines us as people, and that is essential to
our beliefs and our self identity. It is the arrow in the back of the
troops trying to win hearts and minds.

We need popular and international support. We don’t send
the king’s subjects to war. We send our sons and daughters to
war. The people have to be behind the conflict and the way we're
conducting it. | remember, as we were getting ready to bomb
Iraq, the foreign minister of Qatar came to me and said, “General
Zinni, you have to go on Aljazeera TV.” | said, “You've got to be
kidding me—I'm not going on Aljazeera TV.” He said, “You have
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no choice. It's important before you do this that you show the
human face of the United States military. In this region of the
world, despite your presence and the time you've been here, the
people don’t believe you are human. They need to see that you
are a living, breathing human being who cares about people and
tries to avoid using force unless absolutely necessary.

I went on that Aljazeera TV show. The interviewer was a
noted hard, tough interviewer. The first question he asked me
was, “General Zinni, when you decide to take military action,
to unleash all of that kinetic energy and start that violence, what
are the moral considerations that go into that planning?” What a
great question.

| talked to him about how we work, the role of our staff judge
advocates, the rules of engagement, how we follow the just war
theory, which basically is the underpinning of the way we make
these judgments. | gave him examples of restricted target lists and
how those target lists are reviewed. | even went so far as to tell
him that in every one of our units, there is a chaplain responsible
not only for the morality and the concerns of our people, but also
for providing part of that moral compass.

The interviewer, | think, thought he was going to find me
stumbling for words and say that there was no real way to factor
moral implications into our planning. He was surprised, and he told
me afterwards that there was an integral method to our planning.
As much as those who had to deliver weapon systems and provide
intelligence, someone was there to oversee the proportionality of
the actions we were going to take, the moral justification of what
we were going to do. | think that’s an element that we have lost,
and it is important to us. And it has to be considered in these
situations.

We are now involved more and more in nation building.
Nation building adds to the problem. You don’t just need to defeat
an organized military force for success. You have to rebuild from
the ashes and the mess. You have to consider that you are going
to be tasked with rebuilding a society. We went into Somalia to fix
the humanitarian problem, but, to paraphrase Secretary Powell’s
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comment on the Pottery Barn, it’s not if you break it, you own it,
it’s if you touch it, you own it.

As the most powerful nation in the world, as the super power,
if we touch it, we own it. One week after we were on the ground
in Iraq, just trying to get food out there and bring some order, | had
a group of so-called intellectuals that came to see me and wanted
to know where the jobs program was, when were we going to set
up the economic institutions, square away the monetary system.
| said, “Hey, we're busy feeding the skinny ones and shooting the
fat ones. I’'m not ready to get into that yet.” And that wasn’t even
part of our mission. But it's become an expectation now.

If we touch it, with all the idealism that we bring, all the sorts
of lofty intentions we have, we are going to have to rebuild that
society or leave it as a failure and in defeat. That's the difficulty
in walking away now from Irag. It is at a stage when it is in the
hands of the Iraqgis, but we still can’t extricate ourselves. And we
will be stuck with that. | would argue again that what we face is
an unstable part of the world that never before in history has been
able to influence negatively the stable part of the world.

No longer do our great oceans protect us. We can’t build a
wall that stops illegal immigrants, that stops every terrorist attack,
that prevents avian bird flu, that prevents environmental damage.
Homeland Security’s premise that we can wall ourselves in, isolate
ourselves, go back to 19th-century thinking is out of touch with
reality. We've got a messy world and the first world, the stable
world, is going to be responsible for doing messy things to fix it,
or we are going to live with the consequences.

The choice is not to defend ourselves against it; it's to be
proactive and go to the cause, the source, and correct it as much
as we can. It's not only the morally right thing to do, it’s in our
best interests and serves our purposes. That is the challenge that
we face in this century. The Cold War is over. What threatens us is
that mess out there that affects our health, our environment, our
security, our political systems, our economic well-being.

We are the only superpower that can be a leader along with
others to effect change. When somebody comes at us in an
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asymmetrical way, where we have vulnerabilities, we have to find
a way to get at him asymmetrically, to broaden out into that DIMES
area. You know, if I had to weigh D-I-M-E-S, M gets a ten, D-I-E-S
gets a one or a two. Think of the game as one where you resolve
conflicts without counting on the military to be the sole source of
resolution. That is the trick. Expand the battlefield into areas that
the enemy can’t cope with. These are usually nonmilitary areas.

Thank you very much for your attention. | will be glad to take
questions.

o John Shissler, JHU/APL — General, given the rules as you've
Qde.scr‘ibe&l it, what are your thoughts on Goldwater Nichols
[Department of Defense Reorganization Act of 1986/ and the development
process that we go through for military officers? One of the complaints
when Goldwater Nichols was being debated is that it might lead to strategic
monism and create a class of officers skilled in joint planning, but essentially
having a very narrow view—a view that enhanced excellence, but within a
very narrow scope. Is that a problem we are dealing with today?

= Well, let me give you my view of Goldwater Nichols. | thought
that Goldwater Nichols was excellent legislation. It really was a
continuation of the National Security Actof 1947, the modifications
in the ‘50s, and then in the mid-‘80s, the Goldwater Nichols Act.
What the Goldwater Nichols Act said was that, in effect—and I’'m
giving you my version of it—we can no longer have a military
that is so rigidly structured, that has this total top down direction.
Deciding everything almost to the operational and tactical levels
out of the Pentagon and in Washington won’t work. We need to
create the ability to have an understanding of the world in our
unified command, especially our regional unified commands,
We need an association to the region, an affinity for what goes
on, a continuum of strategic thought and interaction, and an
understanding of how our actions affect that strategy. In addition,
it recognized that we can no longer be narrowly developed in
one area.

We need to be joint, not only in a military context, but
involved as CINCs, which was probably the high water mark of the
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Goldwater Nichols period. That word is not too popular now, but
as CINCs, we were involved in the political, the informational, the
economic, the social, and cultural aspects, as well as the military
aspect. We were the bridge to the diplomats, the economists, to
those trying to work social and cultural interchange, to information
operations. We were the connection. If you remember Dana
Priest’s book, The Mission, she outed us, called us the proconsuls
in that part of the world. The good part of that is we understood
the world. When there had to be a decision made in Washington
about action, they came to us. We brought them context.

“Now, we've moved away from it again, and we’re back
to centralized direction from Washington, where every wonk
in town who has a bright idea creates a policy that has no
relevance to the reality on the ground.”

George Tenant came to my headquarters one time and he told
me he was coming down for some briefings. | didn’t know what
briefings he wanted — this is the Director of Central Intelligence.
When he came down he said, “I want to understand your part of
the world through your eyes. Tell me how | should understand
CENTCOM'’s region of the world.” | said, “George, you see all
of the intelligence, you read it, you've got the analysts. What
are you asking me for?” He said, “I have the analysts, | see the
intelligence, | don't know how to put it in context. What do |
need to know?” | gave him eight items. | talked about the need
to know and understand Islam; to understand what it is to be an
Arab; to understand the desert, the geography, and the climate; to
understand the colonial period in history and what that brought
about. | told him what books to read, who to see, where to visit to
get the texture to really understand it, to get that framework.

I remember when | testified before the Senate’s foreign
relation committee right before the beginning of the war in Iraq.
We were talking about going in, and it sounded to me—because
| was behind the panel of Douglas Feith and Mark Grossman, the
State Department and Pentagon planners—Ilike they thought we
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could go in, cut off the head, take out the military, and wham,
bam, it’s over. | said, “Look, I've been in this part of the world 16
years. | can tell you it's not going to be over. You go in with too
few troops, you're not going to control the situation, and you're
going to have a mess on your hands. You're going to be involved
in nation building for a long, long time.”

Many of the decisions that | heard in that planning or lack of
it are going to be disastrous. Senator Coleman from Minnesota
asked, “Help me understand this. Look, what are you saying? We
shouldn’t take out Saddam Hussein? No matter what, we take out
Saddam Hussein. It’s got to be better if that's all we do, if we just
accomplish that. You go out, bam, take him out and you come
home, it’s good.” | said, “Senator, that's World War Il thinking.”
We did that in Afghanistan. We went in and took out the Soviets.
Big victory, their Vietham. We walked away and left the Afghans
with the Taliban and al Qaeda, with 500,000 refugees in Pakistan,
with all sorts of chaos and instability and disorder, and with an
image of the United States that wasn’t too favorable. We took out
the Soviets—how can you do something more noble than that? |
tried to tell him, “You don’t understand—we don’t come home
anymore.” The old idea that we saddle up the boys, put them
on the troop ship, and send them over; that they win, That we
rebuild the society and come home doesn’t happen. The CINCs
stay there.

Whatever you do, the CINC lives with the aftermath. General
Schwarzkopf wins in the desert and comes home to a ticker tape
parade. Every CINC in CENTCOM has lived with the aftermath of
that—good, bad, or indifferent—lived with the containment, lived
with the issues like the ordinance left in the ground, the unburied
ordinance, the unpaid telephone bills in Saudi Arabia. We don't
walk away anymore. If we are going to have somebody out there
that is going to be the focus, we have to give him the power and
authority. It's being whittled away by this Pentagon.

The idea that SOCOM is a supported CINC is something that
is unfathomable to me—the idea that somebody could come into
your area of responsibility, conduct an action, and leave you stuck
with it. You have to live with the consequences—a rendition, an
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assassination. Whatever goes wrong, the guy who is handling the
mess is the supporting outfit. It doesn’t make sense to me. Why
did we walk away from something that made complete sense in
Goldwater Nichols? Where we had focus, we had knowledge.

We integrated every element of power. We had people that
communicated with the bureau chiefs at the State Department
and ambassadors on the ground who supported their efforts
and gained their support for our efforts. Even as a CINC, we
worked environmental issues out there. We worked disaster relief
efforts. We worked counter drug operations. We built diplomatic
relationships. The military-to-military relationships saved our butt
out there. In Central Asia and in Pakistan, the only relationships
we had were military to military.

In the end, when we needed something from [Pakistani
President] Pervez Musharif, the President sent me out to convince
him. When we wanted the Pakistanis to come down from Cargo
Mountain so we wouldn’t get a nuclear exchange between India
and Pakistan, the President sent the CINC out to do business.

Now, we’ve moved away from it again, and we're back to
centralized direction from Washington, where every wonk in
town who has a bright idea creates a policy that has no relevance
to the reality on the ground.

The practitioners out there, those in the military, those in the
foreign service, the journalists, the aid workers, who can see the
situation on the ground, shake their heads in disbelief. The only
way we're going to get this problem resolved is to marry strategic
thinking with those that have to implement it and understand the
realities on the ground.
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2001, terrorist attacks, more than six since Usama bin Ladin
declared war on the United States, and more than a decade since
al Qaeda first attacked U.S. citizens. Yet, discussions of U.S.
strategy in the so-called Global War on Terrorism remain vague,
cloaked in euphemism.
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As Carl von Clausewitz argued, “The first, the supreme,
the most far-reaching act of judgment that the statesman and
commander have to make is to establish ... the kind of war on
which they are embarking, neither mistaking it for, nor trying to
turn it into, something that is alien to its nature. This is the first
of all strategic questions and the most comprehensive.” [1] This
is no simple task. As Clausewitz notes, too often leaders either
misunderstand the nature of the conflict or try to fight the war as
they wish it were. In either case, the results can be disastrous.

This article is an attempt to answer a series of basic but vital
questions that strategists need to ponder as they contemplate this
conflict. Are we at war? If so, who or what is our enemy? What
are their aims? What strengths and weaknesses do they possess?
What, therefore, is the nature of this war? And finally, what can
the United States do to win?

Its central argument is that the United States is engaged in a
protracted war with adherents to a particularly virulent strain of
Islam. They possess well-defined goals and formulate strategies to
achieve them, although individual groups disagree over the priority
of those goals and the most effective strategy. Although these
networks have considerable strengths, they also have exploitable
weaknesses, including their heterogeneity, conspiratorial nature,
and need for sanctuary. Winning this war will require not only
eliminating terrorist groups, but also dismantling their support
structure and discrediting their ideology.

ARE WE AT WAR?

The question of whether we face an actual—rather than
merely a rhetorical—war is of more than academic interest. It
speaks to the role that strategy can play in this conflict. If what we
face is a war, a violent clash of wills, then it should be amenable
to strategic analysis. If not, then we must look elsewhere for
answers, perhaps to the fields of anthropology or sociology.

Experts disagree as to whether we face a war. Jeffrey Record
argues that the Global War on Terrorism (GWOT) contains
elements of “war and nonwar.” [2] No less of an authority than
Michael Howard has argued that it is misleading to call the current
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conflict a war, particularly since in his view, it cannot be “won” in
the traditional sense. [3]

Of course, “winning” comes in many guises, from the
complete and utter defeat of one’s enemy to reaching a modus
vivendi with him. Plenty of counterinsurgents have “won” in the
sense of transforming a military problem into a law enforcement
one. The British government put down the communist insurgency
in Malaya, just as the Philippine government, with U.S. assistance,
defeated the Huks. More recently, the Peruvian government
defeated the Shining Path, or Sendero Luminoso, and the Tupac
Amaru Revolutionary Movement, or MRTA, both of whose
strategies featured the political use of terror.

A strong and indeed persuasive case can be made that this
is a war in the classical Clausewitzian sense. It is, both for our
adversaries and us, “an act of force to compel our adversaries
to do our will.” [1] It is, to be sure, “a strange war,” one waged
by irregular forces with unconventional means. [4] However, the
fact that it is a violent clash of wills means that it is amenable to
strategic analysis.

This war’s heroes and its battlefields alert us to its strangeness.
The former include the soldiers, sailors, airmen, and marines of
the U.S. and coalition armed forces, but also New York firefighters
and policemen. They include intelligence officers operating in
remote regions and urban areas to penetrate and disrupt terrorist
networks. And they include Todd Beamer and the passengers of
United Air Lines Flight 93, who struggled with their hijackers in a
valiantattempt to save lives on the ground, as well as Rick Rescorla,
who survived the Battle of la Drang in 1965 only to perish as he
struggled to save lives in the World Trade Center.

This war already has its battlefields, and it will have more before
itis over. Some—Tora Bora and Fallujah—are rather conventional.
A student of mountain or urban warfare would instinctively grasp
the problems that commanders faced as they fought these battles.
But if these locations are battlefields, so too are the site of the
World Trade Center, the field outside Shankesville, Pennsylvania,
and the Madrid train station.
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WHO OR WHAT IS OUR ENEMY?

If this is a war, then who or what is our enemy? This is a
matter of critical importance. The identity of an adversary helps
determine the nature of the war and the strategy that is required
to achieve victory. Often the answer is self-evident: neither
Franklin D. Roosevelt nor his military advisors had to agonize over
the identity of our enemies in World War Il (though they did have
to decide whether Germany or Japan posed the greater threat).
In other cases, however, the answer is difficult to ascertain, even
in hindsight. Students of military affairs continue to argue, for
example, over whether the main enemy the United States faced
in Vietnam was the Viet Cong or the North Vietnamese Army. [5]

Some hold that our enemy in the current war is “terrorism.”
The National Strategy to Combat Terrorism, for example, states
“the enemy is terrorism—premeditated, politically motivated
violence perpetrated against noncombatant targets by subnational
groups or clandestine agents.” [6] Caleb Carr echoes such a broad
view, writing, “we are indeed engaged in a global war against
terrorism, whoever practices it.” [7]

There are, however, several flaws in such a broad formulation.
The first borders on the grammatical: one wages war on people,
groups, and nations, not abstract nouns. Terrorism is a method,
not a movement. Moreover, the very label is controversial. As
Jeffrey Record has noted, “The GWOT...is a war on something
whose definition is mired in a semantic swamp.” [2]

Second, the United States is not equally concerned with
all terrorist groups. The Irish Republican Army and the Basque
separatist group ETA, however repugnant morally, do not pose the
same threat to the United States and its interests as al Qaeda and
Jemaah Islamiyah. By lumping all terrorist groups together, we
risk diffusing our effort. Our resources, though substantial, are not
unlimited. Eliminating the political use of terror is both laudable
and unachievable.

An expansive definition of terrorism is not only wasteful, but
also unwise. By adopting an expansive definition, the United
States risks getting drawn into conflicts far removed from those
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that should concern us. During the Cold War, the United States
found itself drawn into a host of conflicts under the rubric of
fighting communism. Some involved attempts by Moscow to use
communist ideology to spread Soviet power and thus demanded
a U.S. response. Others concerned communist movements that
posed little threat to the United States and its interests, while still
others involved nationalist movements that were mislabeled as
communist.

“This war’s heroes and its battlefields alert us to its
strangeness.”

Since 9/11, the term “terrorist” has replaced “communist”
as the preferred epithet for describing our adversaries. As its use
has expanded, its value has been debased. Too often, the use of
the term distorts and simplifies, as is best seen in the wholesale
confusion of insurgency with terrorism. The effect of such muddled
thinking is evident in Iraq, where the United States faces a complex
insurgency, one that includes Islamic terrorists, to be sure, but also
Iragi Sunni rejectionists, former Ba’athists, and common criminals.
By lumping together these disparate—and sometimes conflicting—
groups and labeling them all “terrorists,” we blur distinctions and
in the process rob ourselves of strategic options.

The expansive view of terrorism is thus unhelpful strategically.
It is impossible to develop a coherent strategy to defeat an
abstraction, be it “communism” or “terrorism.” It obscures rather
than highlights features of our enemy that we can exploit.

On the other hand, there are those who support a narrow
definition of our adversary, arguing that the United States should
focus its attention on al Qaeda. Such a view is, however, too
restrictive. Al Qaeda’s boundaries are fuzzy. It is unclear, for
example, whether Khalid Sheikh Mohammed, the mastermind of
the September 11, 2001, terrorist attacks, was a formal member
of al Qaeda or, in the words of the 9/11 Commission, a “terrorist
entrepreneur.” [8] And what of groups such as Jemaah Islamiyah
and the Abu Sayyaf Group, which are allied with and yet distinct
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from al Qaeda? Indeed, the very success of the United States
and its allies in decapitating al Qaeda has caused it to become a
looser, more amorphous network.

“. .. the United States is engaged in a protracted war with
adherents to a particularly virulent strain of Islam.”

Our real enemy is broader than al Qaeda but represents only
one facet of international terrorism. It is a particularly virulent
strain of Islam. As the 9/11 Commission concluded, “The enemy
is not just ‘terrorism,” some generic evil. This vagueness blurs the
strategy. The catastrophic threat at this moment in history is more
specific. It is the threat posed by Islamist terrorism—especially the
al Qaeda network, its affiliates, and its ideology.” [8] The threat
comes from adherents of Salafism—a particularly retrograde,
extreme, and exclusionary fringe of Islam. We face what Marc
Sageman has termed the “global Salafi jihad.” [9]

The U.S. government has been moving toward a more precise
articulation of our enemy. The Defense Department’s classified
National Military Strategic Plan for the War on Terrorism, for
example, reportedly defines the threat facing the United States as
“Islamic extremism.” [10] In recent public statements, however,
administration officials have begun portraying the current war as
a “struggle against violent extremism,” a formulation with all the
obfuscation of “global war on terrorism.” [11]

President Bush identified our adversary most explicitly in his
speech to the National Endowment for Democracy on October 6,
2005. As he put it:

Some call this evil Islamic radicalism; others,
militant Jihadism; still others, Islamo-fascism . . . This
form of radicalism exploits Islam to serve a violent,
political vision: the establishment, by terrorism and
subversion and insurgency, of a totalitarian empire
that denies all political and religious freedom. These
extremists distort the idea of jihad into a call for terrorist
murder against Christians and Jews and Hindus -- and
also against Muslims from other traditions, who they
regard as heretics. [12]
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That U.S. leaders have been so reluctant to call our enemy
by its name is understandable. Officials are reluctant to invoke
the name of Islam for fear of alienating Muslims, including
current and potential allies. They are wary lest they bring on a
full-fledged confrontation between the West and Islam. What is
needed, however, is a label that identifies our enemies both to the
U.S. public and within the Islamic world. Until we come up with
such a label, it will be impossible to have a mature discussion of
strategic options.

WHAT ARE OUR ENEMIES’ AIMS?

What are the goals of Salafist Islamic groups such as al Qaeda?
There is a widespread—and misleading—tendency to view such
terrorist groups as irrational. In fact, they are quite strategically
rational, in that they possess well-defined goals and formulate
and execute strategies to achieve them. Indeed, even a cursory
review of jihadist publications reveals a sophisticated discussion
of strategic alternatives. Ayman al-Zawabhiri’s Knights Under the
Prophet’s Banner, for example, offers a reminder of the need for
strategy to serve the ends of policy:

If the successful operations against Islam’s enemies
and the severe damage inflicted on them do not serve
the ultimate goal of establishing the Muslim nation in
the heart of the Islamic world, they will be nothing more
than disturbing acts, regardless of their magnitude, that
could be absorbed and endured, even if after some
time and with some losses. [13]

Clausewitz  would doubtless approve of Zawabhiri’s
understanding of strategy, if not his goals. Indeed, al Qaeda
supporters have been known to look to strategic theorists such
as Sun Tzu and Mao Tse-Tung for guidance on how best to wage
war. [14]

Although not a state, al Qaeda has engaged in its own variety
of diplomacy. At times, its behavior has been quite sophisticated,
such as when Usama bin Laden offered to abstain from attacking
European states after the March 11, 2003, Madrid bombing as long
as they withdrew their troops from Iraq, a call Ayman al-Zawahiri
repeated after the July 2005 London attacks. Al Qaeda’s leadership
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has made appeals to U.S. allies and Muslim fence sitters. Indeed,
bin Laden even appeared to weigh in on the side of John Kerry
during the 2004 U.S. presidential campaign. [15]

Salafist groups such as al Qaeda have a range of objectives,
some explicit, others implicit. These include the eviction of the
United States from the Islamic world, the overthrow of “apostate”
regimes, and the restoration of the caliphate in the heart of the
Islamic world. However, jihadist leaders disagree on both the
relative priority of these aims and the best strategy to achieve them.
There are disputes within Salafist circles over the importance of
liberating Muslim lands, such as Kashmir and Mindanao; resisting
occupation, as in Bosnia and Chechnya; and overthrowing secular
governments of Muslim populations, as in Egypt and Algeria.
Some appear to favor attacks on “apostate” regimes, such as those
in Egypt, Pakistan, and Saudi Arabia (which they term the “near
enemy”), while others favor attacks on the United States (the “far
enemy”). Still others want to focus upon the cleansing the Islamic
ummah of “apostates and heretics.” Jihadist groups also differ over
where the caliphate should be established, with some favoring
Saudi Arabia, others Egypt, and still others Southeast Asia. Such
differences have important implications for both Salafist groups
and the United States.

One of the best articulated—but not the only—strategy is that
of Usama bin Laden’s ally and second-in-command, the Egyptian
Ayman al-Zawahiri. As articulated in 2001, the jihad should
follow a two-phase strategy:

[In the first, the] jihad would... turn things upside
down in the region and force the U.S. out of it. This
would be followed by the earth-shattering event, which
the West trembles at the mere thought of, which is the
establishment of an Islamic caliphate in Egypt. If God
wills it, such a state in Egypt, with all its weight in the
heart of the Islamic world, could lead the Islamic world
in a jihad against the West. It could also rally the world
Muslims around it. Then history would make a new
turn, God willing, in the opposite direction against
the empire of the United States and the world’s Jewish
government. [13]
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Zawabhiri cautions against quick victory, writing,

“This is a goal that could take several generations
to achieve.” [13]

In Zawahiri’s view, success requires the control of a state:

The jihad movement must adopt its plan on the
basis of controlling a piece of land in the heart of the
Islamic world on which it could establish and protect the
state of Islam and launch its battle to restore the rational
caliphate based on the traditions of the prophet...

Armies achieve victory only when the infantry takes
hold of land. Likewise, the mujahid Islamic movement
will not triumph against the world coalition unless it
possesses a fundamentalist base in the heart of the
Islamic world. All the means and plans that we have
reviewed for mobilizing the nation will remain up in the
air without a tangible gain or benefit unless they lead to
the establishment of the state of caliphate in the heart
of the Islamic world. [13]

As he has written, the quest to establish a Muslim state cannot
be confined to the region and cannot be postponed. As he writes,
“It is clear ... that the Jewish-Crusader alliance will not give us
time to defeat the domestic enemy then declare war against it
thereafter. The Americans, the Jews, and their allies are present
now with their forces.” [13] In his view, because the United States
backs apostate regimes, it represents a legitimate target. Attacks
on the United States will yield one of two favorable results:
either they will force the United States to withdraw its support
from these regimes, causing them to fall, or they will provoke
a disproportionate American response that will galvanize the
Muslim world:

The masters in Washington and Tel Aviv are using
the regimes to protect their interests and to fight
the battle against the Muslims on their behalf. If the
shrapnel from the battle reach[es] their homes and
bodies, they will trade accusations with their agents
about who is responsible for this. In that case, they will
face one of two bitter choices: either personally wage
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the battle against the Muslims, which means that the
battle will turn into clear-cut jihad against infidels, or
they reconsider their plans after acknowledging the
failure of the brute and violent confrontation against
Muslims. [13]

More recently, in a letter to Abu Musab al-Zargawi, the leader
of al Qaeda in Iraq, penned in July 2005, Zawahiri articulated
a four-stage strategy for creating a caliphate, using Iraq as a
springboard. In his view, Salafists first need to expel American
forces from Iraq. Once this happens, Zawahiri urges his affiliates
in Iraq to establish a caliphate over as much of the country as
possible. From there, he urges them to extend the jihad to
neighboring countries, with specific reference to Egypt and the
Levant. Finally, he envisions a war against Israel [16].

As noted above, Zawabhiri’s writings are illustrative of Salafist
thought; they are not definitive. They show conclusively, however,
that leaders of such groups conceive of this conflict strategically.
It is important to understand the development of jihadist strategic
thought, for only through study can we uncover weaknesses in
their strategies that can be exploited.

One particular vulnerability arises from the fact that al Qaeda’s
leadership provides only broad inspiration and strategic guidance
to Salafist groups; detailed planning and execution of most
jihadist attacks occur at the local level. Although this arrangement
reduces the vulnerability of such operations to disruption, it can
also limit their coherence. Indeed, in some cases they may prove
strategically counterproductive. Jihadist attacks against “apostate”
regimes, for example, kill Muslims. Far from garnering support,
such attacks run the risk of increasing the legitimacy of the existing
government and reducing popular sympathy for Salafist groups.
For example, Salafist attacks on targets in Saudi Arabia and Egypt
have spurred those governments to action, leading to a crackdown
on the jihadist support infrastructure in these countries.

For understandable reasons, Western analysts tend to focus
upon the Salafists’ grievances with Christians and Jews. That
animus is, however, only one facet of the conflict. Salafists also
target other, more moderate, strains of Islam, as a string of attacks
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on Sufi targets in Pakistan and Iraq demonstrate. Abu Musab
al-Zarqawi, for his part, has declared “full-scale war” on that
country’s Shi’a majority. Such an approach, which drew rebukes
from Ayman al-Zawahiri as well as Abu Mohammed al-Maqdisi,
Zarqawi’s spiritual mentor, has the potential to drive a wedge
between Salafists and less radical jihadists.

Just as it is misleading to view terrorist groups as irrational,
it would be dangerous to view them as hyper-rational. Even a
cold, calculating leader can take actions that yield unintended
and even counterproductive consequences. Moreover, leaders
must address their actions to different constituencies, both foreign
and domestic. The need to satisfy one group may conflict with
the need to satisfy others. Salafists undertake actions that are
meant to influence not only their enemies, but also supporters
and potential recruits. Operations designed to appeal to one
group may, in fact, alienate others. For example, Salafist attacks
on the Iragi army and police may simultaneously alienate Iraqis
and incite al Qaeda supporters outside the country. Although the
logic behind such actions may be obscure, it is not necessarily
absent.

WEIGHING THE BALANCE

There is a strong and understandable tendency in strategic
planning to prepare for the worst case, focusing on an adversary’s
strengths and our weaknesses. However, the formulation of
sound strategy requires a true net assessment, one that considers
not only our adversary’s strengths and our weaknesses, but also
our capabilities and his vulnerabilities. Although it is risky to
underestimate an enemy, it is equally dangerous to overestimate
a foe. The price of underestimation is overconfidence; that of
overestimation is foregone strategic options.

Much has been written about the strengths of Salafist Islamic
groups such as al Qaeda. Because they are covert and networked,
their cells are difficult to identify and destroy. They are able to tap
into a reservoir of support in the Islamic world. Their franchise
structure makes them quite adaptive.
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By contrast, too little has been written about the inherent
weaknesses of terrorist groups. First, the global Salafist jihad is
being waged by a number of heterogeneous groups operating
under an overarching ideological banner. Although they have
shared similarities, they also have significant differences, and
some are better organized than others. Moreover, the lack of
strategic control means that individual groups may engage in
actions that are ultimately self-defeating.

“The catastrophic threat at this moment in history . . . is
the threat posed by Islamist terrorism . . . ”

Second, terrorist groups are by their nature conspiratorial.
They are also prone to factionalism, infighting, and even
implosion. There is ample evidence, for example, of rivalry
within the leadership of al Qaeda and associated groups. Their
clandestine nature also makes it difficult for them to develop
connections with local populations when not operating through
local subcontractors. [17]

Third, such groups require a sanctuary to thrive. As Ayman
al-Zawabhiri admitted, “A jihadist movement needs an arena that
would act like an incubator where its seeds would grow and
where it can acquire practical experience in combat, politics,
and organizational matters.” [13] Al Qaeda’s presence in Sudan
and particularly Afghanistan during the 1990s allowed disparate
radical elements to coalesce and forge a group identity. Al Qaeda
currently enjoys some degree of freedom in the Northwest Frontier
Province and Federally Administered Tribal Areas of Pakistan and
in Afghanistan’s border regions. It has also increasingly turned to
the internet to recruit and train terrorists. Its lack of a sanctuary on
a par with Afghanistan nonetheless limits its range of activity.

Much has also been written about the inherent weaknesses of
the United States. As an open, democratic society, it is difficult,
if not impossible, for us to monitor the activities of citizens and
noncitizens alike. On the other hand, too little has been written
about the distinct advantages we enjoy as a nation. The United
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States has among its citizens natives of every nation on earth,
people who can speak more eloquently about the virtues of
democratic government than any Washington bureaucrat or
Madison Avenue advertising executive. Similarly, we have
citizens who claim nearly every language in existence as their
native tongue.

To the extent the United States has underperformed as a nation,
it has been in mobilizing these resources. Clausewitz argued that
net assessment was a precondition for understanding the nature
of a war and developing sound strategy. As he put it, “One must
keep the dominant characteristics of both belligerents in mind.
Out of these characteristics a certain center of gravity develops,
the hub of all power and movement, on which everything
depends. That is the point against which all our energies should
be directed.” [1] The Salafists’ center of gravity is support for their
cause in the Islamic world. Without people willing to incite, fund,
and ultimately die for their cause, the global Salafist jihad cannot
continue. Conversely, political will represents the U.S. center of
gravity. Unlike the Soviet Union during the Cold War, the Salafists
cannot destroy the United States. The best they can hope to
achieve is to inflict so much damage that the U.S. government
chooses to withdraw from the Islamic world.

WHAT IS THE NATURE OF THIS WAR?

One of 20" century’s most able strategists, Winston S. Churchill,
drew a distinction between short and long wars. Speaking in some
of the darkest days of World War |, he noted optimistically:

The old wars were decided by their episodes rather
than by their tendencies. In this war the tendencies are
far more important than the episodes. Without winning
any sensational victories, we may win this war. We
may win it even during a continuance of extremely
disappointing and vexatious events ... Some . .. are
hypnotized by German military pomp and precision.
They see the glitter, they see the episode; but what they
do not see or realize is the capacity of the ancient and
mighty nations against whom Germany is warring to
endure adversity, to put up with disappointment and
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mismanagement, to recreate and renew their strength,
to toil on with boundless obstinacy through boundless
suffering to the achievement of the greatest cause for
which men have ever fought. [18]

Beyond his soaring rhetoric, Churchill reminds us that in
protracted wars, battlefield triumph brings success, not victory.
The 9/11 attacks (and, for that matter, the liberation of Afghanistan)
were “episodes.” Something more will be needed to achieve
ultimate victory.

The intractability of the conflict, combined with the inability of
either side to destroy the other, means that this will be a protracted
war. In some respects, it resembles previous protracted conflicts,
like the Peloponnesian War, the Punic Wars, and the Cold War.
Unlike those wars, however, this conflict is highly asymmetric. The
Peloponnesian War was waged by coalitions of Greek city-states,
while the Cold War occurred between two superpowers and their
allies. Whatever their differences—and they were significant—the
belligerents in past protracted wars had much more in common
that our current adversaries and we do.

This protracted war has several facets that are distinct and yet
linked. First, it is a war between the Salafist Islamic network and
the United States. Second, it is a war between individual Salafist
groups and regimes in the Islamic world that they see as apostate.
Third, it is an insurgency within the Islamic world. [19] And
finally, it is—at least for the jihadists—a “clash of civilizations.”
Overall, however, it is best characterized as a protracted, global
insurgency. It is a war in which both power and ideas play a
central role.

It is hazardous to predict the course of a protracted war. The
southern leaders who launched the American Civil War could
hardly have imagined that the conflict would end in the defeat of
the Confederacy and the devastation of the South. The monarchs
who launched World War | could hardly have imagined that it
would lead to their ouster and the wholesale reconstitution of
Europe. History is a strong antidote to those who see outcomes
as preordained.
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Still, the study of past protracted wars does pointto the elements
of a successful strategy. First, coalitions play an important role in
determining success or failure in such conflicts. The Peloponnesian
League, and ultimately Persia, gave Sparta an edge over Athens
and the Delian League during the Peloponnesian War. The North
Atlantic Treaty Organization clearly gave the United States an
edge over the Warsaw Pact during the Cold War. Coalitions—on
both sides—will affect the course and outcome of this war as
well.

Coalitions clearly play an important role for the United States.
We require access to partners’ territory to seek out and destroy
terrorist cells or to assist them in doing so themselves. We also need
bases to allow us access to neighboring areas. And cooperation
with foreign intelligence services is crucial. Coalition partners
bring with them important expertise. Egyptians, for example,
have much greater insight into their own Salafist groups than do
Americans. More basically, the existence of a broad international
coalition against terrorism helps legitimize our actions against
Salafist groups.

The U.S. government should think of ways to forge alliances
with groups within states as well. There are some precedents for
such activities. The United States was able to enter into a de facto
coalition with the Northern Alliance and Pashtun tribal groups
in Afghanistan, and to use that coalition to oust the Taliban and
evict their al Qaeda guests. There may be other places where
subnational groups can give us access and exploit fissures in local
societies to our benefit.

Less commented upon is the fact that Salafist groups require
coalitions for their long-term success. These take several forms.
Some involve states. During the 1990s, Sudan, then Afghanistan,
provided al Qaeda a sanctuary that the group used as a base of
operations. While no state currently provides such a safe haven, it
is conceivable that one could emerge in the future in, say, Pakistan,
Saudi Arabia, or Egypt. The bigger problem is the presence of
Salafist networks in Saudi Arabia and Pakistan. Certainly, these
underground cells have less freedom of action in these states
than their counterparts did in Sudan or Afghanistan. On the other
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hand, they are more difficult to identify and strike. Salafists also
are able to exploit failed states, such as Somalia, and ungoverned
areas, such as parts of Indonesia and the Philippines.

Al Qaeda is itself a coalition. It is both an international
movement and a collection of national and regional movements
brought together under the banner of the World Islamic Front
Against Crusaders and Jews. Indeed, even they speak in these
terms. As Ayman al-Zawahiri has written:

A fundamentalist coalition is taking shape. It is made
up of the jihad movements in the various lands of Islam
as well as the two countries that have been liberated
in the name of jihad for the sake of Cod (Afghanistan
and Chechnya). If this coalition is still at an early stage,
its growth is increasingly and steadily increasing. It
represents a growing power that is rallying under the
banner of jihad for the sake of God and operating
outside the scope of the new world order. [13]

This coalition includes Ayman al-Zawahiri’s Egyptian Islamic
jihad, Jemaah Islamiyah, the Moro Islamic Liberation Front,
Algeria’s Groupe Salafiste pour la Predication et la Combat
(GSPC), and Abu Musab al-Zargawi’s al Qaeda in Irag.

This protracted war will challenge the cohesion of our
coalition and that of our adversaries. In long wars, disputes over
aims or strategy, or both, often weaken coalitions. Perceptions of
inequalities of burden or risk over time can also damage them.
The invasion of Iraq demonstrated the fragility of the U.S.-led
coalition. Yet, the Islamic world is hardly united. Indeed, it is
riven by competing ethnic, political, and sectarian identities. The
Salafists face considerable barriers in trying to build and maintain
their own coalition. One of the most important tasks facing the
United States over the long term is to hold our coalition together
while preventing Salafist Islamic groups from expanding their
coalition and eventually fracturing it.

Second, public support is key to the long-term effectiveness
of both the United States and Salafist groups. Military success
or failure will win or lose hearts and minds, breeding respect if
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not love. The U.S. government must take pains to provide the
American people tangible proof during the course of the war that
we are making progress and that the United States will eventually
prevail. Conversely, U.S. strategy should seek to deny the Salafists
the incremental victories they need to sustain and build support
over the long term. It should portray Salafists as losers rather than
heroes. Should they prove inept or ineffective, they will lose
support.

Incremental dividends are important for the Salafists as well.
The September 11, 2001, terrorist attacks demonstrated the
vulnerability of the U.S. homeland and increased significantly
the profile of such groups. Their long-term viability depends upon
repeated demonstrations of their effectiveness.

Iraq has become a battlefield in the global Salafist jihad.
Indeed, Zawahiri has congratulated Zargawi on “fighting in the
heart of the Islamic world, which was formerly the field for major
battles in Islam’s history, and [which] is now the place for the
greatest battle of Islam in this era.” The presence of large numbers
of U.S. forces presents opportunities for jihadists to inflict damage
on the United States in the heart of the Muslim world. Should
the Salafists force the United States out of Iraq or cripple the
new lragi government, they will achieve an incremental victory.
The establishment of a moderate and pluralistic Iraq, by contrast,
would be a victory for the United States.

Withdrawal from Iraq is not an attractive option for the
United States. The jihadists portray the withdrawal of Soviet forces
from Afghanistan in the late 1980s as a major victory, one that
emboldened them to take on the world’s remaining superpower.
They similarly invoke the U.S. withdrawals from Vietnam and
Lebanon as signs of American weakness. The U.S. government
must be mindful of how our troops leave Irag. We must do so in
victory, both real and perceived, both in the United States and—
perhaps more importantly—in the Islamic world.

CHARTING THE COURSE OF THE WAR

As Clausewitz noted, wars have a tendency to escalate. This
is particularly true of protracted wars, where passion and the
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thirst for victory combine to expand the scope and increase the
intensity of a conflict. The Peloponnesian War, which began with
limited attacks, ended with the overthrow of Athenian democracy.
The Punic Wars famously concluded with the utter destruction of
Carthage.

The current war could escalate in a number of ways. First, it
could intensify in terms of the means employed to prosecute it.
One justifiable concern is that a Salafist group could obtain and
use nuclear, biological, or chemical weapons.

Second, it could escalate in terms of the passions involved.
An overly zealous prosecution of the GWOT could, for example,
drive more and more Muslims into the Salafist camp. This war
could, in other words, become a true clash of civilizations, pitting
the Islamic world—or a substantial part of it—against the West.

Third, the war could escalate geographically. Although Salafist
Islamic groups have a presence in many areas, Salafist activity is
most pronounced in three: Central Asia (centered on Afghanistan
and Pakistan), Southwest Asia (centered on Iraqg), and Southeast
Asia (centered on Indonesia). The July 2005 London bombings
are evidence that Europe is becoming an active theater as well.

In the future, other areas, such as North and Sub-Saharan
Africa, could also become active. Salafist Islamic groups could
also gain a new sanctuary and sponsor. We need to understand
which theaters they consider primary and which they see as
secondary. We also need to understand which targets, such as
Madrid and London, the jihadists see as particularly lucrative.

One of the key decisions that policy makers will face will be
when to open a new theater of war. On the one hand, expanding
the scope of operations may yield incremental victories that
could shorten the war. On the other hand, expanding the scope
of the war would further divide limited, even scarce resources.
Moreover, a theater might assume a disproportionate weight in
the overall effort. Although success in Iraq, for example, is now
of central importance, it cannot help but siphon off resources that
could be used elsewhere.
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Although it is impossible to predict with any confidence the
course or outcome of this war, it is worthwhile exploring scenarios
that could influence its conduct. They are necessarily speculative,
meant to serve a heuristic rather than prescriptive purpose. A wide
range of scenarios can be envisioned, but three in particular stand
out as worthy of analysis. The first would be a Salafist nuclear
attack on a U.S. city. Such an act would not only kill or wound
thousands, it would also serve as a tangible demonstration of the
continuing ability of al Qaeda to strike the United States. As such,
it would likely shake confidence in the United States and could
boost support for Salafist groups within the Islamic world.

A massive attack on the United States would also stoke
a demand for vengeance among the U.S. public. The U.S.
government would be under considerable pressure to retaliate,
perhaps including even the use of nuclear weapons. One
possibility would be for the United States to strike at the source of
the nuclear weapon or at states that have supported our enemies,
regardless of the origin of the specific attack. This, in turn, could
lead to a further escalation of the conflict in the Islamic world.

A second scenario worth considering would be the rise to
power of a Salafist regime in the Islamic world, either through
an election, a coup d’etat, or a civil war. In the Cold War, the
United States faced the combination of a military superpower
and a powerful transnational ideology. The fact that there is no
Islamic superpower in the current war is a significant benefit to
the United States. Salafist Islamic groups lack even the sanctuary
offered by the Taliban in Afghanistan, let alone a nuclear-armed
power. If one were to emerge, such a development could change
the nature of the war markedly.

Salafist groups would seize upon such a revolution as tangible
evidence that time was on their side, raising morale among their
supporters. The existence of a Salafist state would also increase
significantly the resources available to radical Islamists. A radical
Saudi Arabia would put its vast oil wealth at the disposal of
Salafist groups, while a radical Pakistan could provide Salafists
the nuclear weapons they crave.
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Such a scenario might not be an unalloyed tragedy, however.
It is likely that the advent of a Salafist state would lead to disputes
over leadership of and legitimacy in the Salafist world, much as
the establishment of the Soviet state affected the international
communist movement. Moreover, like their Soviet predecessors,
the insurgents-cum-statesmen would have to balance efforts
to spread the revolution with the need to defend their state.
Admittedly, control of Afghanistan through the Taliban did not
make Usama bin Laden more statesmanlike. A Salafist state
might more closely resemble revolutionary Iran, which militantly
tried to push its revolution abroad through conventional military
power, terrorism, and subversion until it was soundly defeated on
multiple fronts.

Not all scenarios need be so bleak. A more positive, though
still challenging, scenario would involve the capture or killing
of Usama bin Laden and Ayman al-Zawahiri. Such an event
would be an important incremental U.S. victory against Salafist
Islam. The ensuing succession struggle could result in the further
decentralization of the Salafist network. It could also lead to the
ascension of a Salafist leadership with a strategy that differed from
bin Laden’s. Abu Musab al-Zarqawi, for example, has consciously
targeted the Shi’a in a bid to promote sectarian violence, a strategy
that bin Laden and Zawabhiri have rejected. His ascent, or that
of someone with similar proclivities, could exacerbate tensions
within the Islamic world.

Killing or capturing bin Laden and Zawahiri might not,
however, be an unalloyed good. It might, for example, give U.S.
allies whose opposition to Salafist Islam has been at best lukewarm
the opportunity to declare victory and reduce or eliminate their
support.

TOWARD A STRATEGY

Three types of strategy are at least theoretically feasible:
accommodation, containment, or elimination. [20] In practice,
however, the range of strategic choices is narrower.
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Accommodation with al Qaeda is infeasible, at least in the
near term. Given the expansive aims of Salafist groups, it is hard
to see how accommodation could make sense as a strategy.
The United States is unlikely to abandon friendly regimes and
withdraw from the Islamic world. If we did, such a move would
likely stoke rather than quench the appetite of the Salafists.

The United States and its allies may, however, be able to
accommodate some affiliated groups, such as those that renounce
violence and agree to work peacefully within the political system.
Indeed, this is the path that some jihadist groups have already
taken.

There may also be areas where it makes sense to eliminate
some irritants, as the Bush administration did when it decided to
withdraw U.S. forces from Saudi Arabia in the wake of the 2003
Iraq War.

Containment is also infeasible. It is hard to see how
containment, developed during the early Cold War to deal with
the Soviet Union, could fruitfully be applied to terrorist networks.
Unlike the situation during the Cold War, there exists between
the United States and Salafist groups no mutual deterrence to
moderate behavior. Indeed, there is no superpower to enforce
discipline in the Islamic world. More fundamentally, the oil wealth
of the greater Middle East makes “containing” Salafist Islam to
that region infeasible.

As a result, the only feasible strategy will couple a campaign
to destroy Salafist networks with efforts to reduce recruitment
and counter Salafist ideology. Capturing and killing terrorists is
important, but it will have a negligible impact if they are replaced
by new recruits. What is far more important in the long term is to
dry up the source of those recruits. In the Cold War, for example,
the United States and its allies had to not only deter a Soviet
attack, but also weaken the economic underpinnings of the Soviet
system while working to discredit communism.



56 Unrestricted Warfare Symposwum Proceedings 2006

First, the United States needs to undermine the appeal of
Salafist ideology. Al Qaeda’s leadership clearly sees this war as
a battle over the hearts and minds of Muslims. In his July 2005
letter to Zargawi, Zawahiri writes about the need to maintain
popular support and urges Zargawi to stop beheading hostages.
He also urges Zarqawi to begin building a broad-based political
movement that would include not only Salafists, but also other
schools of Sunni jurisprudence. The United States needs to
prevent the Salafist jihad from metastasizing into a broader
political movement. Rather, we should work to undermine and
marginalize it.

Second, we should exacerbate tensions within the Salafist
community. We know of significant disputes within al Qaeda,
for example, over hierarchy, succession, ideology, aims, and
strategy. [21] The most recent, and most public, such conflict is
that over Zarqawi’s brutal tactics. Zargawi has declared war on
the Shi‘a and justified killing civilians, a position renounced by
many, including other Iraqi insurgent groups. To the extent we
can, we should encourage such debates because they expose
al Qaeda’s extremism and could undermine the theological basis
of its tactic of suicide bombing. Revulsion over suicide attacks
has the potential to de-legitimize the activity and divert potential
recruits away from it.

Although Salafist groups espouse a global revolution, they
also have local political agendas. The United States and its allies
should seek ways to sharpen the conflict between national and
pan-Islamic identities. In 2001, the United States was able to pit
Afghans against al Qaeda’s “Arabs.” There are signs in Iraq today
of splits between Iraqi insurgents and “foreign fighters.” Such an
approach should be pursued more systematically.

Another tension is that between those who seek to overthrow
local regimes and those more interested in striking the United
States and its non-Muslim allies. Ayman al-Zawabhiri’s account of
the history of the Salafi Islamic movement reflects such tensions:
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Another important issue is the fact that these
battles that were waged under non-Muslim banners
or under mixed banners caused the dividing lines
between friends and enemies to become blurred. The
Muslim youths began to have doubts about who was
the enemy. Was it the foreign enemy that occupied
Muslim territory, or was it the domestic enemy that
prohibited government by Islamic shari’ah, repressed
the Muslims, and disseminated immorality under the
slogans of progressiveness, liberty, nationalism, and
liberation? [16]

The development of democratic political institutions in the
Muslim world would likely reduce the strength of the Salafist
jihad by bringing groups with local grievances into the political
process.

The United States needs to think of better ways to exploit
the heterogeneity of the Islamic world. Individuals have multiple
identities, of which religious affiliation is but one. Often, national
identity and religious identity are in opposition. Moreover, in
some states, such as Indonesia, Islam forms a veneer covering
a rich pre-Islamic civilization. It is also important for the United
States and its allies to engage those parts of the Islamic world
that do not share the Salafist ideology. These areas need to be
supported and strengthened.

Third, the United States needs to work to undermine the
trust that binds together terrorist networks. Salafist Islamic terror
networks are the product of a secretive, conspiratorial worldview.
The difficulty of penetrating such a mindset makes it difficult to
win hearts and minds. On the other hand, the paranoia of such
groups can be turned against them. To the extent possible, we
should foment mistrust among Salafists. Groups whose attention
is focused inward of necessity spend less effort on planning
terrorist attacks.

Finally, it is worth remembering that war is interactive. In a
protracted war, both sides must adapt to succeed; often it is the
side that does the best job of adapting that is the eventual winner.
The aftermath of World War Il and the Cold War, for example, led
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the United States to accept a sustained international presence and
a large standing army. This war will change us as well, likely in
ways that we can scarcely imagine today.

To return to the beginning, it is worth asking once again what
victory in this war will look like.

“Victory will include dismantling the global Salafist jihad
into its constituent parts and reducing those parts to the
level of a nuisance, groups that can be tracked and handled
by local law enforcement groups.”

Like communists in the early 215 century, Salafists of the
future will still exist, particularly in the more backward corners of
the globe, but will inspire bemusement rather than terror.

Such an outcome is not, however, inevitable. Nor is it a near-
term possibility. This war will not be won, if it is to be won, by the
Republican Party or the Democratic Party. It will be won, if it is to
be won, by the full resources of the nation. It is thus imperative
that we craft a sustainable, bipartisan strategy for waging this war.
We need to gird ourselves for a long war, cognizant of the dangers
we face but also confident in our ability to prevail.
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o Peter Sharfman, Miter Corporation — I guess this is more of a
QC()I/IZlflenf than a question. As I understood General Zinni’s
remarks, especially at the beginning, his long answer to the one question,
this isn't really about identifying an enemy and defeating that enemy. This
is about identifying situations in the world which, because the world is so
globalized, we can't afford to ignore; which generate political forces which
would do us harm.

And so it's not about finding an enemy and rendering that enemy
powerless; it's about playing a major part, although doing the whole job,
of managing the evolution of the world in directions that throw up weak
forces that threaten us rather than directions that throw up strong forces
that threaten us. I don't know whether you would call that a war or not. But
it seemed to me that your analysis, starting by saying that this is a strange
sort of war, failed to draw the conclusion that it is therefore a strange sort of

victory that we should be looking for.

= Prof. Thomas Mahnken — Well, | think the idea that we’re not
going to defeat our adversaries on the battlefield, that they will
sort of fade away, seems to me to be a strange sort of victory. But
look—as to the characterization as to whether or not this is a
war or not, | think you see two different perspectives. One, very
much as General Zinni characterized it, is you have economic
problems, you have political problems, and these can spill over
and become problems for us that we need to deal with. The other,
and this is my view, is that those circumstances certainly exist,
and they promote groups of individuals who have political aims
and use military force against us and against others to achieve
those aims. That is a war. At least from that perspective, that is
a war in the classical sense. So, in that sense, yes, we do face a
war because we just don’t face bad people who were mistreated
by their parents or were malnourished or something. We face a
determined set of adversaries who have a political program and
who are using military force to achieve that.

Now, in countering them, military force is only one of the
tools. That is why | think characterizing this as an insurgency is
a valuable lens through which we should view this because the
use of military force is only a small part of countering insurgency.
You need to use military force, but you also need to develop the
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institutions that ultimately deal with the insurgency. So, | think
the conditions are important. | think economic development is
important. | think political reform is actually extremely important.
| think there actually is a strategic rationale for democracy
promotion, and we could talk about that.

But I wouldn’t leave out the military part, and | wouldn’t
leave out the fact that we face adversaries who think strategically,
who are not irrational, who are actually quite rational, and who
have aims and are using force to achieve those aims. Because
if we ignore that, again, we're trying to develop a strategy with
one arm tied behind our back. Our adversary’s strategy contains
contradictions that we can exploit, as | tried to point out in a
couple of ways, to ultimately defeat them. Other questions?

o Jerry Yonas, Sandia — This is going to be a protracted global war. It

* s likely that over many decades nuclear weapons will proliferate
and will wind up in the hands of the adversaries. So, one could realistically
imagine a detonation of a nuclear weapon somewhere in the world. How
would that affect your strategy?

= Prof. Thomas Mahnken — Excellent point. | mentioned just in
passing that, in a protracted war, you need to think about that
war evolving in unexpected ways. Certainly, that is the case in
protracted wars. The monarchs who launched World War I could
scarcely have imagined that the war was going to wind up with
their overthrow and the remaking of Europe.

[ think one of the scenarios that is worth thinking about is what
happens if a nuclear weapon is used, maybe not just somewhere
in the world, but specifically against the United States. | think,
just as a thought experiment, that one of the things that is likely
to happen is that—not to be too pat about it—it’s going to make
lots of Americans extremely mad. It will make them mad at the
people who perpetrated it. It may also make them mad at their
own government.

Again, depending on what the context is, it could lead to a
major rewriting of the rules of the game. The real answer is, we
don’t know until it happens. But it could lead to further escalation
of passions. And, particularly if we are positing a nuclear weapon
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with no return address, it could lead to—just hypothetically—we
don’t know where this came from, but we know that there are a
lot of extremists in Pakistan, and that’s a good enough a return
address for us. | don’t know.

| can’t give you the answer, but it certainly is something that
is worthy of some sustained intellectual effort to think it through.
All'l can say is that it would significantly change the nature of
this war, and we need to be thinking more about it. For no other
reason, leaders need to be thinking about it because these types
of events tend to unleash all sorts of forces over which they have
very little control. Other questions?

o Sir, my name is Charles Knighten and I'm from CENTRA Tech.
Q/Sin [ fully appreciate your comment about analysis currently
being mass production. I think weve all seen that. Analysis is kind of a
lost skill. We kind of measure intelligence by volume rather than from its
quality. My question is, we understand we need to grow analysts now, but
what will we do about the leadership, the decision maker? How do they use
intelligence? I think that's a lost art as well.

= Prof. Thomas Mahnken — Well, thanks for asking the easy
question. One of the courses | teach at SAIS is about intelligence
and policy making, and this is one of the central difficulties.
Decision makers, by and large, are smart people, very experienced
people. In some cases, particularly now in this time period where
the analytical workforce is rather young, on average, we actually
have a lot more experience in the analysts who are providing
them information. So, it'’s a challenge.

We live in a system where elected political leadership runs
the show. | think the best thing that analysts can do is to follow
their convictions, follow the evidence, and try to be as persuasive
as they can. Sometimes, political leaders or career leaders,
professional leaders in terms of the military, will pay attention,
and sometimes they won't. And sometimes they will be right, and
sometimes they will be wrong. | don’t know.

[think one of the things that we do know about expert judgment,
expert political judgment is that—somewhat paradoxically—the
higher you get in any system, the more you are seen as an expert,
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and the less you actually pay attention to outside information.
You tend to trust your own expertise, and you have a stake in
things, and you tend not to want to change your view. That's true
in national security, but it’s also true in all fields, really. It has to
do with human cognitive psychology, more than anything else.

So | don’t know that there is a satisfying answer to your very
apropos and challenging question, except that we are in the
process as a nation of rethinking or thinking about what this is all
about. We still have the baggage, if you will, of the Cold War, of
previous experience. Over time, that will change. | don’t know
that in the end, one group or another—analysts, policy makers,
just plain public citizens—has a monopoly on wisdom as to the
nature of the era we're in and where it’s going. We're kind of all
in this together. One last quick question?

o Yes, I'm Eric Thorsos from the Applied Physics Laboratory at
Qlﬁle University of Washington. One of the elements feeding this
conflict is the religious schools or madrassas that are indoctrinating young
boys. Do you think that countering or making fundamental changes in this
will be necessary to have a victory in this conflict?

= Prof. Thomas Mahnken — A question about madrassas. Look,
there are people who are far more knowledgeable about this than
[. My understanding is that the madrassas really don’t play the type
of role or certainly the type of powerful role that is often portrayed
in shaping people’s views. We'll talk about terrorist networks later
on in the conference and see how it comes up there. Kind of
more broadly, because part of the nature of this war is that it’s
an insurgency within the Islamic world, ultimately there is only
so much that the United States can or should do. Much of what
needs to happen needs to happen within the Islamic world, and
that includes what education means, the content of education, and
so forth. I think some of the most damning statistics that are out
there are the statistics on Arab development showing, for example,
the extremely low rates of translation and publication of books in
the Islamic world. So I think the madrassas are only a symptom of
a larger problem, which is some real intellectual problems with
parts of the Islamic world and dealing with modernity.
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But in the end, as | said, the United States can certainly make
a lot of enemies trying to fix these problems, and we may not
be able to make a lot of friends. A lot of this needs to be done
at arm’s length. Thank you for your time, and | don’t want to get
between you and lunch.
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1.2 MODERN WARFARE EVOLVES INTO A
FOURTH GENERATION

Fourth-generation warfare (4GW), which is now playing
out in places like Iraq and Afghanistan, is an evolved form of
insurgency. Those who wage it do not seek military victory; they
seek to convince the enemy’s political leaders that their strategic
goals are either unachievable or too costly for the perceived
benefit. This type of insurgency is rooted in the fundamental
precept that superior political will, when properly employed, can
defeat greater economic and military power.

Evolving over the last 70 years, 4GW has become the dominant
form of warfare. Evolving out of Mao’s concept of People’s War,
4GW has changed in concert with the political, economic, social,
and technical changes in society as a whole. In particular, 4GW
organizations have evolved into true networks, with elements
residing both in real and cyber space.

Fourth-generation wars are the only type of war the United
States has lost (Vietnam, Lebanon, Somalia). Fourth-generation
wars also defeated the Soviets (Afghanistan, Chechnya), the
French (Vietnam, Algeria), and the Israelis (Lebanon). Without
question, it has been the most successful form of warfare of the
last 50 years.

This form of warfare makes use of all of society’s networks—
political, economic, social, and military—to carry on the fight.

Colonel Thomas X. Hammes, USMC (Ret.) was commissioned from the
U.S. Naval Academy in 1975. In his thirty years in the Marine Corps, he
served at all levels in the operating forces to include command of a rifle
company, weapons company, intelligence company, infantry battalion
and the Chemical Biological Incident Response Force.
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Organized to ensure political rather than military success, it is
very difficult to defeat. Fourth-generation wars tend to be very
long—measured in decades rather than months or years. Political,
protracted and networked, 4GW also provides a way for flexible
nation states to apply all aspects of national power without
exposing themselves to America’s dominant conventional military
forces.

A fourth-generation war is fought across the entire spectrum
of human activity—political, economic, social, and military.
Politically, it involves transnational, national, and sub-national
organizations and networks. Strategically, it remains focused on
changing the minds of decision makers.

1z

. we have to learn to fight the fourth-generation wars
our enemies see as the only possible way to defeat us. We
must understand that nations, as well as movements, can
use 4GW to neutralize western military power.”

Operationally, it uses different messages for different target
audiences, but all are focused on breaking an opponent’s political
will. Tactically, it targets materials present in the society under
attack—for example, industrial chemicals, liquefied natural gas
tankers, or fertilizer shipments. In Iraq and Afghanistan, 4GW
insurgents have used leftover munitions, commercial items
(garage door openers, TV remotes, cars, trucks, etc.) to create
the improvised explosive devices and car bombs that have
fundamentally changed how coalition forces operate.

4GW adversaries are not invincible, e.g., Malaya (1950s),
Philippines (1950s), Oman (1970s), El Salvador (1980s), but
winning requires coherent, patient action that encompasses the
full range of political, economic, social, and military activities. The
West cannot force its opponents to fight the short, high-technology
wars we easily dominate. Instead, we have to learn to fight the
fourth-generation wars our enemies see as the only possible way to
defeat us. We must understand that nations, as well as movements,
can use 4GW to neutralize western military power.
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INTRODUCTION

On May 1, 2003, President Bush declared the end of
major combat in Iraq. While most Americans rejoiced at this
announcement, those who study history understood that it simply
meant the easy part was over. In the months that followed, peace
did not break out, and the troops did not come home. In fact,
Iragi insurgents struck back hard. Instead of peace, each day
Americans read about another soldier killed, car bombs killing
dozens, civilians assassinated, and lIragi unrest. Almost three
years later, the violence continues as the Iraqgi authorities struggle
to provide security for their people and work to rebuild their
country. Unfortunately, Iraq has become the scene for yet another
fourth-generation war.

The Iraqi insurgents have no unifying political agenda except a
desire to drive the Coalition out of Iraq. They are using all aspects
of society from competing in elections to economic attacks on and
threats against the pipelines. The insurgents are assessing a tax on
the entire world’s economy by raising the price of oil. Socially,
they are stressing the religious and cultural differences between
the Arab Sunnis and Shias and between the Arabs and Kurds. They
clearly hope such attacks will weaken the Iragi government while
simultaneously bringing economic and political pressure to bear
on the United States.

Atthe same time things were degenerating in Iraq, the situation
in Afghanistan also moved into 4GW. Decisively defeated in the
conventional campaign by a combination of U.S. firepower and
Northern Alliance troops, the anti-Coalition forces have gone
back to the style of warfare that succeeded against the Soviets.
The war in Afghanistan has settled into a classic 4GW contest. The
government and its allies are trying to bring effective governance
to the people through the use of Provincial Reconstruction Teams.
Their long-term efforts have decidedly improved the conditions
in the areas they operate. Unfortunately, U.S. and government
casualties have increased each year as the remnants of the Taliban
moved to areas the government does not control and continue a
long-term guerrilla campaign.
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During the same period, al Qaeda and its affiliates managed
a series of high-profile attacks in Saudi Arabia, Turkey, Spain, and
Britain. They are promising a major attack on the United States.
Despite the Bush administration’s declaration of victory in Iraq
and Afghanistan, the war on terror has not been an entirely one-
sided fight.

As debilitating and regular as these 4GW attacks are, this kind
of warfare is not new or surprising but has been evolving around
the world over the last seven decades. The wars in Afghanistan and
Iraq have moved from third-generation warfare (3GW), America’s
forte, to 4GW. It is much too early to predict the outcome of
either fight, but the anti-coalition forces in Afghanistan and Iraq
are attempting to fold their 4GW tactics into integrated 4GW
strategic campaigns. At the same time, al Qaeda is maintaining
its own strategic campaign to defeat the United States and our
allies.

Waging a modern form of insurgency, the practitioners of
4GW use all available networks—political, economic, social,
and military—to convince an enemy’s political leaders that
their strategic goals are either unachievable or too costly for
the perceived benefit. This type of insurgency is rooted in the
fundamental precept that superior political will, when properly
employed, can defeat greater economic and military power.

4GW does not attempt to win by defeating the enemy’s
military forces. Instead, via the soft networks of social, cultural,
and economic ties; disinformation campaigns; innovative political
activity; and constant low-level terrorist actions against a wide
range of targets, it attempts to destroy the enemy’s political will
directly. Finally, fourth-generation wars are lengthy—measured in
decades rather than months or years.

Our opponents in various parts of the world know 4GW is the
only kind of war America has ever lost. And they know we have lost
three times: Vietnam, Lebanon, and Somalia. This form of warfare
has also defeated the French in Vietnam and Algeria and the USSR
in Afghanistan. It continues to bleed Russia in Chechnya and the
U.S. in Irag, Afghanistan, and other areas where we are engaged
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in the global war on terror. This record of defeat of major powers
by much weaker fourth-generation opponents makes it essential
to understand this new form of warfare and adapt accordingly.

Fortunately, there is nothing mysterious about 4GW. Like all
wars, it seeks to defeat the enemy. Like all wars, it uses available
weapons systems to achieve that end. Like all wars, it reflects the
society that spawned it. Like all generations of war, it has evolved in
consonance with society as a whole. It evolved because practical
people solved specific problems related to their fights against
much more powerful enemies. Practitioners created it, nurtured
it, and have continued its development and growth. Faced with
enemies they could not possibly beat using conventional war,
they sought a different path.

RECENT RECORD OF UNCONVENTIONAL
VERSUS CONVENTIONAL WAR

Since World War 1l, wars have been a mixed bag of
conventional and unconventional. Conventional wars—the
Korean War, the Israeli-Arab wars of 1956, 1967, and 1973, the
Falklands War, the Iran-Iraq war, and the first Gulf War—have
ended with a return to the strategic status quo. While some
territory changed hands, and, in some cases, regimes changed,
each state essentially came out of the war with largely the same
political, economic, and social structure with which it entered.
In short, the strategic situation of the participants did not change
significantly.

In sharp contrast, unconventional wars—the Communist
revolution in China, the First and Second Indochina Wars,
the Algerian War of Independence, the Sandinista struggle in
Nicaragua, the Iranian revolution, the Afghan-Soviet war of the
1980s, the first Intifada, and the Hezbollah campaign in South
Lebanon—display a markedly different pattern. Each ended with
major changes in the political, economic, and social structure
of the territories involved. While not necessarily for the better,
the changes were distinct. Even those unconventional wars where
the insurgents lost (Malaya, Philippines, Oman, El Salvador) led
to significant changes. The message is clear for anyone wishing
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to shift the political balance of power: only unconventional war
works against established powers.

WAR EVOLVES

Mao Tse-Tung was the first to define modern insurgency as
a political struggle and use it successfully. Clearly not the first
guerrilla, Mao drew heavily on SunTzu in developing his approach
to war. There are also some indications he was influenced by
Michael Collins’ campaign to free Ireland from British occupation.
But | credit Mao as the originator of 4GW because he was the first
to write his theories down in a simple, usable form that virtually
became “the book” for insurgents worldwide. Prior to Mao,
guerrillas focused on the military aspects of fighting an opponent.
Mao shifted the emphasis to the political arena. He changed it
from a form of war focused purely on military attrition to one
focused on directly attacking the will of the enemy decision
makers.

Each practitioner since Mao has learned from his predecessors
or co-combatants in various places in the world. Then, usually
through a painful process of trial and error, each has adjusted
the lessons to his own fight. Each added his own refinement. The
cumulative result is a new approach to war. The anti-coalition
forces in Irag, the Taliban, the Chechens, and the al Qaeda
network are simply the latest to use an approach that has been
developing for decades.

For the last 50 years, 4GW has been the dominant form
of war. Over this period, insurgency evolved into 4GW. Mao’s
original concept called for three phases in an insurgency: political
organization to build a power base, insurgency to “change the
correlation of forces” between the insurgent and the government,
and a final conventional campaign where the insurgent formed
regular forces to defeat the weakened government forces.

Today, 4GW practitioners no longer plan on a final military
campaign. They plan to directly break the will of the enemy
decision makers. With the loss of will, the enemy withdraws,
and the insurgents sort out amongst the various groups how the
country will be run.
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4GW has evolved to take advantage of the extensive networks
inherent in a modern society to attack the will of enemy decision
makers directly. Studying the unconventional wars of the last
50 years shows the strategic, political, operational, and tactical
characteristics of 4GW.

STRATEGIC ASPECTS OF 4GW

Strategically, 4GW attempts to directly change the minds of
enemy policy makers, but not through the traditional method of
superiority on the battlefield. The first- through third- generation
objective of destroying the enemy’s armed forces and his capacity
to regenerate them is not how 4GW enemies plan to defeat their
opponents. Both the epic, decisive battles of the Napoleonic era
and the wide-ranging high-speed maneuver campaigns of the 20™
century are irrelevant to 4GW.

4GW victories are accomplished through the superior use of
all available networks to directly defeat the will of the enemy
leadership—specifically, to convince them that their war aims are
either unachievable or too costly. Specific messages are targeted
to policy makers and to those who can influence them. Although
tailored for various audiences, each message is designed to
achieve the basic purpose of war, i.e., change an opponent’s
political position on a matter of national interest.

The fights in Iraq and Afghanistan show these characteristics.
In each, the insurgent is sending one message to his supporters,
another to the mass of the undecided population, and a third to
the Coalition decision makers. The message to supporters is, “we
are defending the faith and their country against outside invaders.”
The message to uncommitted or pro-coalition countrymen is, “this
is a fight between us and the invaders. Stay out of it or you will get
hurt. You know the Americans will eventually leave and we will
still be here.” Finally, their message to the Coalition, particularly
to Americans, is, “unless you withdraw, you are engaged in an
endless and costly fight.”

4GW is not bloodless. In fact, as we have seen in lIraq,
Afghanistan, Chechnya, and Palestinian areas, most 4GW
casualties are civilians. Further, many casualties are not caused
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by military weapons but rather by materials available within
the society. This aspect is an essential feature of 4GW that we
must understand: the 4GW opponent does not have to build the
warfighting infrastructure essential to earlier generations of war.

As displayed in the Beirut bombings, the Khobar Tower
bombing, the Northern Ireland campaign, the African Embassy
bombings, the 9/11 attacks, the rail attacks in Spain and Britain,
and the ongoing bombing campaigns in Iraq and Afghanistan,
4GW practitioners are making more and more use of materials
available within the society they are attacking. This allows them to
take a very different strategic approach. It relieves the adversaries
of the strategic necessity of defending core production assets,
leaving them free to focus on offense rather than defense. It also
relieves them of the logistics burden of moving supplies long
distances. Instead, they need move only money and ideas—both
of which can be digitized and moved instantly.

The importance of the media in shaping the policy of the
participants will continue to increase. We saw a demonstration
of this when U.S. interest in Somalia, previously negligible,
was stimulated by the repeated images of thousands of starving
Somali children. Conversely, the images of U.S. soldiers being
dragged through the streets ended that commitment. The media
will continue to be a major factor from the strategic to the tactical
level. In fact, worldwide media exposure can quickly give a
tactical action strategic impact.

POLITICAL ASPECTS

In the political arena, 4GW fighters will exploit international,
transnational, national, and sub-national networks for their own
purposes. Internationally there are a growing variety of “networks”
available — the United Nations, North Atlantic Treaty Organization
(NATO), World Bank, Organization of Petroleum Exporting
Countries (OPEC), and dozens of others. Each organization has
a different function in international affairs, but each has its own
vulnerabilities and can be used to convey a political message
to its leadership and from there to targeted capital cities. While
these international organizations may not be capable of directly
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changing the minds of national leaders, they can be used to slow
or paralyze an international response.

The prime objective of the 4GW practitioner is to create a
political paralysis in both the international organizations (not
usually a difficult task) and in the target nation (difficulty varies
with the nation being targeted.) However, in addition to mounting
normal political attacks, 4GW planners can influence other
aspects of the target society. They know that the security situation
in a country has a direct effect on the ability of that nation to get
loans. The international marketplace is a swift and impersonal
judge of credit worthiness. The attacker thus has a very different
avenue for affecting the position of a nation—the mere threat
of action may be enough to impact the financial status of the
target nation and encourage them to negotiate. Therefore, if the
objective is simply to paralyze the political processes of a target
nation, there are a number of ways to create that effect.

In Iraq, attacks on oil production infrastructure have painfully
illustrated this tack. The Nigerian rebels have also used the
threat to oil production to force negotiations on the Nigerian
government. The fact that oil prices were at an all-time high gave
the rebels more leverage because each day’s delay increased the
costs to the Nigerian government. As the world becomes ever
more interconnected, the potential for varied approaches of attack
increases, with the reinforcing effects.

A coherent 4GW plan will always exploit transnational
elements in a variety of ways. The vehicles may include not
only extremist belief-based organizations like Islamic Jihad,
but also nationalistic organizations such as the Palestinians and
Kurds, mainline Christian churches, humanitarian organizations,
economic structures such as the stock and bond markets, and
even criminal organizations such as narco-traffickers and arms
merchants. The key traits of transnational organizations are that
none are contained completely within a recognized nation state’s
borders, none have official members that report back to nation
states, and they owe no loyalty to any nation—and sometimes
very little loyalty to their own organizations.
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The use of such transnational elements will vary with the
strategic situation. But they provide a variety of possibilities.
They can be a source of recruits. They can be used—at times
unwittingly—as a cover to move people and assets. They can
be an effective source of funds—charitable organizations have
supported terrorist organizations as diverse as the Irish Republican
Army (IRA) and al Qaeda. During the 1970s, for example, Irish
bars on the east coast of America often had jars where patrons
could donate to the ‘cause.” The purported purpose of the money
was to provide support to Irish families, when in fact much of it
went directly to support IRA insurgent operations.

“Traditional ~diplomatic channels, both official and
unofficial, are still important but are no longer the only
pathway for communication and influence.”

At times, entire organizations can be used openly to support
the position of the 4GW operator. Usually this is done when the
organization genuinely agrees with the position of one of the
antagonists, but false flag operations are also viable. Such support
can lend great legitimacy to a movement and even reverse long-
held international views of a specific situation.

Increasingly, insurgents are becoming transdimensional
organizations. They are operating seamlessly across both real
and cyber space. As the West has succeeded in closing training
facilities and destroying cells around the world, al Qaeda has
moved onto the web for recruiting, indoctrination, training,
education, planning, and arranging travel. They have created
virtual terrorist universities as well as training camps online.

National political institutions are primary targets for 4GW
messages. Insurgents fighting the United States—whether the
North Vietnamese, the Sandinistas, or the Palestinians—know
who controls the purse strings. If the Congress cuts off funds, the
U.S. allies lose their wars. Thus, Congressmen have been targeted
with the message, “the war is unwinnable and it makes no sense
to keep fighting it.” The Sandinistas even worked hard to make
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individual Congressmen part of their “network” by sponsoring trips
for Congressional aides and mainline church groups to insurgent-
held areas in Nicaragua. The goal was to convince their guests
that Somoza’s government was indeed corrupt, so that they would
actively lobby other Congressional aides and the Congressmen
themselves to cut off aid to Somoza. Nongovernmental national
groups are also major players in shaping national policies—
churches, diaspora associations, business groups, and even
lobbying firms. We must assume 4GW opponents will continue
these efforts.

Sub-national organizations can represent both groups who
are minorities in their traditional homelands, such as the Basque
and those who are self-selecting minorities, such as the Sons
of Liberty and the Aryan Nation. These groups are in unusual
positions: they can be either enemies or allies of the established
power, depending upon who best serves their interests. Even more
challenging, because they are not in fact unified groups, one
element of a sub- national group may support the government
while another element supports the insurgent.

Political alliances, interests, and positions among and
between insurgents will change according to various political,
economic, social, and military aspects of the conflict. While
fluctuating positions has been a factor in all wars (Italy changed
sides in the middle of World War I, the biggest conventional
war of all time), it will be prevalent in 4GW. It is much easier
for nonstate entities (tribes, clans, businesses, criminal groups,
racial groups, sub-national groups, and transnational groups)
to change sides than it is for nation states or national groups.
A government usually ties itself to a specific cause and has to
convince decision makers or its people to support it. Thus, it can
be very awkward for that government to change sides in mid-
conflict without losing the confidence of its people. Often, the
act of changing sides will lead to the fall of the government. In
contrast, nonstate entities get involved only for their own needs,
and if these needs shift, they can easily shift loyalties. In Somalia,
Afghanistan, Iraq, and innumerable skirmishes in Africa, alliances
shift like a kaleidoscope.
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OPERATIONAL-LEVEL TECHNIQUES

To impact this wide variety of networks effectively, the 4GW
operational planner must seek different pathways for various
messages. Traditional diplomatic channels, both official and
unofficial, are still important but are no longer the only pathway
for communication and influence. Other networks rival the
prominence of the official ones. The media have become a primary
avenue, as has been painfully obvious in places like Vietnam, the
West Bank, and Iraq. Fortunately, the media’s sheer diversity and
fragmentation make it much more challenging for either side to
control the media message.

Professional lobbying groups have proven effective, too. An
increasingly important avenue is the internet and the power it
provides grass roots campaigns. Whether it's the international
campaign to ban landmines or Zarkawi’s terror campaign in
Iraq, the internet provides an alternate channel for high-impact
messages unfiltered by editors or political influence.

A key factor in a 4GW campaign is that the audience is not
a simple, unified target. It is increasingly fragmented into interest
groups that may realign or even shift sides depending on how
a particular campaign affects their issues. During Intifada |, the
Palestinians tailored different messages for different constituencies.
The Israelis used the same technique during al Agsa Intifada,
and the anti-Coalition forces are doing so today in Iraq and
Afghanistan.

The United States has been slow to understand the importance
of communications, influence, and messages in 4GW. Long after
the insurgents had developed a nationwide campaign, U.S.
military spokesmen kept insisting that the insurgent attacks on
U.S. troops in Iraq were “militarily insignificant”—this at a time
each attack was on the front page of major daily newspapers in the
United States and Europe. While the actual casualties may have
been few, each story reached the decision makers in Congress
and the public. Even worse, U.S. efforts to develop a coherent
message to the Arab world have been pathetically ineffective.
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To succeed, the 4GW operational planner must determine
the message he wants to send, the networks best suited to carry
those messages, the actions that will cause the network to send
the message, and the feedback system that will tell him if the
message is being received.

In Bosnia, the seizure of UN hostages by Serb forces during
NATO’s bombing campaign of 1995 was the first step of such a
cycle. The media were used to transmit images of the chained
peacekeepers throughout Europe and beyond. Then, the Serbs
watched television to determine the response of the various
European governments. Itallowed them to commit the act, transmit
it via various channels, observe the response, and then decide
what to do. All this occurred much faster than the bureaucratic
reporting processes of NATO for the same cycle.

Operationally, the practitioners of 4GW will pursue a variety
of avenues to ensure their tactical techniques lead to the strategic
goals. Given that the target of all 4GW actions is the will of
enemy decision makers, tactical events will be selected to target
an audience with the message the insurgent is trying to send.

During Intifada 1, the Palestinians made an operational
decision to limit the use of violence. They confronted the Israeli
Army not with heavily armed guerrillas but with teenagers armed
only with rocks. By doing so, they neutralized U.S. support for
Israeli action, froze the Israeli defense forces, and influenced the
Israeli national election, which led to the Oslo Accords.

Similarly, the series of bombings conducted by the Iraqi
insurgents throughout the fall and winter of 2003-2005 carefully
targeted the organizations most helpful to the Coalition
Provisional Authority—police, UN, NGOs, coalition partners,
the Kurdish political parties, and Shia clerics. Each event was
tactically separated by time and space, but each was tied together
operationally to attack America’s strategic position in the country.
This seeming coordination is apparently an example of a self-
organizing network.

In Iraq, the United States has found no evidence of a central
direction of the insurgency; yet, the pattern of attacks has
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represented a coherent approach to driving the Coalition out of
the country. How could this be? With no coordination, how could
the insurgents seem to be reinforcing each other’s actions?

While we do not know for sure, we do know the insurgents
could track each attack and, to a degree, measure its effectiveness
by monitoring the Iraqi, U.S., and international media. Those
attacks that succeeded were quickly emulated; those that failed
ceased to be used. The insurgents show many of the characteristics
of a self-organizing network. Each attack is designed to prevent
a stable, democratic government from emerging. Not all attacks
have succeeded, but they have kept UN presence to a minimum
and have driven many NGOs out of the country. Further, the
Coalition is shrinking, and the insurgency has clearly affected the
price of oil. And of course, the threat of instability spreading to
the rest of the Gulf increases the upward pressure on oil prices.

“4CGW organizations . . . do not see themselves as military
organizations but rather as webs that generate the political
power central to 4GW. . .. Thus, these organizations are

unified by ideas.”

The bombing techniques have now moved out to Afghanistan,
where the insurgents are adopting many of the tactics seen in
Iraq. Whether these actions have been by direct communication
with Iraqi insurgents or through observation of results through the
media, we cannot determine.

To complicate matters, 4GW includes aspects of earlier
generations of war. Even as Israelis struggled with the Intifada, they
had to be constantly aware of major conventional forces on their
border. Similarly in Vietnam, the United States and, later, South
Vietnam had to deal with aggressive, effective fourth-generation
guerrillas while always being prepared to deal with major North
Vietnamese conventional forces. Clearly, 4GW seeks to place an
enemy on the horns of this dilemma. Just as clearly, this approach
is intentional, going all the way back to Mao.
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Action in one or all of these areas will not be limited to the
geographic location (if any) of the antagonists but will take place
worldwide. From New York to Bali to Madrid to London, al Qaeda
and, increasingly, its nonaffiliated adherents have forcefully
illustrated this scope to their enemies. Though some elements
will be more attractive as targets, no element of American society,
no matter where it is located in the world, is off limits to attack.
The Bush administration’s actions in Afghanistan and elsewhere
against the al Qaeda network show that effective counters to
4GW must also be worldwide.

The range of possible 4GW opponents is broad. It is important
to remember thatsuch an opponent does not need a large command
and control system. Atatime when U.S. forces are pouring ever more
money and manpower into command and control, commercial
technology makes worldwide, secure communications available
to anyone with a laptop and a credit card. It also provides access
to 1-m-resolution satellite imagery, extensive information on U.S.
troop movements, immediate updates on national debates, and
international discussion forums. Finally, it provides a worldwide,
fairly secure financial and communication networks network. In
fact, with the proliferation of internet cafes, one doesn’t need either
the credit card or the laptop. All one needs is an understanding
of how email and a browser work and some very basic human
intelligence (HUMINT) tradecraft.

At the operational level, all that an opponent has to move is
ideas and funds. He can do so through a wide variety of methods
from email to “snail mail” to personal courier to messages
embedded in classified advertisements. He will try to submerge
his communications in the noise of the everyday activity that is an
essential part of a modern society. He will disguise the movement
of material and funds as commerce by using commercial sources
and vehicles. Even ancient personal trust-based systems are used
to move large sums of money outside of western financial systems.
His people will do their best to merge into whatever civil society
they find themselves in. As a result, it will be extraordinarily
difficult to detect the operational level activities of a sophisticated
4GW opponent.
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TACTICAL CONSIDERATIONS

Tactically, 4GW takes place in the complex environment of
low-intensity conflict. Every potential opponent has observed
Desert Storm, Operation Iraqi Freedom, and Afghanistan. They
understand that if America is provided with clear targets, no
matter how well fortified, those targets will be destroyed. Just
as certainly, they have seen the success of the Somalis and the
Sandinistas. They have also seen and are absorbing the continuing
lessons of Chechnya, Bosnia, Afghanistan, and Iraq. They will not
fight us with conventional means.

In attempting to change the minds of key decision makers,
antagonists will use a variety of tactical paths to get their message
through to presidents, prime ministers, members of cabinets,
legislators, and even voters. Immediate, high-impact messages
will probably come via visual media—and the more dramatic
and bloody the image, the stronger the message. Longer term, less
immediate, but more thought-provoking messages will be passed
via business, church, economic, academic, artistic, and even social
networks. While the messages will be based on a strategic theme,
they will be delivered by tactical action, such as guided tours of
refugee camps, exclusive interviews with insurgent leaders, targeted
kidnappings, beheadings, car bombings, and assassinations.

Tactically, 4GW will involve a mixture of international,
transnational, national, and sub-national actors. Because the
operational planner of a 4GW campaign must use all available
tools, we can assume that we will have to deal with actors from all
these arenas at the tactical level as well. Even more challenging,
some will be violent and others will be nonviolent. In fact, the very
term noncombatant applies much more easily to conventional
conflicts between states than 4GW involving state and nonstate
actors. Nonviolent actors, while legally noncombatants, will be a
critical part of tactical actions in 4GW. By using crowds, protestors,
media interviews, internet web sites, and other “nonviolent”
methods, 4GW warriors can create tactical dilemmas for their
opponents. Dealing with the distractions they create will require
tactical resources in police, intelligence, military, propaganda,
and political spheres.
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Tactical military action (terrorist, guerrilla, or, rarely,
conventional) will be tied to the message and targeted at various
groups. The August 19, 2003, bombing of the UN facility in Iraq
convinced the UN it was too costly to continue to operate in Iraq.
The August 19, 2004, burning of the southern Iraq oil facilities
had an immediate effect on the per-barrel price of oil. These were
two tactical actions with very different messages for very different
target audiences; yet, they both support the strategic goal of
increasing the U.S. cost of staying in Iraq.

WEAPONS OF MASS DESTRUCTION (WMD) IN
4GW

Only by looking at current conflicts as 4GW events can we
see America’s true vulnerabilities to a WMD attack. Even a limited
biological attack with a contagious agent, such as plague, will
result in a shutdown of major segments of air travel, shipping,
and trade. Smallpox will require a total quarantine of the affected
areas until the incubation period has passed. The potential for
billions of dollars in losses to disrupted trade is obvious—as well
as years of continuing loss due to subsequent litigation.

Further, WMD attacks may not focus on physical destruction
but rather on area denial or disruption. The ability of a single
person to shut down Senate office buildings and post offices with
two anthrax letters is a vivid example of an area-denial weapon.
Disruption can easily be even more widespread. The use of
containerized freight to deliver either a WMD or a high-yield
explosive will have more far-reaching and costly effects on the
international trade network than the shutdown of international
air routes. Security for airliners and air freight is easy compared
to the problem of inspecting seaborne shipping containers. Yet,
containers are the basic carrier for the vast majority of international
trade today, and we have no current system to secure or inspect
them. By taking advantage of this vulnerability, terrorists can
impose huge economic costs on our society for very little effort.
Worse, they don’t have to limit their actions to the containers; they
can use the ships themselves. Ships flying flags of convenience do
so to avoid government efforts to regulate or tax them. It is logical
to assume the same characteristics will appeal to terrorists.
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Finally, for simple chemical attacks, terrorists don’t even have
to provide the materials. The 1984 Bhopal chemical plant disaster
killed more people than 9-11 and left many more with serious
long-term injuries. While Bhopal was an industrial accident, it
serves as a precedent for a devastating chemical attack.

The necessary existence of chemical plants and the movement
of toxic industrial chemicals to support our lifestyle ensure that
the raw material for a chemical attack is always present in our
society. In addition to recognizing the potential for chemical
attack, it is fairly certain that terrorists are today exploring how to
use liquid natural gas tankers, fuel trucks, radioactive waste, and
other available material for future attacks. These are just a few of
the resources available to an intelligent, creative opponent.

TIMELINES, ORGANIZATIONS, OBJECTIVES

4GW timelines, organizations, and objectives are very different
from those of conventional war. Of particular importance is that
timelines are much longer. Failure to understand that essential
fact—long duration—is why many observers fail to fully appreciate
the magnitude of the challenge presented by a 4GW enemy.

When the United States has to fight, our preference is to wage
short, well-defined wars. For the United States, a long war is five
years. That in fact is how long we had a major involvement in
Vietnam—from 1965 to 1970. We came in when the war was
already being fought and left before it was over. Even then the
U.S. public thought we had been at war too long. Americans
want short wars.

Unfortunately, 4GW wars are long. The Chinese Communists
fought for 28 years (1921-1949). The Vietnamese Communists
fought for 30 years (1945-1975). The Sandinistas fought for 18
years (1961-1979). The Palestinians have been resisting Israeli
occupation for 39 years so far (1967-2006)—some would argue
they have been fighting since 1948. The Chechens have been
fighting over 10 years—this time. Al Qaeda has been fighting for
their vision of the world for 20 years, ever since the founding of
Maktab al-Khidamar (MAK) in 1984. Numerous other insurgencies
in the world have lasted for decades. Accordingly, in a 4GW fight,
the United States must plan for a decades-long commitment.
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From an American point of view, this time scale may well be
the single most important characteristic of 4GW. Leadership must
maintain the focus of effort through numerous elections and even
changes of administration to prevail in such an effort.

Next, we need to understand that 4GW organizations are
different. Since Mao, 4GW organizations have focused on the long-
term political viability of the movement rather than on its short-
term tactical effectiveness. They do not see themselves as military
organizations but rather as webs that generate the political power
central to 4GW. Thus, these organizations are unified by ideas.
The leadership and the organizations are networked to provide
for survivability and continuity when attacked. And the leadership
recognizes that their most important function is to sustain the idea
and the organizations—not to simply win on the battlefield.

4GW adversaries focus on the political aspects of the conflict
because they accept that war is ultimately a political act. Because
the final objective is changing the minds of the enemy’s political
leadership, the intermediate objectives are all milestones focused
on shifting the opinion of the various target audiences. They know
that time is on their side.

Westerners in general and Americans in particular are not
known for patience. We are not a people who think in terms of
decades. 4GW enemies do not seek immediate objectives but,
rather, a long-term shift in political will of their enemies. They
will accept numerous tactical and operational setbacks in pursuit
of that goal.

The noted military strategist, Colonel Harry Summers,
recounted in his book, A Strategic Analysis of the Vietham War,
that he told a North Vietnamese Colonel the U.S. had never been
beaten on the battlefield. The North Vietnamese replied, “That
may be so but it is also irrelevant.”' Because of the long timelines
and lithe political nature of 4GW, the objectives are different.
4GW opponents do not seek the defeat of the enemy forces;
they seek the erosion of the enemy’s political will. They can win
even if the enemy’s military force is largely intact. It is essential to
understand that 4GW opponents do not focus on swift battlefield
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victories. They focus on a long-term strategic approach. They
focus on winning wars not battles.

RESPONSE TO 4GW

4GW opponents are not invincible. They can be beaten but
only by coherent, patient actions that encompass all agencies
of the government and elements of the private sector. 4GW
encompasses the fields of diplomacy, defense, intelligence, law
enforcement, and economic and social development. Our efforts
must be organized as a network rather than in the traditional
vertical bureaucracies of our federal departments. Finally, this
interagency process will have to exert its influence for the entire
duration of the war—from the initiation of planning to the final
withdrawal of forces.

Besides dealing with the long timelines of 4GW, developing
genuine interagency networks is the most difficult problem for
America fighting a 4GW opponent. It will require fundamental
changes in how our national security leadership trains, develops,
promotes, deploys, and employs our personnel across the federal
government.

“4GW opponents are notinvincible. They can be beaten but
only by coherent, patient actions that encompass all agencies
of the government and elements of the private sector.”

While the details of changes to our personnel system exceed
the scope of this paper, it is obvious that our current system, which
is based on 19™-century bureaucratic theory, cannot support 215\
century operations. In particular, we need to be able to:

e Train personnel in a genuine interagency environment.
From the classroom to daily operations to interagency
training exercises, our personnel must be able to think and
act as part of a network rather than a hierarchy.

* Develop personnel through the equivalent of military joint
tours. And like the military, these tours must be an essential
step for promotion.
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* Deploy interagency personnel from all segments of the U.S.
government overseas for much longer tours. The current
3-12 month overseas tours in a crisis cannot work in fights
lasting decades.

e Operate as interagency elements down to the tactical level.
This means abandoning the agency-specific stovepipes
that link operations overseas to their U.S. headquarters.
The British War Committee system used in the Malaya
Emergency provides one model that eliminated the
stovepipes and ensured unified effort at every level of
government. Starting in peacetime, we have to train our
people link effectively into the interagency process and then
reward those who do so. Our current process of rewarding
those who work entirely within a specific agency prevents
effective networking.

e Eliminate the detailed, bureaucratic processes that
characterize peacetime government actions, particularly
contracting and purchasing. Quite simply, we have to
trust our people and hold them accountable. Longer tours
will be essential to ensure that our people understand the
specific situation well enough to make decisions so that
they can legitimately be held accountable for their actions.
The current short tours mean no one masters his or her job,
the records are incomplete, and accountability cannot be
maintained.

* Develop procedures for fully integrating the wide range of
international organizations, NGOs, allies, and specialists
necessary to succeed against an adept, agile insurgent.

Obviously, these are major challenges. Fortunately, we are not
without modes to work with. A presidential directive of a previous
administration—Presidential Decision Directive 56—provides
an excellent starting point. Based on lessons learned from U.S.
involvement in multiple crises and complex contingencies during
the 1990s, it provides guidance for both training and operations in
an interagency environment that can be adapted for the purpose
of waging 4GW.
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Yet, this is only a starting point. In the same way that the
Services had to learn to fight jointly to master 3GW, the entire
government must learn to operate in a genuine interagency
fashion to master 4GW. There are no simple, one-department, one-
dimension solutions to these wars. Even with a fully functioning
interagency process, we will have to assume fourth-generation
wars will continue to last a decade or more.

CONCLUSION

As the great German military strategist, Carl Von Clausewitz,
once observed: “[T]he first, the supreme, the most far-reaching
act of judgment that the statesman and commander have to
make is to establish by that test the kind of war on which they
are embarking; neither mistaking it for, nor trying to turn it into,
something that is alien to its nature.”” Fourth-generation war,
like its predecessors, will continue to evolve in ways that mirror
global society as a whole. As we continue to move away from a
hierarchical, industrial-based society to a networked, information-
based society, our political, socioeconomic, and technological
bases will evolve too.

With this evolution comes opportunity and hazard. The key
to providing for our security lies in recognizing these changes for
what they are. In understanding the kind of war we are fighting,
we must not attempt to shape it into something it is not. We cannot
force our opponents into a third-generation war that maximizes
our strengths. We have seen they will fight the fourth-generation
war that challenges our weaknesses. Clausewitz’s admonition to
national leaders remains as valid as ever; we must ensure it guides
our planning for future wars.
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= Editor's Note — T. X. Hammes also displayed a video clip
from, “In the Name of the Father”, a movie about the “Guildford
Four” who were believed to be Irish Republican Army (IRA)
members wrongly convicted of bombing an English pub in 1974,
but later released. The film clip illustrates how Irish villagers, IRA
sympathizers and insurgents, were able to overcome British troops
despite superior weapons and military training. Hammes points
out how an organized group of civilians including women and
children, can effectively win battles against conventional weapons
using unrestricted warfare. Further, he notes that the insurgents
are highly motivated because they are successful at undermining
the enemy because they can predict their conventional warfare
strategies.

o 1just want to bring your discussion back to the film clip that you
*  started with. There was something very interesting in that, which

relates to your talk. During that scene, you had an IRA brigade commander
standing on the rooftop and the British not shooting at him. This was part of
British counterinsurgency policy in Northern Ireland—that they knew who

the Army council were and didn’t go after them because they understood
that if you take out the center, you fracture the network. If you fracture the
network, it heals. This is exactly the opposite approach from that taken by
the IDF in Israel and one of the reasons that Hamas was destroying [them]].

1just wanted to throw that out there and ask you to comment on it.

= Col. T. X. Hammes — Good question. The guy standing on the
roof is the brigade commander. First off, he wouldn’t be on the
roof. But that’s why the first thing in a network attack is to exploit
the network. They know who this guy is, and they pick up the new
members, everyone introduced to him. You can have a portfolio
on him, tendencies and things he can do. The problem, if you
kill him, he is replaced by an unknown, and then they all get
much more cautious about how they operate. It just makes it a
harder enemy to defeat. And then you’ve got to think that the
asymmetrical aspect you are talking about this morning is very,
very important. The correct solution is rarely kinetic. That's really
painful for a Marine to say, because kinetic is so much more fun.
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1.3 RESILIENCY TO UNRESTRICTED
WARFARE: THREATS TO THE HOMELAND

The United States has been living on borrowed time—and
squandering it. In our fifth year since the 9/11 attacks on New
York and Washington, the Bush administration has chosen to
emphasize the use of military operations overseas over an effort
to reduce America’s vulnerability to catastrophic terrorist attacks.
The primary explanation for this is that there is an abiding sense of
cynicism in Washington over the ability to safeguard the myriad
soft targets that are attractive to our adversaries. The general
view is that such efforts would be too costly and inherently futile
because terrorists will not be deterred by effective defenses.
Instead, the White House has favored muscular efforts abroad to
combat terrorism and has passed along to the private sector the
responsibility for critical infrastructure protection and assigned
the emergency preparedness mission to governors, county
commissioners, and mayors.

But there is strength in not just being able to throw a punch but
being able to take a punch. Al Qaeda and its imitator organizations
do not have unlimited resources to sustain attacks on U.S. soil.
Accordingly, they need to husband their assets. This reality
translates into their having a very low tolerance for failing their
missions. If they launch an attack they will likely leave a forensic
trail which can put their organization at substantial risk. That risk
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transportation security, border control modernization, and critical
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will be worth taking if they can count on achieving catastrophic
results. However, if potential targets in the United States are
resilient enough to not produce cascading consequences, the
downside risk of attacking them provides a deterrent.

The case for pursuing national resiliency also has a strategic
rationale. This is a lesson | learned from Admiral William Crowe,
the former Chairman of the Joint Chiefs of Staff, who served on a
homeland security task force sponsored by the Council on Foreign
Relations that I directed in the fall of 2002. In a discussion of what
needed to be done to prevent another 9/11-style attack, Admiral
Crowe pointed out that we should not treat al Qaeda as if they
were omnipotent. Terrorists by themselves cannot successfully
destroy the dominant elements of power that the U.S. possesses.
“The biggest danger,” he said “is not what terrorists can do to us,
but what we can do to ourselves when we are spooked.”

“There is strength in not just being able to throw a punch
but being able to take a punch.”

The U.S. response in the immediate aftermath of the
September 11, 2001 attack on the World Trade Center towers and
the Pentagon, highlighted the risk of self-inflicted harm. Within
hours all commercial aviation was grounded and our borders and
ports were effectively closed to all inbound traffic. As a result
of a handful of terrorist commandeering four domestic airliners
and turning them into missiles, the U.S. government essentially
imposed a blockade on our own economy.

The recent controversy surrounding the acquisition of five
U.S. container terminal leases by Dubai Ports World illustrates
just how high the risk of overreaction remains. The politically-
hyped security concerns raised by this commercial transaction
has fueled a flurry of draconian legislative measures including
one by Congressman Duncan Hunter (R-CA), Chairman of the
House Armed Services Committee, to require U.S. ownership,
management, and operation of all critical infrastructure designated
by the Department of Homeland Security and the Department
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of Defense. Another bill would suspend all proposed mergers,
acquisitions, of takeovers by foreign persons until certain
determinations can be made. The proposed “S.0.S. Act” would
require within one year that the contents of every container be
scanned, inspected, and sealed before they are authorized to be
loaded on a U.S. bound ship. If there had been a real terrorist
attack on a U.S. port instead of just the political controversy
resulting from a commercial transaction to acquire five leases
from a London-based marine terminal operator, many of these
ill-considered bills would already have become laws.

Americans should not have to face a Faustian bargain between
foregoing investing in appropriate protective measures in advance,
and costly knee-jerk reactions after the fact. Prudent investments in
safeguarding that which is most valuable and currently vulnerable
can translate into depriving our adversaries of a big self-inflicted
bang for their buck. To accomplish this, the federal government
should be taking the lead in engaging the private sector in a
collective effort to confront the threat of catastrophic acts of terror
and natural disasters at home. Unfortunately, while the post-
9/11 case for homeland security is seemingly a straightforward
one, Washington has demonstrated an extraordinary degree
of ambivalence about making any serious effort to tackle this
mission. The premise behind the Bush administration’s strategy
of preemptive use of force is that as long as the United States is
willing to show sufficient grit, it can successfully hold its enemies
at bay. Throughout the 2004 presidential campaign, the president
and vice president asserted that the war on terror had to be waged
at its source. In the words of Vice President Dick Cheney: “Wars
are not won on the defensive. To fully and finally remove this
danger [of terrorism], we have only one option -- and that’s to
take the fight to the enemy.”" On July 4, 2004, President Bush
made the point this way: “We will engage these enemies in these

1 Remarks by the Vice President at the 123rd Coast Guard Academy
Commencement, New London, Connecticut, May 19, 2005; http://www.
whitehouse.gov/news/releases/2004/05/20040519-5.html.



92 Unrestricted Warfare Symposwum Proceedings 2006

countries [Iraq and Afghanistan] and around the world so we do
not have to face them here at home.”?

While it has acknowledged in principle the need to improve
critical infrastructure protection, in practice it has placed the
burden for doing so primarily on the private sector that owns
and operates much of that infrastructure. But this delegation of
responsibility fails to acknowledge the practical limits of the
marketplace to agree upon common protocols and to make
investmentsto bolster security. Asaresultthetransportation, energy,
information, financial, chemical, food, and logistical networks
that underpin U.S. economic power and the American way of life
remain virtually unprotected. If the federal government does not
provide meaningful incentives to make U.S. infrastructure more
resilient and create workable frameworks for ongoing public and
private partnerships to advance security, future terrorist attacks
with profound economic and societal disruption are inevitable.

Consider the case of the harbor shared by Los Angeles and its
neighbor Long Beach which is arguably America’s most important
seaport. Its marine terminals handle over 40 percent of all the
ocean-borne containers shipped to and from the United States®.
Its refineries receive daily crude oil shipments and produce one
quarter of the gasoline, diesel, and other petroleum products that
are consumed west of the Rocky Mountains. It is a major port of
call for the $30 billion ocean cruise industry*. Just three bridges
handle all the truck and train traffic to and from Terminal Island
where most of the port facilities are concentrated®. In short, it is a
tempting target for any adversary intent on bringing their battle to
the U.S. homeland.

2 President Bush Celebrates Independence Day, West Virginia Capitol Grounds,
Charleston, West Virginia, July 4, 2004; http://www.whitehouse.gov/news/
releases/2004/07/20040704.html.

3 Randal C. Archibold, “Dockworkers” Union Calls for Cleaner Air at Seaports,”
The New York Times, January 1, 2006.

4 See http://geography.about.com/gi/dynamic/offsite.htm?zi=1/X)&sdn=geogr
aphy&zu=http%3A%2F%2Fwww.aapa-ports.org%?2Findustryinfo%?2Fstatistics.
htm.

5 Interview with the Captain of the Port of Los Angeles and Long Beach, Captain
Peter Neffenger, U,S, Coast Guard on May 11, 2005.
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Yet there is no one in the Pentagon who sees it as their job
to protect Los Angeles and the nation’s other busiest commercial
seaports from terrorist attacks. These ports do not deploy the navy
ships, troops, munitions, and the supplies needed for overseas
combat operations. Lacking such “defense critical infrastructure,”
the Department of Defense (DoD) has decided that the
responsibility for safeguarding them is not their job. Accordingly,
the U.S. Navy maintains no active minesweepers or salvage ship
on the West Coast to quickly reopen commercial harbors should
a ship be targeted and sink in the channel.

So when it comes to securing commercial seaports, local port
authorities bear the bulk of the burden for protecting these critical
economic lifelines with nominal support from a small cadre of
Customs and Border Protection Agency inspectors and Coast
Guard personnel. For Los Angeles, this translates into the security
for 7500 acres of facilities that run along 49 miles of waterfront
being provided for by minimum-wage private security guards and
atiny port police force of under 100 officers®. The situation in Long
Beach is even worse with only 12 full-time police officers assigned
to its 3000 acres of facilities and a small cadre of private guards
provided by the port authority and its tenants. The command and
control equipment to support a new joint operations center for
the few local, state, and federal law enforcement authorities that
are assigned to the port will not be in place until 2008. In the four
years since September 11, 2001, the two cities have received less
than $40 million in federal grants to improve the port’s physical
security measures. That amount is equivalent to what American
taxpayers spend in a single day on domestic airport security’.

But the fallout from a terrorist attack would hardly be a
local matter. For instance, should al Qaeda or one of its imitator
organizations succeed in sinking a large ship in the Long Beach
channel, the auto-dependent southern California will literally run
out of gas within two weeks. This is because, as Hurricanes Katrina
and Rita highlighted, U.S. petroleum refineries, are operating at

6 See http://www.portoflosangeles.org/about.htm.

7 Interview with the Captain of the Port of Los Angeles and Long Beach, Captain
Peter Neffenger, U,S, Coast Guard on May 11, 2005.
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full throttle and their products are consumed almost as quickly
as they are made. If the crude oil shipments stop, so too do the
refineries and there is no excess capacity or refined fuels to cope
with a long term disruption?.

The rationale for tepid federal efforts to reduce America’s
vulnerability to terrorists attacks at home, is the oft-stated
contention that the “best defense is a good offense.” Targeting
terrorism at its source is an appealing notion. Unfortunately, the
enemy is not cooperating. As the March 2004 attacks in Madrid,
July 2005 attacks in London, the August 2005 attacks in Sharm el
Sheikh, Egypt, and October 2005 attacks in Bali, Indonesia, have
made clear, there is no central front on which al Qaeda and its
radical jihadist imitators can be cornered and destroyed. Terrorist
organizations are living and operating within jurisdictions of U.S.
allies and do not need to receive aid and comfort from rogue
states. According to the U.S. Department of State’s annual global
terrorism report, the number of terrorist incidents was at a record
high in 2004, despite the U.S.-led invasions of Afghanistan and
Iraq.” There is mounting evidence that the invasion of Iraq is
fueling both the number of recruits and the capabilities of radical
jihadist groups.™

The reluctance of the White House and the national security
community to adapt to the shifting nature of the terrorist threat
bears a disturbing resemblance to the opening chapter of World

8 Ibid.

9 U.S. Department of State Country Reports on Terrorism, Released by the
Office of the Coordinator on Counterterrorism, April 27, 2005; http://www.state.
gov/s/ct/rls/45321.htm. The report does not include the specific figures but states
in its overview: “Despite ongoing improvements in U.S. homeland security,
military campaigns against insurgents and terrorists in Iraq and Afghanistan,
and deepening counterterrorism cooperation among the nations of the world,
international terrorism continued to pose a significant threat to the United
States and its partners in 2004.” However the Washington Post reported that
Congressional aides briefed on the U.S. Department of State statistics confirmed
that the number of serious terrorist incidents tripled in 2004. Susan B. Glasser,
“U.S. Figures Show Sharp Global Rise In Terrorism State Dept. Will Not Put Data
in Report” Washington Post (Apr 27, 2005): AO1.

10 Defeating the Jihadists: A Blueprint for Action with Richard A. Clarke, et. al.,
(New York: Century Foundation Task Force Report, 2004)
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War II. In September 1939, the German army rolled eastward
into Poland and unleashed a new form of combat known as
“blitzkrieg.” When Poland became a victim of the Third Reich,
London and Paris finally abandoned their policies of appeasement
and declared war. The British and French high commands then
began to execute war plans that relied on assumptions drawn from
their experiences in World War I. They activated their reserves
and reinforced the Maginot Line, defenses of mounted cannons
stretching for 250 miles along the Franco-German border. Then
they waited for Hitler’s next move.

The eight-month period before the fall of Paris came to be
known as “the phony war.” During this relatively quiet time, France
and the United Kingdom were convinced they were deterring the
Germans by mobilizing their more plentiful military assets in an
updated version of trench warfare. But they did not alter their
tactics to respond to the new offensive warfare that the Germans
had executed with such lethal results in eastern Europe. In May
1940, they paid a heavy price for their complacency: Panzer units
raced into the lowlands, circumvented the Maginot Line, and
conquered France shortly thereafter. The British expeditionary
forces narrowly escaped by fleeing across the English Channel
aboard a makeshift armada, leaving much of their armament
behind on the beaches of Dunkirk.

Instead of a Maginot Line, the Pentagon is executing its long-
standing forward defense strategy, which involves leapfrogging
ahead of U.S. borders and waging combat on the turf of U.S.
enemies or allies. Meanwhile, protecting the rear -- the American
nation itself -- remains largely outside the scope of national
security even though the September 11 attacks were launched
from the United States on targets within the United States.

Al Qaeda has demonstrated that by directing terrorist attacks
on major urban areas and the critical foundations of modern life,
they can generate a very “big bang for their buck.” They have also
placed the United States at the top of its target list and made clear
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that they want to carry out a more devastating attack than those
on New York and Washington."

Defenders of the Bush administration’s war on terrorism are
quick to point to the absence of another 9/11-style attack on U.S.
soil as vindication for placing overwhelming emphasis on an
offense-oriented strategy. To be sure, there is ample evidence that
the war in Iraq has been attracting foreign insurgents and al Qaeda
sympathizers to Baghdad versus to Main Street. However, this is
likely to prove to be a short-term reprieve that poses a longer-term
danger. Beginning in June 2003, Iraq’s energy sector became a
primary target for insurgents. By mid-July 2005 nearly 250 attacks
on oil and gas pipelines had cost Iraq more than $10 billion in
lost oil revenue. Successful attacks on the electrical grid has kept
average daily output at 5 to 10 percent below the pre-war level
despite the $1.2 billion the United States has spent to improve
Iraqi electrical production.'?

“. .. terrorists will want to make sure that they pick
meaningful targets where the attack proves to be worth
all the organizational effort to carry it out. ... The most
tempting targets for terrorists remain those that can produce
widespread economic and social disruption.”

In some ways the situation in Iraq is analogous to what
happened during the decade-long conflict from 1980-1989 against
the Soviet occupation of Afghanistan. The foreign participants
who join the mujahideen in that conflict became the hardened
foot-soldiers who would ultimately transform themselves into
al Qaeda. But unlike Afghanistan where the combatants waged
war in a pre-modern society, in Iraq insurgents are refining their
skills to sabotage critical infrastructures. Accordingly, when these
foreign insurgents eventually return to their native lands, they

11 “Official: Voice on Tape is bin Laden’s,” CNN (Nov 13, 2002) http://archives.
cnn.com/2002/WORLD/meast/11/12/binladen.statement/

12 See Daniel Benjamin and Steven Simon, The Next Attack: The Failure of the
War on Terror and a Strategy for Getting it Right (New York: Times Books, 2005):
37
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will do so with the experience of successfully targeting complex
systems that support economic and daily life within advanced
societies.

Even if the United States had not chosen to invade Iraq, there
is an alternative explanation for why there has not been another
attack on American soil besides ascribing success to U.S. counter-
terrorism operations abroad. As a practical matter, sophisticated
attacks on the scale of the 9/11 attacks take time. Since al Qaeda
has proclaimed that it wants to surpass the destruction and
disruption associated with toppling the World Trade Center
towers, meticulous planning is required. Deploying the complex
organizational structure to carry out those plans can take several
years. This is because it typically involves deploying a three-cell
structure where the members of each cell are isolated from one
another to provide the best chance to survive should any one cell
be compromised.

An al Qaeda-style operation will involve a logistics cell to
attend to such things as locating safe houses, providing identity
documents, and finding jobs for the operatives so they can blend
into the civilian population. There is also a surveillance cell that
is charged with scoping out potential targets, probing security
measures, and conducting dry runs. Finally there is an attack
cell which may include suicide bombers who are charged with
executing the attack.'

Establishing this organizational capacity is a painstaking
process, particularly within the United States where al Qaeda
must work from a much smaller footprint of operatives and
sympathizers than it has in Western Europe or countries like
Indonesia. It is also a resource that must be carefully husbanded
since using it will likely translate into losing it. This is because
it is impossible to carry out an attack without leaving some
forensic clues that expose terrorist cells to enforcement action.
Accordingly, going after what would seem to be a plentiful menu
of seemingly soft targets like shopping malls or sporting events

13 Testimony of Stephen E. Flynn, U.S. Senate Committee on Homeland Security
and Governmental Affairs hearing on “The Security of America’s Chemical
Facilities” 109 Cong., 1st sess. (Washington, D.C. April 27, 2005)
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can produce plenty of short-term media attention. But if these
attacks cannot be sustained over time because the authorities are
able to track down and destroy the terrorists’ organization, the
long-term economic consequence are likely to be modest. As a
result, terrorists will want to make sure that they pick meaningful
targets where the attack proves to be worth all the organizational
effort to carry it out.

In short, it would be foolhardy to act as though the 9/11
attacks were an aberrant event where al Qaeda got lucky because
America’s guard was temporarily down. The sad truth is that the
U.S. guard was neverreally up, and despite all the political rhetoric,
little has changed in recent years. The most tempting targets for
terrorists remain those that can produce widespread economic
and social disruption. However, the White House has declared
that safeguarding the nation’s critical infrastructure is not really a
federal responsibility. According to President Bush’s 2002 National
Homeland Security Strategy, “The government should only address
those activities that the market does not adequately provide, for
example, national defense or border security. For other aspects of
homeland security, sufficient incentives exist in the private market
to supply protection.”’ Unfortunately, this expression of faith
has not been borne out. According to a survey commissioned
by the Washington-based Council on Competitiveness just one
year after September 11, 92 percent of executives did not believe
that terrorists would target their companies, and only 53 percent
of the respondents indicated that their companies had increased
security spending between 2001 and 2002."> With the passing of
each month without a new attack, the reluctance of companies to
invest in security has only grown.

The lack of enthusiasm for CEOs to provide leadership
when it comes to developing the means to safeguard critical
infrastructures should not be surprising. This is because survival

14 The National Strategy for Homeland Security, The White House (July 2005):
64 http://www.whitehouse.gov/homeland/book/index.html

15 Creating Opportunity Out of Adversity: Proceedings of the National
Symposium on Competitiveness and Security, Council on Competitiveness,
(Dec 2002): 19
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in the marketplace has required that they be responsive to four
globalization imperatives: how to make critical infrastructures: (1)
as open to as many users as possible; (2) as efficient as possible;
(3) as reliable as possible; and (4) their use as low cost as possible.
Since the conventional view of security is that it involves
raising costs, undermining efficiency, is at odds with assuring
reliability, and applies constraints on access, there has been a
clear disincentive for the private sector to make it a priority. As
a result, we entered the 21¢ century with networks that have an
extraordinary capacity to generate wealth but with few meaningful
safeguards should they come under attack.

The challenge of elevating the critical infrastructure protection
priority and crafting a tidy security division of labor between
the private and public sectors is complicated by two additional
factors. First, safeguards that only apply within U.S. borders will
not work since America’s critical infrastructures are dependent on
their links to the rest of North America and the world. Second,
the United States competes in a global marketplace and it must
be mindful of not unilaterally incurring costs that place U.S.
companies and the U.S. economy at a competitive disadvantage.

Private sector concerns about maintaining their competitive-
ness in the face of the growing security imperative are legitimate.
Security is not free. A company incurs costs when it invests in
measures to protect the portion of infrastructure it controls. If a
company does not believe other companies are willing or able
to make a similar investment, then it faces the likelihood of los-
ing market share while simply shifting the infrastructure’s vulner-
ability elsewhere. If terrorists strike, the company will still suffer
the disruptive consequences of an attack right alongside those
who did nothing to prevent it. Those consequences are likely to
include the cost of implementing new government requirements.
Therefore, infrastructure security suffers from a dilemma com-
monly referred to as the “tragedy of the commons.”

Take the case of the chemical industry. By and large, chemical
manufacturers have a good safety record. But security is another
matter. Operating on thin profit margins and faced with growing
overseas competition, most companies have been reluctant
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to incur the additional costs associated with improving their
security. Now let us imagine that the manager of a chemical plant
looks around his facility and gets squeamish about the many
security lapses he finds. After a fitful night of sleep, he wakes up
and decides to invest in protective measures that raise the cost to
his customers by $50 per shipment. A competitor who does not
make that investment will be able to attract business away from
the security-conscious plant because his handling costs will be
lower. Capable terrorists and criminals will target this lower-cost
operation since it is an easier target.

In the event of an incident, particularly one that is catastrophic,
two consequences are likely. First, government officials will not
discriminate between the more security-conscious and the less
security-conscious companies. All chemical plants are likely to be
shutdown while the authorities try to sort things out. Second, once
the dust clears, elected and regulatory officials will scramble to
impose new security requirements that could nullify the proactive
plant owner’s earlier investments. Given this scenario, the most
rational behavior of the nervous manager would appear to be to
keep tossing and turning at night while focusing on short-term
profitability during the day.

“Americans and private sector leaders must demand that
Washington make homeland security generally and critical
infrastructure specifically, a priority. And the entire nation, not
just the national security establishment, must be organized
for the long struggle against terrorism.”

The only way to prevent the tragedy of the commons is to
convince all the private participants to abide by the same security
requirements. When standards are universal, their cost is borne
equally across a sector. As taxpayers or as consumers, Americans
will end up bankrolling these measures, but what they will be
paying for is insurance against the loss of innocent lives and a
profound disruption to their society and the economy.
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The problem boils down to this: the design, ownership,
and the day-to-day operational knowledge of critical systems
rest almost exclusively with the private sector. But security and
safety are public goods whose provision is a core responsibility
of government at all levels. The government is unable to protect
things that it has only a peripheral understanding and limited
jurisdictional reach and the market will resist providing public
goods if doing so puts them at a competitive disadvantage by
eroding their profits or sacrificing their market share.

Certainly, 9/11 created a general sense among public and
private sector players that the security imperative requires far
more attention than it had been receiving. But the reality is that
there still remain disincentives for the private sector to cooperate
with government entities on this agenda. Some of the structures in
place, such as the laws and regulations that guide the in