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lrag network challenge

“One thing that has really surprised us is the enemy’s ability to

regenerate, we take a lot of people off the streets, but they can

regenerate very rapidly. The insurgent networks are complex,

diffuse. We can take out the leadership, but it doesn’t take long
for them to grow new legs,”

Col. Ed Cardon , USA, quoted in Defense News, January 9, 2006



Discussion Topics

- Networks and biology

e [ragi networks

e Characterization (traits) of Iraq|
networks

e "Fitness" of Iragi networks

e Vulnerability of Iragi networks
e Conclusions



Networks and biology.

« "Combat Darwinism", "adaptive
Insurgents”, "learning opponents": terms
Indicating that people working Iraqg are
employing biological concepts.
 Insurgent organizations are social
networks.

* Networks because they are social
systems, should be approachable
through sociobiological concepts



Definition

Sociobiology is defined as the systematic
study of the biological basis of all
behavior. (Wilson, Sociobiology)



Key biological concepts relevant
to Insurgent networks

e Traits

e Adaptation

» Selection pressure/environmental pressure
 "Fitness"

* Reproduction

e Competition

e Soclal behavior/cooperation

e Survival



lraqi adversarial networks

e Sunni networks
e T&FF networks
e Shia networks

 Meta Networks



“Subspecies” of Sunni
Insurgent networks

» Personal

e Kinship
 FRE/Baathist
e Criminal

* Nationalist
 Religious

e Functional



Kinship structures

“... serve as m
homeostatic devices v

for seeing groups

through hard times” ' K
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Kinship, trust, obligation and responsibilit



T &FF networks

- Abu Musab al-Zargawi
e Ansar al-Sunna
e Ansar al-Islam?




AQIZ OPERATIVES KILLED OR CAPTURED THROUGH 7 NOVEMBER 2005
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Shia networks

 Visible
- SCIRI

- Dawa
- al-Sadr

» Occluded

- Mahdi Army

- Badr Brigades

- Imam al-Hussein Brigades (Basra, -
Nasiriyah, Baghdad, Latifiyah)

- Abu Hafs al-Masri Brigades (Basra)
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Meta networks

- Mujahadeen Shura Council

* Mujahadeen Central Command

o “Coordination Department of the Jihad
Brigades”



Traits of lragi networks

e Structure

 Nature/identity: Basic "identity" of the network
— kinship, ideological/religious, personal

e Purpose/function: What does the network do?
e Scope: How broad or narrow is it?

« Knowledge, skills, abilities

 Membership: Kinship based, foreign, local
 Resources: Arms money, social influence

o Adaptability

14



Adaptability

- Abllity to learn:

 Ability to adjust behavior
based on learning

* “Preadaptation”



‘Preadaptive” insurgent structures
In lrag

e Ba'th Party

* Intelligence and security services
 Tribal system

* Religious beliefs and structures



A highly “fit” lragi network

Decentralized

Strong Kinship connection within
tribal/clan/family system

“Moderate” religious views/ moderate goals

Membership drawn from important lIragi Sunni
Kinship groups

Integrated functions

Broad geographic range

Broad skKill base, good TTP

Well resourced from internal sources
Plasticity in behavior
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A less “fit” Iragl network

Hierarchical

Not native

Extreme views (religious/political)
—oreign membership
_iImited/specialized functions
_ocal only

_imited skill base/poor TPP
Resource vulnerability

RIgidity In behavior
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Vulnerability ofi Iragi networks:
Strengths

 Protective measures: coloration,
redundancy, cell structure, cohesion
*Behaviors: connectivity,
cooperation

« Adaptations: strategic, operational,
tactical



Adaptive Insurgents

s Strategic level
= Accommodation of various insurgency tendencies
= Response to the political process
= Alllances of conveni20ence within the insurgency
= Operational level
e Shifts in emphasis along operational lines
e Operational division of labor?

e Direct support to Sunni voting in October referendum and

December elections
= Tactical level
e |[ED design and tactics
e | earning who to attack with what
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Vulnerability ofi Iragi networks:
Weaknesses

« Competition for resources
e Connectivity

 Need to "surface" to act
 |nadaptability

e Contradictions/differences
e Self-interest
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Conclusions

* [ragi networks learn and adapt.

e Iragi networks are inherently resilient

e Iragi networks are closely linked to the environment
 Iragi networks should ultimately act in their own
self-interest

o Strategies for "defeating"” Iragi networks must be equally
adaptable, persistent, and seek “natural” vulnerabilities.
o Strategies that seek to change the environment or
"landscape" are more likely to be successful (no
guarantees)

* Problems with “oil spot” and “clear, hold, build”
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Utility/applicability

o "...behavior and social structure, like all other
biological phenomena, can be studied as "organs,"
extensions of the genes that exist because of their
superior adaptive value." ( Wilson, Sociobiology)

o "...the analogical approach is warranted by the
argument of structural similarities between biological
and sociocultural processes. (Maasen, et al, Human by
Nature)

« "...analogies allow for the exploration of descriptive,
dynamic, and explanatory similarities

across disciplinary boundaries. (Maasen, et al, Human
by Nature)
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Goals and strategies

s Goals
- Comprehensive defeat
- Suppression
- Temporary disruption
- Containment
s Strategies
- Offensive operations
- Leadership attrition
- Resource reduction
- Change In “fitness landscape”
- Problems with “oil spot” and “clear, hold, build”
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