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1. Economic: asset price collapse, food price volatility, oll
shock, US $ collapse/ economic crisis, Chinese hard landing,
fiscal crises, retrenchment from globalization

2. Geopolitical: terrorism, war, collapse of NPT, transnational
crime, corruption, global governance gap

3. Environmental: natural disasters, climate change, loss of
fresh water, air pollution, biodiversity loss

4. Societal: pandemics, infectious and chronic diseases,
demographics, migration

5. Technology: critical information infrastructure, web, global
communications breakdown, data fraud/loss

Source: World Economic Forum Global Risk Network Report 2009
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Source: U.S. Department of Homeland Security
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Supply Chains
as Vulnerable and Attractive Targets

A Food and Water
A Energy i oil, gas, coal, nuclear, electricity

A Manufacturing, Chemicals, Pharmaceuticals

A Transportation and shipping (air, land, rail, sea)
A Information Technology i the worldwide web

A Financial Systems

A Communications Systems
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Attacks on Critical Infrastructure/Supply Chains

INADVERTENT ATTACKS DELIBERATE ATTACKS
ANATURAL DISASTER APOLITICAL/MILITARY RIVALS
ATECHNOLOGICAL HAZARD ATERRORIST/CRIMINAL GROUPS
ASYSTEM FAILURE (IT, POWER ACORPORATE SABOTEURS

OUTAGE, COMMUNICATIONS)
ADISGRUNTLED WORKERS

AHUMAN NEGLIGENCE
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Extreme Event Emergency Response Process

Five Phases

RESCUE
RECOVER

1. Catastrophic/Extreme Event Occurs: Terrorist Attack, Hurricane

2. First Response to Event by Emergency Services
3. Rescue personnel/Search for, secure and recover assets
4. Restore services/rebuild installations affected by extreme event

5. Establish redundancies in staff, operations, IT, and data to mitigate
future risks
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Basic Human Needs

Food
Water
Shelter
Security
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Consumers @ Greater Risk
In a Globalized World

Tylenol cyanide poisoning 1982
E-coli in fresh bagged spinach 2006
Defective auto parts 2006

Mobile phone batteries 2006

Pet food recall 2007

Lead tainted toys 2007

Raw Tomato/ Jal apeno nSaintpaul
Peanut butter salmonella outbreak 2009
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