PROCEEDINGS ON STRATEGY,
ANALYSIS, AND TECHNOLOGY

UNRESTRICTED
W ARFARE
SYMPOSIUM

20 - 21 MARCH 2007

SPONSORED BY:
JOHNS HOPKINS yzﬁc;;o%
ammhe [

SN RTEVINE R S T TR Y

F S 3\ g 12

Z ‘-" L i

4 ENCT =/
PI. SNS . NIC =

RONALD R. LUMAN, EXECUTIVE EDITOR







PROCEEDINGS ON COMBATING
THE UNRESTRICTED WARFARE
THREAT:

INTEGRATING STRATEGY, ANALYSIS,
AND TECHNOLOGY

20-21 MARCH 2007

SPONSORED BY:
JOHNS HOPKINS

N 1TV ER ST TY

APL SAIS

RONALD R. LUMAN, EXECUTIVE EDITOR






ACKNOWLEDGMENTS

Executive Editor: Ronald Luman
Managing Editor: Ellen Wilkinson
Project Editors: Natalie Dickins
Judith Marcus
Daniel Portwood
Weeta White
Ellen Wilkinson
Art Directors:  Catherine Peacock
lan Courtney
Photo Credit: = Department of Defense Image Library

Special thanks to our sponsors at: the Office of the
Undersecretary of Defense for Policy [OUSD(P)]; the Office
of the Director, Program Analysis and Evaluation (ODPA&E);
the Defense Advanced Research Projects Agency (DARPA);
and the National Intelligence Council (NIC).

A complete list of symposium contributors can be found at
the symposium’s website: www.jhuapl.edu/urw_symposium/

Copyright © 2007
By The Johns Hopkins University Applied Physics Laboratory

All rights reserved. No part of this publication may be
reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopy, recording,
or any information storage and retrieval system, without
permission in writing from the publisher.

Requests for permission to make copies of any part of the
work should be mailed to:

Dr. Ronald R. Luman,

Director, National Security Analysis Deptartment

The Johns Hopkins University Applied Physics Laboratory
11100 Johns Hopkins Road

Laurel, Maryland 20723

Printed in the United States of America.

i






Contents

Foreword — Welcome and Perspective on Unrestricted

Warfare
Ronald R. LUMAN c.ee e 1

CHAPTER 1
FEATURED PAPERS

1.1 Warfighter Perspective on Integration of Strategy,
Analysis, and Technology
James Cartwright.........coccooiiiiiiiiiiiiiie e 13
1.2 “Know Your Enemy”—The Importance of Sun Tsu’s
Admonition
Bruce Hoffman ..., 37
1.3 The Achilles’ Heel of Analysts
Michael Bauman .........ccccooiiiiiiniiiniiiceee 41
1.4 Technology Policy Message: Adapting to URW
Anthony Tether ..o 57
1.5  Private Sector Viewpoint—Economic Infrastructure/
Systems Resiliency
Alfred Berkeley ..., 77
1.6 Intelligence Community Perspective on the Maturing
URW Threat
Mathew J. BUITOWS ... 97
CHAPTER 2
THE NATURE OF URW
2.1 Moderator’s Summary
Thomas Keaney .........ccceeriiiiiniiiiiniieieniieceeee 107
2.2 Scenarios for Future Conflicts
Michael O'Hanlon.........cccoooiiiiiiiiiiicee 111
2.3 Calibrating the WMD Threat
Brad RoOberts.........oocviiiiiiiiiiiceee 121
2.4 The Jihadist Threat
Mary Habeck........coooiiiiiiiiiicccc, 135
2.5 Questions and Answers Highlights
TransCripts ...c.ouvvviiiiiiii 143

iii



CHAPTER 3
TAILORED DETERRENCE: WHAT WILL IT LOOK LIKE?

3.1 Tailored Deterrence: What Will It Look Like?

Thomas MENamara, Jr. .......cooviiiiiiiieee.
3.2 Can Deterrence Be Tailored?

Charles LUteS .......oooveviiieieeeeeeeee e
3.3 Tailored Dissuasion and Deterrence?

Jasen Castillo ...
3.4 Questions and Answers Highlights

TransCripts ....ooooveiiiiiii

CHAPTER 4

..161

ANALYTIC SUCCESSES AND APPLICABILITY TO URW

4.1 Moderator’s Summary

L. Dean SImmons .........ccccccoiviiiiiii
4.2 Assessing Irregular Warfare

Timothy Bright .....c.ccoooiiiiiiiiiiic
4.3 Complex Adaptive Systems, Multiagent-Based

Models, and Some Heuristics Regarding Their
Applicability to URW

Andy 1lachinsKi........coocoiiiiiiiiiii
4.4 Economic Analysis and Unrestricted Warfare

Gary M. Shiffman .......c.cccooiiiiiiiiiiccee,
4.5 Questions and Answers Highlights

TransCripts .....ooovviiiiiii

CHAPTER 5

URW IN THE INFORMATION DOMAIN
5.1  Moderator’s Summary

Timothy Galpin....c.cccoeviiiiiiiiiiic
5.2 The Digital Dimension

James Gosler... ..ot
5.3 Cyberspace ... the undeclared war!

Daniel Wolf........cocoiiiiiiiic
5.4 Lead-Turning the 21 Century Fight: CYBERSPACE

Steven McPherson ...........ccccoiiiiiiiiiiiniinic,
5.5 Questions and Answers Highlights

TransCripts .....ooovviiiii

v



CHAPTER 6
URW IN THE PHYSICAL DOMAIN
6.1  Moderator’s Summary

JOSE Latimer....oooeeeiiiieeiiieeeieeeeeeee

CHAPTER 7
SENIOR PERSPECTIVES

7.1 Eric OlSON coveeeecceeeee
7.2 Albert Calland ...,
7.3 Nancy Brown ........ccccccccciiiiiiniiiiiiiiiiienn,
7.4 Thomas Mahnken .............ccccooiiiin.
7.5 Philip Mudd ......ccoooiiiiiiiii

7.6 Questions and Answers Highlights

Transcripts .....oooveiiiiiiiii,

AFTERTHOUGHTS

John MeLaughlin ..o

APPENDIX A

Symposium Agenda.........coceeviieniiiiniiiniiieneeee.

APPENDIX B

Acronyms and Abbreviations...........cc.cccoeceenieene






FOREWORD

WELCOME AND
PERSPECTIVE ON
UNRESTRICTED
WARFARE






Ronald R. Luman

INTRODUCTION

On behalf of The Johns Hopkins University’s Applied Physics
Laboratory and its Paul H. Nitze School of Advanced International
Studies, | welcome you to this 2007 symposium on Combating the
Unrestricted Warfare (URW) Threat: Integrating Strategy, Analysis,
and Technology.

This year, the symposium is co-sponsored by government
leaders in the strategy, analysis, technology, and intelligence
communities: the Office of the Undersecretary of Defense for
Policy [OUSD(P)]; Office of the Director, Program Analysis and
Evaluation (ODPA&E); the Defense Advanced Research Projects
Agency (DARPA); and the National Intelligence Council (NIC).
We have a unique opportunity to join an emerging community
of experts that seeks to meet the unrestricted warfare threat by
integrating strategy, analysis, and technology.

In addition to our scheduled keynote, luncheon, and
dinner featured speakers, we have organized roundtables to
address particular challenge areas and seek to integrate diverse
perspectives to further develop an understanding of unrestricted
warfare threats and strategies, explore approaches to analysis
and assessment, and examine technological counters to threats

Dr. Ronald R. Luman is Head of the National Security Analysis Department
at The Johns Hopkins University Applied Physics Laboratory. Dr. Luman
has a broad base of technical experience in areas such as ballistic missile
accuracy, unmanned undersea vehicles, countermine warfare, national
missile defense, and intelligence, with particular emphasis on system of
systems engineering.
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in both the information and physical domains. Accordingly, we
have five roundtables this year:

e Strategic Policy: The Nature of URW

* Analytic Successes and Applicability to URW
* URW in the Information Domain

* URW in the Physical Domain

e Strategic Policy: Tailored Deterrence

During the next 2 days, | encourage you to network and
actively participate during breaks, to formulate new ideas, and
to forge collaborative relationships with other participants. Seize
opportunities to participate, inquire, and respond to the diverse
topics presented using response cards, interactive tablet PCs, or
handheld devices. Our common objective is to meet the URW
challenge through an integrated approach.

We have produced summary papers from transcripts and
presentations submitted by experts leading in the URW challenge.
Content submitted in presentation graphics has not been altered
in any way.

WHAT 1S UNRESTRICTED WARFARE?

In 2006, the URW Symposium focused on exploring the
diverse nature of unconventional warfare. This new threat,
which has come to be known as “unrestricted warfare” (URW).
Unfortunately, URW is another NOT word that we tend to use when
we do not fully understand something. It joins unconventional,
irregular, and asymmetric as terms in our conflict vocabulary; but
it is broader than all of those. URW spans two of the four “security
environments” the Department of Defense (DoD) identified for
use in strategic planning, Irregular and Catastrophic, and may
extend to the Disruptive (Figure 1).

Unrestricted warfare involves both state and nonstate
actors seeking to gain advantage over stronger state opponents.
These actors will employ a multitude of means, both military
and nonmilitary, to strike out during times of real or perceived
conflict.
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Figure 1 The DoD Security Environment Quadrant

The first rule of unrestricted warfare is that there are no rules;
nothing is forbidden. Unrestricted warfare employs surprise
and deception and uses both civilian technology and military
weapons to break the opponent’s will. The recent book by Qiao
Liang and Wang Xiangsui offers an overview of unrestricted
warfare, utilizing “unrestricted employment of measures, but
restricted to the accomplishment of limited objectives.” Among
the many means cited in their description of unrestricted warfare
are integrated attacks exploiting diverse areas of vulnerability to
produce a grand strategy:

Cultural warfare by influencing or controlling cultural
viewpoints within the adversary nation

Drug warfare by targeting an adversary nation with illegal
drugs

Economic aid warfare by using aid dependency to control
a targeted adversary

Environmental warfare by despoiling the natural
environment of the adversary nation
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e Financial warfare by subverting the adversary’s banking
system and stock market

* International law warfare by subverting the policies of
international or multinational organizations

* Media warfare by manipulating foreign news media

e Network warfare by dominating or subverting transnational
information systems

e Psychological warfare by dominating the adversary nation’s
perception of its capabilities

* Resource warfare by controlling access to scarce natural
resources or manipulating their market value

e Smuggling warfare by flooding an adversary’s markets with
illegal goods

* Technological warfare by gaining advantage or control of
key civilian and military technologies

e Terrorism

URW CHARACTERISTICS

4

Unrestricted warfare demands “unrestricted employment
of measures but restricted to the accomplishment of limited
objectives.” It employs the elements of surprise and deception
in asymmetric attacks. These attacks can be integrated to
exploit diverse areas of vulnerability of a conventionally
stronger opponent. Specifically, battlefields expand beyond the
conventional physical domain to break the opponents” will in
areas that are visible and have a tangible and threatening effect
on the target nation’s political base. For more than a decade, we
have witnessed a surge of terrorist acts. Bruce Hoffman, in his
book Understanding Terrorism, characterizes these acts as five
processes designed to achieve key objectives:

1. Attention. Terrorists seek media attention to
themselves and their cause through dramatic,
violent acts.
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2. Acknowledgment. Terrorists seek to translate their
newfound notoriety in the states or international
community into acknowledgment, sympathy, and
support for their cause.

3. Recognition. Terrorists attempt to capitalize on the
interest and acknowledgment that their violent
acts have generated by obtaining recognition of
their rights or acceptance of the justification for
their cause and or their organization.

4. Authority. Terrorists seek the authority to
effect the changes in government and society
reflected in their movement’s struggle. This may
involve a change in government or in the state
structure, redistribution of wealth, adjustment of
geographical boundaries, assertion of minority
rights, imposition of theocratic rule, or other
transformation.

5. Governance. Terrorists seek to consolidate their
direct and complete control over the state, its
homeland, and its people.

ADVERSARIAL CHARACTERISTICS OF URW

Unconventional warfare employs small, well-organized
units. These organizations are cell-structured, not organized as a
hierarchical military force.

They are integrated within society, not apart from it; and
they operate globally, using technology that broadens their reach
beyond regions. State and nonstate actors may form ad hoc and
unexpected alliances of convenience.

URW EFrrecTs

Here, the few can impact the many with a global reach
enabled by advanced information technology. The effect is that
tactical level engagements can immediately affect strategic
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security postures. Insurgents and terrorist groups spread like viral
organisms, adapting and shifting command and control strategy
and tactics. Their ability to adapt, change strategy, and persist
serves to empower and shape generations of disenfranchised
or radicalized activists, both here and abroad. This symposium
provides disturbing insights into the dramatic shifts in traditional
Islamist doctrine, the adoption of irregular warfare strategies by
both state and nonstate adversaries, and the global spread of
new warfare technologies that have the potential to increase the
effectiveness of adversaries” attacks.

THE NATIONAL CRITICAL CHALLENGE

The United States must adapt its national security focus to
fighting and defending itself against the radical Islamic insurgency
and future adversaries who choose catastrophic terrorist attacks
as their weapon of choice. This involves development of strategy,
concepts, and capabilities appropriate to protracted conflicts of
an unrestricted nature.

Unrestricted warfare will manifest itself across the full
spectrum of political, social, economic, and military networks,
blurring the distinction between war and peace and between
combatants and bystanders. This type of war is not new, as noted
by President John F. Kennedy in 1962. What is new and different
today is the global reach of adversaries, enabled by advanced
information technology.

“This is another type of war, new in its intensity, ancient
in its origins—war by guerrillas, subversives, insurgents,
assassins; war by ambush instead of by combat; by infil-
tration instead of aggression, seeking victory by eroding
and exhausting the enemy instead of engaging him . .. It
requires in those situations where we must counter it . .. a
whole new kind of strategy, a wholly different kind of force,
and therefore a new and wholly different kind of military
training.”

President John F. Kennedy
USMA Graduation Speech, 1962



Foreword
Welcome and Perspective on Unrestricted Warfare 7

STRATEGY, ANALYSIS, AND TECHNOLOGY INTEGRATION

We borrow Qiao and Wang's description of URW to
acknowledge their perspective, but we seek our own assessment
of what leading strategists, analysts, and technologists should
consider viable future force capabilities and strategies.

We encourage your active participation, networking, and
knowledge sharing to form a new, integrated community dedicated
to countering our increasingly sophisticated adversaries. At this
symposium, you have self-identified as being 40% strategists,
40% analysts, and about 20% technologists.

We are forming a multidisciplinary community with balanced
perspectives and talents. Political scientists, historians, and
international relations people tend to gravitate toward strategy.
Naturally, scientists and engineers tend to gravitate toward
technology; and analysts can come from a variety of backgrounds
but are principally technically trained.

Figure 2 illustrates the integration of these distinct communities
and what we need to draw from one another to form effective
solutions to combating unconventional adversaries. It is imperative
to tailor deterrence postures and courses of action (COA), Science
and Technology (S&T), and Research Development Technology
and Engineering (RDT&E).

Figure 2 Integrated Strategy, Technology, and Analysis
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WHAT STRATEGISTS, ANALYSTS, AND TECHNOLOGIST NEED
FrRoM ONE ANOTHER

Specifically, the strategy community needs to understand
the risks and benefits of various options for strategic postures,
courses of action, and calls for additional capabilities. It needs
insights from qualitative and quantitative analyses to guide the
development of the full range of national security postures, which
include tailored deterrence and adaptation of our offensive and
defensive capabilities. The strategists should also understand what
is technologically feasible with regard to potential effects in both
the information and physical domains, and what strategy can be
adapted from those domains.

The analysis community is unique in that it spans several
domains, including intelligence, operations, and planning of new
capabilities and capacities. Hence, the analysts cannot effectively
work in a strategic or technological vacuum. Analysts need insights
into U.S. and adversarial measures of overall success, not detailed
measures of performance or evaluation but overall what each
side values and what defines success. And, analysts need ideas
and innovative concepts for effects, systems, and architectures to
close areas of vulnerability.

The technology community needs to understand what effects
are desired, operationally feasible, and potential innovative means
to achieve those effects. For example, General James E. Cartwright
is challenging the technology community with his Global Strike
concept to reach out and touch any point on the earth in a short
period of time. The analytic community can provide insights
regarding the value-added of candidate technology. Especially
useful are quantitative measures comparing new concepts to
existing methods.
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Together, we develop integrated policies and plans to
enhance our effectiveness against adversaries employing URW.
As illustrated in the center of Figure 2, we should:

1. address tailored deterrence postures and have
the means to assess specific candidate courses of
action;

2. develop prioritized resilience measures for
homeland defense to enhance our own deterrence
posture against URW threats;

3. develop integrated technical plans for needed
capabilities and capacities across both the joint
and interagency environments; and

4. provide focused guidance to our increasingly
precious S&T and RDT&E initiatives to enhance
the potential for transitioning technology to
operational capability.

Our adversaries are increasingly sophisticated in integrating
their efforts across the full spectrum of activity that constitutes
unrestricted warfare. We will have to do the same to combat the
threat.

Together, we need to understand what are the tailored
deterrence postures that are founded in solid technology and
understand the trade-offs.

REFERENCES

1. Unrestricted Warfare, Col. Qiao Liang and Col. Wang Xiangsui,
Panama City, Panama: Pan American Publishing Co., 2002.

2. Understanding Terrorism, Bruce Hoffman, New York: Columbia
University Press, 1998.
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1.1 WARFIGHTER PERSPECTIVE ON
INTEGRATION OF STRATEGY, ANALYSIS,
AND TECHNOLOGY

GENERAL CARTWRIGHT'S ADDRESS

We were getting up this morning in Nebraska to come to
this symposium, and it was, as you can imagine, dark and cold
with the north wind blowing on us—and we were making all the
normal quips about the weather—such as, the only thing between
us and Canada to slow the cold wind is barbed wire, and we had
spent the last three months shoveling global warming... So it is
a welcome change of climate to be here; it is good to have this
opportunity. | applaud this conference and the agenda and the
forum. And the warmer weather here.

My intent is to irritate you for at least 30 minutes. Then you can
reverse the roles, and we will take the Q and A in any direction
you want to go.

I think when you look at unrestricted warfare—when you look
atwarfare in the world that we live in today—a few things—at least
from the military side of the equation and really for everybody—

General James E. Cartwright became Commander, United States
Strategic Command (USSTRATCOM) in July 2004, responsible for the
global command and control of U.S. strategic forces, providing strategic
capabilities and options for the President and Secretary of Defense.
Previously, he supported the Chairman of the Joint Chiefs of Staff in
force structure requirements; studies, analyses, and assessments; and
the evaluation of military forces, plans, programs, and strategies. He
has served for more than 40 years with distinction in military operations
and as a Naval Aviator. General Cartwright is a distinguished scholar,
completing a fellowship with the Massachusetts Institute of Technology
and an M.A. in National Security and Strategic Studies from the Naval
War College.
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should emerge. All of us here can justifiably assert that things
really have changed in the world, but the pace of change in
activity and the scale of that activity are truly phenomenal. When
you think about the fall of the Berlin wall in 1989 and Operation
Desert Storm in Iraq in 1991, and Afghanistan in October 2001,
then back to Iraq in 2003—when you think about tsunamis and
hurricanes and typhoons and volcanoes and earthquakes and
two pandemics—and all of that occurring well within the short
span of less than a single adult life, that should give you pause—
because when you look back in history, that kind of activity is
really unprecedented.

In the same context, consider the shift from the construct of the
United States and Soviet Union as two monolithic powers engaged
in a bipolar conflict, to a strategy requiring that the United States
have the ability to conduct two regional wars or two major theater
conflicts, focusing on four critical regions, as | believe Defense
Planning Guidance (DPG) describes it: Northeast Asia, East Asian
Littoral, Middle East/Southeast Asia, and Europe. That transition
has happened in a very short period. Add to that the realization
that the U.S. needs to think about its home territory, too.

Now we have to consider homeland protection, four critical
regions, and two simultaneous wars—so the scope and the scale
and the pace of the challenge have matured to the point where
we have to find a way to put this in some sort of context. We have
to look at how we are going to integrate this strategy, the way we
analyze it, and the technology we need to manage it.

Much of the discussion about finding a perspective for the
incredible pace of change and how to respond to it hinges on
whether you approach it with concepts such as Thomas Friedman’s
flattening earth," in which the playing field is being leveled, or you
talk in terms of the globalization construct. The unprecedented
access to technology, to information, to knowledge has fueled this
activity in ways that we really are just now starting to understand.

1 Thomas L. Friedman, The World Is Flat: A Brief History of the Twenty-
first Century, T1st edition, Farrar, Straus, Reese, and Giroux, 2005,
ISBN 0-374-29288-4; “Updated and expanded,” Farrar, Straus and Giroux,
2006, ISBN 0-374-29279-5
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Even though we may find ways to explain it and understand it—
what 21st century warfare and deterrence and assurance look like
in that environment is a colossal challenge.

In 1999, a gent by the name of bin Laden moved from Saudi
Arabia to Afghanistan to the caves of Afghanistan. What the heck
are you going to do from a cave? Around the same time, in 1998,
a guy by the name of Shawn Fanning—a college student—worked
away at his computer writing code trying to figure out how to
share music peer to peer; and within a few short months, he was
able to capture—with a small organization that he put together
called Napster—25% of the profit margins of the record industry.
Likewise, a loosely knit alliance called Hamas took on a major
regional nation state with credibility.

“When you think about the fall of the Berlin wall in 1989
and Operation Desert Storm in Iraq in 1991, and Afghanistan
in October 2001, then back to Irag in 2003—when you
think about tsunamis and hurricanes and typhoons and
volcanoes and earthquakes and two pandemics—and all
of that occurring well within the short span of less than
a single adult life, that should give you pause—because
when you look back in history, that kind of activity is really
unprecedented. “

What are the implications of all of this activity and how do
you start to think about strategy? How do you think about an
effective way to manage the constructs of governance in that kind
of an environment? What kind of capabilities do you want to
have? How is it going to affect culture? How is it going to affect
the way we do business? How do you play in this sandbox?

When we started to work our way through these issues at
STRATCOM—the new missions and the accelerated activities—
trying to understand the model by which we could start to
participate in a meaningful way in this environment, the challenge
that was in front of us really had little to do with the the traditional
approach to business, which had always been: “How can | build
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this kingdom—how can [ turn it from one castle into an empire?”
All of the standard “Type A” things that we tend to do as leaders
and people really were not going to get us any place.

The simple As and Bs and Cs were that we had a headquarters
consisting of 5000 people, we now had five new missions, and we
had to build a new structure for managing them—so the typical
conclusion would be: “I guess | should be four or five times
larger.” That did not work for Ma Bell, it didn’t work for IBM, and
it was not going to work for STRATCOM. We now had a different
environment that we had to work in, so we had to move forward
in a different way. | will quickly step through a series of attributes
to our approach with elevator speeches on each attribute, and |
will be happy to let you pick them apart in the Q and A.

ATTRIBUTES OF THE NEW STRATCOM APPROACH

The first attribute | want to discuss is speed—and then | will
examine cyberspace and scale. What is the definition of speed
in the current environment? Is it going Mach Two in a fighter? Is
it a tank that goes faster, jumps higher? Is that what we mean by
speed?

Defining Speed

Where | generally face the biggest challenge in discussions
about speed is in trying to bring it into a different dimension for
intelligence, surveillance, and reconnaissance (ISR). When we
entered into the new construct of two major theater wars with the
added consideration of four critical regions, what has always been
a limiting factor became even more important: How long does it
take to swing intelligence, surveillance, and reconnaissance from
one theater to the next?

We in the military start with the issues of getting assets into
the new theater: “Okay, I've got to position the tankers so that |
can get the aircraft, and I've got to build a bridge so that they can
get from one theater to the next. How many days does it take to
find the tankers? How many days does it take to move all of the
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assets to the new theater—get them bedded down, get them ready
to go?”

No matter what you do, that process is measured in days
that are more than the fingers that | have on my hands (so as a
Marine, it is beyond my comprehension). It simply takes a long
time to position assets. But the reality is that from space, we are
just dealing with a few minutes. In our system of joint military
and government and intelligence agencies, there are at least 15
committees between me and those decisions, and each committee
gets at least a day to debate it, and they all tend to use their “no”
votes rather than “yes” votes. When you get to the theater, the
objectives are: find, fix, and finish. So, if it takes me 10 or 15
days just to get the assets there to find—it is simply too slow. It is
too slow when you are dealing with the weapon of choice today,
which is a short- or medium-range ballistic missile that can pop
out, shoot, finish its time of flight, and have an effect in something
under 10 minutes easily. So, we are faced with some mismatches
that generally stem from the bureaucracy—that conflict with our
need for quick response in different theaters.

“How are you going to erect your defense in 300
milliseconds? How are you going to detect that you are under
attack and do something about it in 300 milliseconds?”

The concept that we are pushing to any place on the face of
the earth in less than an hour isn’t about hypersonics—although
that kind of speed is certainly essential—it’s about how to find
something, fix it, and finish it any place on the face of the earth
in an hour. It's not only about how fast you can make something
fly or how fast you can find a target—it’s putting all of the pieces
together in an hour. That’s the challenge. Technology can find
things, get something that far, that quickly—technology can make
it precise; but how do you put it all together inside the decision
timelines of your adversary? That is at the heart of the issue in
the new world with which we are now dealing. It is the decision
timelines of the adversaries that we must beat; if we can stay inside



18 Unrestricted Warfare Symposium Proceedings 2007

of those timelines, we have a reasonable chance of outthinking,
outsmarting, and outmaneuvering them.

Cyberspace

Another aspect of how we define speed is a factor that |
believe challenges the notion that we can continue to do what
we have always done to conduct warfare by merely making it
go a little faster—that factor is cyberspace, the “cyber world.”
Decision cycles inside cyberspace are significantly different;
committees do not do well in cyberspace. If an adversary wants to
release a cyber virus from Baghdad—and he takes the long route
and goes out to geosynchronous orbit and comes back down in
Nebraska—he can do it in about 300 milliseconds.

How are you going to erect your defense in 300 milliseconds?
How are you going to detect that you are under attack and do
something about it in 300 milliseconds? That's the speed that
we're dealing with in decision-making and in maneuvering and in
command and control as we move through the 21st century. If you
do not have a strategy to operate in that environment, if you do
not have the technology, if you cannot assess what is happening
to you—then you are going to be outmaneuvered.

A major challenge that the cyber environment brings is that
it makes geography irrelevant. For the most part, our laws, our
governance—the nation-state construct—is based on property—
geography. The cyber world does not pay much attention to
geographic definitions and constraints. How do you apply the
constructs that we have today for governance to cyberspace?

So the issue of speed of decision-making, governance, and
the ability to manage requires more than just adapting what we
have today to work faster. If we do not understand that and make
it a priority, then we will continue to build the next bombers and
ships faster and faster, which is pretty much totally irrelevant.

Scale

The next attribute | want to discuss is scale. | tend to use a
business analogy to explain the process of scaling for agility. If you
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are dealing on a global basis, how do you achieve agility—that
is, the ability to tailor your activity to an individual actor? That is
hard to do strictly from within a single global construct.

STRATCOM has built a taxonomy that says that STRATCOM
will be a global provider, but the regional combatant commanders
will give us the agility for the transactions with the local actors;
they can tailor the tools that STRATCOM can bring to them to
the scale needed for that local area and activity. STRATCOM has
to provide enough breadth and scalability in that toolset to be
compelling.

Most of the transactions that occur between the global
provider—STRATCOM—and the regional activity involve
“finding the seams.” In business, the process most analogous to
the STRATCOM strategy is called arbitrage. How do you find
the seams, expand them, exploit the discrepancies, and scale
your response to the problem quicker than your competitor or
adversary can? STRATCOM provides the scale, finds the seams,
and helps the regional commander tailor his response—but he
provides the agility through individual judgment; he understands
the adversary, he can do the lead-turning, he can put the pieces
together to make his response effective against that particular
adversary.

When STRATCOM dealt in a monolithic strategy called
Mutual Assured Destruction, it had one tool. We simply cannot
address the world that way anymore. The Quadrennial Defense
Review (QDR) and the Nuclear Posture Review and other studies
have all concluded that we have got to have a bigger toolset to
counter a more diverse threat—a faster emerging threat, an agile
threat. | believe that providing a broader set of tools to respond to
an ever changing threat requires a critical construct: distributed
attributes.

DISTRIBUTED ATTRIBUTES

This concept, | believe, is the least understood amongst us
in the military. In business, many people define “distributed” as
a strategy of buying up all of your competitors, so that once you
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are established in many different locations, you are distributed.
The military equivalent of that is: “I will use some Navy and some
Army and some Air Force and I’ll have them moving around inside
my theater, so now | have distributed attributes.” | do not think
that is the essence—or the value—of being distributed. To me—
and where STRATCOM has taken the command—distributed has
more to do with leverage.

If you are a business, and you try to buy up everything to gain
the advantage of being widely distributed, generally the oversight
and management of your organization become so cumbersome
and lethargic that your competitors can soon run circles around
you. The same is true on the military side: Headquarters become
huge, forces overlap so much that they interfere with one another,
and the ability to be agile is lost.

“STRATCOM provides the scale, finds the seams, and
helps the regional commander tailor his response—but
he provides the agility through individual judgment; he
understands the adversary, he can do the lead-turning, he
can put the pieces together to make his response effective
against that particular adversary.”

After talking with many people in the organization as | was
coming into the job, we set an axiom at STRATCOM. We will
not change a process unless we can improve whatever it is that
we are changing by at least a factor of five. We apply our own
version of the Disney Principle [the iterative process of dreaming,
realizing, and criticizing]—if you cannot improve something
fivefold, you are eliminated from the organization. Sounds brutal,
but the objective is to prevent building big organizations that will
become a hindrance. That is not what being distributed is about.

Let’s take the example of ISR. STRATCOM wanted to be able
to build an ISR process second to none—global in nature, with the
scale, pace, and agility that we needed to fulfill our new missions.
We could have tried to build that kind of organization at Omaha.
With 10,000 or 15,000 people in 10 or 15 years, we might have
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come close, although | doubt it. It was much easier to take 200
people out of our headquarters, make them a component of the
Defense Intelligence Agency (DIA), and tell them, “go!”—which
is exactly what we did, and what we did in all of our functional
areas.

Do not build it—distribute yourself, diversify, find a way to
leverage off of existing excellence, and then drive it to a pace and
a scale that is aligned with whatever your objectives are.

| can accomplish a lot more by tapping an established
organization that is already 20,000 or 30,000 strong, already
global in nature—by simply placing a couple hundred people in
there to drive them crazy and to align them with what STRATCOM
is trying to achieve. That is how STRATCOM has moved across
all of its mission areas: The DIA has our ISR functionality; the
National Security Agency has our cyber functionality; the Defense
Threat Reduction Agency (DTRA) does nonproliferation/counter
proliferation/consequence-management for us.

We do not send intelligence people into DIA—we take
recovering F-16 pilots and warfighters and put them into the
organization. A different culture—put it in there. Let them get in
and amongst them. Tell them what it is we need—not what they
want to give us. That is how STRATCOM is getting leverage. If that
strategy results in anything less than a factor of five improvement
on what we are doing, we are out of there. Unfortunately, in some
cases, that has meant that we have had to tell some organizations:
“Sorry, not interested.”

CHANGING THE ORGANIZATIONAL CULTURE

Trying to understand where we could gain value and changing
the organizational construct to this kind of a model was easy
verbally but difficult culturally. The words flow readily; everybody
says: “The first thing we have got to do is be joint.” So we all sing
kumbaya and hug and say: “We are joint. And the last war was
the most joint conflict in the world. We've never seen better joint.
Thank God there was a river to keep the Marines and the Army
apart as they moved north. Thank God that the Army had enough
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spare radios so they could give them to the Marines so they could
talk to each other.”

That was our definition of joint. The reality is we are not
terribly joint. Beyond that, we have the issue of what | will say is
oftentimes more words than substance—integration with our allies
in warfighting—really cumbersome, really poorly done. How do
you build an organization that from the beginning integrates those
two as a precept, and how do you put substance into it? It is one
thing to put the idea of functional integration on your marquee,
and altogether another thing actually to be able to do it.

STRATCOM is working its way through the issues of
distributed attributes and integration, but the biggest challenge is
not technology, it is culture. We have got to figure out a way to
keep what is valuable in the existing culture and discard what is
getting in the way.

Industry and Academia

There are two more pieces that we have endeavored to pull
into this activity at STRATCOM that | would like to mention. If you
look at history, at least for STRATCOM, | think that we have lost
some aspects of our relationships with industry and academia.

The challenge we face is how to bring industry and academia
to the table—not as an adjunct or an afterthought—but as
integral players, to provide substance to the ideas of plug-n-play
and integrated synchronized activities. A possible solution may
consist of putting an American industry and an Allied military
together to solve problems for which there is no clear authority
or jurisdiction, but which might have a significant impact—such
as, for example, the Proliferation Security Initiative (PSI), which is
working with the international community to deter the spread and
use of weapons of mass destruction and their delivery systems.

How do you start to mix and match capabilities for the
problems you are really trying to solve; and how do you ensure
that these capabilities drive you in the direction you want to
go—not set you up for the fight you might not want to have? For
issues like PSI, the question is, where do we really want to end up
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in deterrence? What is the ultimate goal? The failure of deterrence
is conflict. So if we are trying to deter, the tools we need in what
we call Phase Zero and Phase One are often not battleships and
airplanes. How do you start to bring that to the table for the nation
so that you can broaden your toolset? The organizational construct
is critical for that.

“Do not build it—distribute yourself, diversify, find a
way to leverage off of existing excellence, and then drive
it to a pace and a scale that is aligned with whatever your
objectives are.”

| will tell you that we are not there by a long shot; but setting
an objective and grading ourselves based on how well we are
moving towards that objective helps the organization. STRATCOM
is pushing hard on that, and I think that a lot of what we all will be
discussing today will center on how to bring about fundamental
change in the organizational construct.

Cultural Redux

The last piece | would like to reiterate—and then | will open
the discussion to Q and A—is about culture, and how we manage
our way through the cultural challenges and the dynamics of
change.

We can attend these forums, and discuss these issues from the
perspectives of being in the seats to being up here in front; and
when we say we have got to change, we look around the room
and see all the heads moving up and down. But when you really
examine the issue, what you find out is that this change thing is
great as long as it doesn’t affect you.

How we manage the culture is a lot more about personal
dynamics and human demographics and how we work together
than it is about assessment of the technology. We are in a bit of a
bind right now; and it took us—I go back to my green eyeshade
past in the Department of Defense—it took us at least 15 years
to go from the Planning, Programming, and Budgeting System
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(PPBS) to Planning, Programming, Budgeting, and Execution
(PPBE). It has simply revolutionized what we do.

We are stuck in fielding legacy equipment that is “legacy”
before it ever hits IOC, and everybody calls it such. That kind of
agility is just not going to service well. We must find the interface
between the information age and the acquisition practices of the
industrial age; and we must transition from the governance of the
industrial age. How we do that is critical to whether or not we
stay a competitor; and we are not very good at that yet.

Let’s consider some command and control acronyms. How do
you outsmart your enemy? How do you stay inside their decision
cycles? Well, you can build systems like the AFATDS [Advanced
Field Artillery Tactical Data System] or the TBMCS [Theater Battle
Management Core System]—each letter’s about a billion dollars;
each letter’s at least a year just to change a line of code. What
are our adversaries using?—Google, Yahoo, MSN—uvery agile,
updated at least weekly, monthly—clearly effective. So from an
acquisition standpoint, if you compare a command and control
system built on an information-age model—with systems built on
an industrial-acquisition construct that is significantly different
culturally—the TBMCS, AFATDS—the standard packages that we
have for command and control—who has the advantage?

“We have got to figure out a way to keep what is valuable
in the existing culture and discard what is getting in the

V4

way.

Assume that the adversaries know who we are, assume that
they can tell us what we need to know—because we certainly
cannot figure it out on our own. God forbid that when we step
across the line of departure, they change things—because our
response cannot change; we are locked into our response based
on our information. Meanwhile, as the adversary is maneuvering
on our flank, he has got perfect information.

How are we going to change that? | do not know what is
going to happen when | step across the line of departure. | do
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not know what the adversary is going to do. But | do know that
the adversary is going to outmaneuver me if | don’t change. He
is going to be there to surprise me and he is going to work in my
seams; and | am going to try to do the same to him—and that fight
is going to be very dynamic. If my tools and my weapons are not
equally dynamic, | lose.

If you sit on the firing line of a network attack activity, a slash is
a whole new class of weapon. The warfight changes with a single
slash. How are we doing to change the mindset and the culture to
start to understand and be able to work in that environment?

Committees do not do well in milliseconds. A basic way of
doing business today is: locate a problem, identify it, discuss it,
come to some set of courses of action, brief that to at least four
levels or echelons of bosses, issue a directive to gather the forces
necessary, and then issue the authority to prosecute. The war is
over before you have even started.

We are going to have to figure out how to operate in that
environment, and it is going to stress the culture more than it is
going to stress anything else.

Collaboration

| would like to leave you with a final thought on the issue
of trying to move the culture of a large organization. It is an
interesting, dynamic task. We at STRATCOM did this initially with
collaboration: It is transformational—it just rolls off your tongue,
and everybody uses it, and it justifies money, and you can say,
“Oh, | collaborated on that. I'm in a distributed organization and
| collaborated.” Okay, got it.

Rather than develop a multibillion dollar software package,
we just took a cheap off-the-shelf commercial product and started
to work collaboration processes. How do we define collaboration?
If you ask someone my age what collaboration is, they will say
it's the number of people that | called on the phone to discuss
the issue. If you ask my daughter, it's how many chat rooms that
she can run simultaneously. If you ask my grandson, who is three
years old, he would say “It's the A key, grandpa. That’s the one |
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push to get automatic VTC with you at night to say good night.”
Collaboration means many different things to different people, so
you have to consider the attributes of the different tools.

Chat rooms are very fast, they exchange information quickly
between disparate groups, and you can make connections
that give you huge leverage, but you all have to agree to be
there simultaneously. The same with the phone. We started to
acknowledge the fact that although it is convenient for me to
conference at 2 o’clock in the afternoon, my forces in Diego
Garcia or in Okinawa do not necessarily like to do daily routine
activities at 2 o’clock in the morning. So we moved towards blocks
because you do not have to all be there at the same time and
you can follow the sun, so to speak, in your activities. Relatively
simple. Unfortunately, it does not play well culturally in a military
organization.

“We just do not need another 9/11 to compel us to start
to compete in this environment. We cannot wait for that
anymore. The proliferation of knowledge and access have
allowed individual actors to have the throw-weight and the
authority and the intellectual capital of nation states.”

God forbid that | talk to Lance Corporal Cartwright as a four-
star without at least 15 layers of command in between clearing
whatever Cartwright said. That is the culture, and we had to find
a way to work through the culture and command structure. After
we started using the new collaboration channels, during the first
six months, that is exactly what happened: An event would be
posted with a blog space where you could talk about the event
and experts could comment on it, so you could get input from all
directions, to help you decide what you wanted to do.

All of that was good, but the inputs were very slow coming
in. Why? Because the chain of command had become the chain
of information, so everything had to be staffed before being said.
Well, it didn’t do much for our speed of execution.
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So | had to threaten them with the fear of death, and things
started to happen a little bit quicker. However, we found in the
second six-month period—and it did tend to rotate on six-month
periods—that we had a situation called “the tethered goat.” That
is, Lance Corporal Cartwright would post the entry, but it had
been staffed and given to him by the Colonel: “Okay, say this and
use my name or use your name.”

“Cod forbid that when we step across the line of departure,
they change things—because our response cannot change;
we are locked into our response based on our information.
Meanwhile, as the adversary is maneuvering on our flank,
he has got perfect information.”

So, again, | had to use the fear of death: “You either stop that
or | fire you,” which generally gets their attention. We started to
move to collaboration. Collaboration in this flat environment
really puts stress on middle management. Middle management
owns the process. Their comfort zone and their power resides in
their control over process. If you start one of these experiments—
whether you are in business or you are in the government—you
will come to that realization very quickly.

This little collaboration tool is marvelous; it has got incredible
accountability, so you can tell what is happening anywhere in your
organization—so you can check out Lance Corporal Cartwright
in Shop X by typing his name into the tool and seeing everything
that he has done/contributed to. Often, the list is long; sometimes
the list is short. You put in Colonel Cartwright’s name and there is
usually nothing there. Why not, you ask? “I'm managing people.”
What is that doing for my bottom line? What are you really doing
for my organization?

It puts a lot of stress—whether you are that overt about it or
you are hopefully more subtle about it—it puts a hell of a lot of
stress on middle management. Because they are the ones who
will slow the decision down in order to enter into the process—
and process gives them security. How you take that on in a large
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organization—how you take that on in any large endeavor—is
really at the heart of how you are going to move forward in this or
not. It is a big challenge.

By nature, we do not generally like to change very much. If
the world changes, we like to make sure it changes those around
us—not us. We just do not need another 9/11 to compel us to
start to compete in this environment. We cannot wait for that
anymore. The proliferation of knowledge and access have allowed
individual actors to have the throw-weight and the authority and
the intellectual capital of nation states. That means they do not
have to answer to voters, they do not have to answer to a congress,
and they can have an incredible effect on you and me.

If we do not find a way to address that problem, we will be
in dire straights. I'll leave it at that. The end statement here is
that, if we are not willing to flatten out and get to these kind of
decision speeds and execution capabilities and integrated agile
organizations, then we will be the flattened—and that’s just not
where we want to end up. Okay? Appreciate it.

As | said, | am happy to let the Q and A go in any direction.
| tried to bring up enough issues to irritate the majority of the
audience here, so we can go in any direction you want to go.

Q_& A SESSION WITH GENERAL CARTWRIGHT
Q/Sl’): could you talk a little bit about the Africa Command with an

* integrated State Department duty structure?

= Gen.James Cartwright—The question is about Africa Command
and where we are headed in integrating State Department and
DoD activities. What ideas are being proposed, how could the
new command possibly follow a different model? One of the
key things that STRATCOM has been trying to understand is the
way DoD carves up the world versus the way State carves up the
world. The boundaries are not the same. Is that good or bad? Some
people think that’s good; some people think it adds unnecessary
challenge and keeps us from speaking with one voice.
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If you have a regional combatant commander for an area and
a group of ambassadors for that same area, how do you bring a
coherent message, how do you work preconflict-type activities
in that environment? We have had some dialogue about Africa
Command—whether it will add value to integrate activities
between State and DoD from the beginning, or whether it would
unnecessarily impinge on checks and balances in the government.
How do you approach this problem? My fear is that it will be like
the Army and the Marines going north to Baghdad. Although we
may have a common name, we might section ourselves off within
the organization in a way that will not be value-additive.

The good aspect of this could be that if we integrate, we might
find that the people in the State Department really do not all have
just one eye in the middle of their forehead, and they do speak
English, and we could actually find synergies where we could
both add to the equation. The question is: how do you incentivize
collaborative behavior?

Immediately, integrating goes against the process owners, so
you will have to shift and balance power within the organization.
You have to resolve internal conflicts such as who is in charge,
when are they in charge, what issues State works on, what issues
DoD works on—all of those things. The hope is that you can
get them in the room together, close the door, and throw pizza
under the door until they all start to behave—and that you will get
something out of this that might add value in a way that we have
not thought about. The opportunity in Africa is huge. If you can
start to shape activities—absent conflict, preconflict—in a way
that is coherent, you have a lot of potential there to move in a
positive direction. It's an experiment.

It is going to take some senior leadership commitment to
make everyone willing to accept new processes and modify
existing processes in the name of devising better ways to conduct
diplomatic and military activities. They will have to prove that they
are more than just a demonstration to be accepted, and they will
have to be able to interface in some way with all of the standard
processes that will not change in the rest of the theaters.
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So | think it has a huge challenge, but if senior leadership is
absolutely committed to it—which is the only way that | think it’s
going to have any chance of succeeding—then it may well yield
great rewards. | am hearing the conversations; | just have not seen
the commitment yet to really move forcefully in that direction.

Q Can you elaborate on the topic of distributed attributes?

= Gen.James Cartwright — I think there are two dynamics to this
discussion. There is value in a distributed organization that can
move assets to a problem quickly on a global basis and have the
appropriate scale associated with each problem; then there is the
regional commander who can bring the context and the agility to
match the right resource to the exact problem. How do you find
the balance between the two? The unfortunate element that tends
to muck up all of this is ownership. That is what people focus
on: “What do | own? My worth is based on how many planes or
sensors or whatever | own rather than what is happening.”

| have established a precept at STRATCOM that we adhere
to before we approach any mission area: | do not really want to
own any resources at STRATCOM. For example, | do not want to
own the ISR platforms. What we bring to the table are efforts to
understand globally what is out there, what is the problem set,
what is the likelihood of matching a sensor to the problem and
having some level of success, whatis the probability of engagement
success. Given that there are competing environments, multiple
problems, and not enough sensors to cover every problem, how
do you mix and match in a way that gives you the scale that
you need to solve a particular problem? Not owning the assets
unburdens STRATCOM significantly. Therefore, we stay mostly
on the assessment and analysis and global force management
side of the equation; we focus on applying these to the problems
at the appropriate scale.

What we tend to find when we do this—and we do a lot of
assessment activity—is that the ownership issue always surfaces.
Here is one example that just drives me crazy that comes out
of every single assessment we have done in every theater: A
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combatant commander asks you for a Rivet Joint. He does not
tell you why he wants it. He just wants the Rivet Joint, and he
wants it for a period of time—not for an effect, but for a period of
time—"I want it for six months.”

If you do not give him the Rivet Joint, he does not ask for
something else. So, was it the target that he was trying to prosecute
or was it the ownership of the asset? | have never had a combatant
commander come back and ask for an alternative when we did
not give them what they wanted. It bothers me. So, how do you
change that? You ask (or tell) the commanders two things:

1. “Tell me what the desired effect is, and then let
me offer you a range of solutions—because you
are competing with other combatant commanders
for the same assets. Let me offer you a range of
solutions and a probability of engagement success
associated with those, then you can pick and
choose or argue or advocate for what you think
your priority ought to be.”

2. “Define the problem we are trying to solve, and
when we solve that problem, time’s up. You do
not need to own the asset—I need to move it and
move it quickly to the next problem.”

That is where we have to change the focus. It is less about
ownership; but ownership is the prevailing culture. That is really
at the heart of the problem. When physical ownership is a priority
because it is a way that we gain stature and standing power, it
can become self-limiting because you are more focused on
the ownership and the management power of that activity than
you are on the probability of engagement success and trying to
understand what an asset is going to contribute rather than on
owning the asset. Ownership is as prime a human attribute as
they come, so trying to behave differently is a huge challenge.

Let me give you another example of the assessment role, and a
tool we are using. We call them kill webs. Essentially, they are all
of the different sets of command and control, sensors, and effects
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or weapons that would be available to you as a commander.
How do you string them together in different combinations to
understand the probability of engagement success, match them
up, and then solve more with a limited number of assets than you
would have by just parsing them out one at a time. The system
is not structured that way yet, but that is where we are trying to
move it. We think these kill webs—on the output side—allow
you to articulate to someone: “Here is the likelihood that this will
solve your problem.”

When we look at the input side of this activity, we ask, “Where
do I always hit a throughput node that causes me problems?”
That is where | am going to start to advocate for additional new
capability or more of what | already have. It gives you a way of
looking at the problem that—analytically and from an assessment
standpoint—allows you to articulate very quickly what the input
equation ought to look like and what the output equation should
yield.

That is the way we approach a problem, whether it is ISR
or Strike or Net Warfare. We develop kill webs that allow us to
understand the input side and the output side so that we can
move quickly.

The problem is that at the end of it, the organization still tends
to be more focused on ownership than it does on the product. That
is the culture that we have got to try to break somehow. From my
perspective, | do not want to own the assets and centralize ISR.
STRATCOM is focused on what are the connections of opportunity,
which ones take how long and what is the likelihood of engagement
success. When | look at the enterprise, | am asking, “Where will |
get the greatest leverage at my next acquisition?”

o Do you have a problem in matching your goals to the culture of
* the Congress?

= Gen. James Cartwright — Oh, very much so. The problem is
not in their acceptance of the methods—it lies in the committee
structure, it is in the lack of agility, to move adaptively. Congress
deals in one-year increments—that is a heck of a lot better than
having to justify everything for five years at a time. When people
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always point at the Congress as being the roadblock, my response
is you ought to carry a mirror every time you accuse somebody
of being a problem; because you are probably a major part of
that problem. Because of the committee structure, they have
had a heck of a time determining which committee STRATCOM
should advise. The problem with the committee structure is trying
to understand where the lines were between these disparate
missions. A major part of my activity is shuttling between the
intelligence committees, the standing committees, the armed
services activities, energy, and water, all of which have oversight
of the various mission areas. How do we reach consensus? How
do we move something forward? If one committee goes left on
you and the other one goes right—trying to square that is very
difficult.

Congress is very aware of this challenge, and to their credit,
they are working very hard to align across the committee structure.
This year they have moved in a way to allow me to focus my
consideration in three committee areas, down from nine last year.
They have moved in a constructive, accommodating direction.
They understand the opportunity and they’re trying to reinforce
the behavior and keep programs aligned so, for example, you
actually have a delivery platform for a weapon or the other way
around. They have moved much more aggressively than probably
even the DoD has on trying to help with alignment issues.

o You talked quite eloquently about the value of speed in terms
Qﬁ(gfaddca’ capability. Part of the fitting together that you talked
about is making good decisions within an extreme timescale. In the past six
years, what opportunities have we had to further develop that capability?

= Gen. James Cartwright — Opportunity is a double-edged
sword. One of the things that we have worked very hard in missile
defense and in prompt global strike is how do you—in the span of
an hour or in the case of missile defense, in a six-minute decision
timeline—how do you move to decision speeds in that timeline
that are more than just the decision of yes or no weapons release
or not? How do you actually get senior leadership to understand
the gravity of the issue in those timelines and be able to add
value?
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It goes back to the collaboration discussions. | cannot
guarantee you that the decision will be good, but let me give you
a sense of what happens today versus where we would like to be.
Today we would convene a conference on the phone and say,
“Problem X—I am trying to get some place in an hour; [ am trying
to make a decision in four or five minutes.” We spend the entire
time in discovery, briefing somebody with PowerPoint or voice
about what is happening—instead of spending that time asking if
| do this what is the nuance, what are the second- and third-order
effects, what assessment has been done that would give me a
model to understand what I’'m about to enter into? You cannot do
that by voice—not in those timelines.

v

... if we integrate, we might find that the people in the
State Department really do not all have just one eye in the
middle of their forehead, and they do speak English, and we
could actually find synergies where we could both add to
the equation.”

We are trying to move national command capabilities to
provide tools that give you the situation awareness either with
a picture—whatever makes an individual cognizant of what is
going on—and to do discovery very, very quickly and spend the
rest of the time understanding the implications and talking about
that, rather than listening to somebody brief you about what is
happening. That is a huge change in the way we do business.

Essentially, it means that the processes are running based on
a rule-set and people are intervening by exception. When they
intervene, it is giving them the time to think about alternative
courses of action, second- and third-order effect-type activities
instead of weapons release. It enables them to ask, “Am | in part
of the envelope, am | not in part of the envelope. How many
seconds have | got left to make a decision?”

Technically, it is relatively easy, but it is hard culturally to get
decision-makers to work in that way, and it is hard to get forces
to—in the missile defense example—it is hard to get all those
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layers across nine time zones to not want to manage every sensor
interaction, which would give you a stackup of time that would
make the shot irrelevant, or the defense irrelevant—and instead
have someone sitting there saying, “It looks good, | see no reason
to intervene, and letting it pass through.”

The issue is not whether or not we can cause the effect and
actually deliver something globally—we should focus on what
are the implications of being able to do that and what are the
regret factors of not being able to do that. Do | balance those and
what are my other choices? We need to be able to think about it
beforehand rather in the heat of conflict.

That is really the debate on prompt global strike. | think you
want to have an alternative in prompt global strike to a nuclear
only option. However, once you have this capability, what are
the implications? Am | going to enter into conflict or incite or
escalate in that activity unintentionally? How can | portray this
capability and take me in the direction | want to go, which is to
deescalate?

How do you start to understand? Because technology can
give you some wonderful tools, but at the end of the day it still
boils down to: what is the perception of your adversary, how are
you trying to change that perception, and which direction do you
want to change it in—and what is the likelihood you are going
to be successful at doing that? These are huge, huge debates that
ought to occur.

So, to the credit of the Congress and the Department and the
Administration, in my mind—many of these debates are starting
to be public, which I think is a good thing— including the nuclear
debates. | think it is critical to start to get these things up on the
table and let people talk about them. Without being able to do
that, you are really challenged.
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1.2 “KNOW YOUR ENEMY”—THE
IMPORTANCE OF SUN TSU’S
ADMONITION

If there has been one consistent theme in both America’s war
on terrorism and our melancholy involvement in Iraq it is a serial
failure to fulfill the timeless admonition to “know your enemy.”

The war on terrorism has now lasted longer than World War I
and our entanglement in Iraq for nearly as long. That we are still
equally far from winning cries out for precisely the knowledge
that we have instead neglected. “If you know the enemy and know
yourself,” Sun Tsu famously advised centuries ago, “you need to
fear the results of a hundred battles.” Yet, what remains missing
five and half years into this struggle is a thorough, systematic, and
empirical understanding of our enemy: encompassing motivation
as well as mindset, decision-making processes, as well as
command and control relationships; and ideological appeal as
well as organizational dynamics.

Why is it so important to “know our enemy?” ... Simply, without
knowing our enemy we cannot successfully penetrate their cells;
we cannot knowledgeably sow discord and dissension in their
ranks and thus weaken them from within; nor can we think like
them in anticipation of how they may act in a variety of situations,
aided by different resources; and, we cannot fulfill the most basic

Professor Bruce Hoffman is a tenured professor in the Security Studies
Program at Georgetown University’s Edmund A. Walsh School of
Foreign Service and former Corporate Chair of Counterterrorism and
Counterinsurgency at the RAND Corporation. He also served at the
Office of National Security Affairs, Coalition Professional Authority,
Baghdad, Iraq, during the spring of 2004. He is the author of Inside
Terrorism (Columbia University Press), May 2006.
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requirements of either an effective counterterrorist strategy—
preempting and preventing terrorist operations and deterring their
attacks—or of an effective counterinsurgency strategy—gaining
the support of the population and through the dismantling of
the insurgent infrastructure. Until we recognize the importance
of this vital prerequisite, America will remain perennially on the
defensive: inherently reactive rather than proactive—deprived of
the capacity to recognize, much less anticipate, important changes
in our enemy’s modus operandi, recruitment, and targeting.

Forty-five years ago, the United States understood the
importance of building this foundation to effectively counter
an enigmatic, unseen enemy motivated by a powerful ideology
who also used terrorism and insurgency to advance his cause
and rally popular support. Although America encountered many
frustrations during the Vietnam conflict, a lack of understanding
of our adversary was not among them. Indeed, as early as 1965,
the Pentagon had begun a program to analyze Vietcong morale
and motivation based on detailed interviews conducted among
thousands of guerrilla detainees. These voluminously detailed
studies provided a road map of the ideological and psychological
mindset of that enemy: clearly illuminating the critical need to
win what was then often termed the “other war”—the ideological
struggle for the hearts and minds of the Vietnamese people. Even
if the fundamental changes required in U.S. military strategy to
overcome the Vietcong's appeal went ignored, tremendous effort
and resources were devoted to understanding the enemy.

“Untilwe recognize theimportance of this vital prerequisite,
America will remain perennially on the defensive: inherently
reactive rather than proactive—deprived of the capacity to
recognize, much less anticipate, important changes in our
enemy’s modus operandi, recruitment, and targeting.”

Today, Washington has no such program in the War on Terror
in Iraq. Both America’s counterterrorism and counterinsurgency
strategies appear predominately weighted towards a “kill or
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capture” approach, targeting individual bad guys. This line of attack
reflects a fundamentally conventional military’s preoccupation
with the “enemy centric” warfare it has long been accustomed
to, trained for, and ineluctably prefers to fight rather than the
“population centric” approach that is at the heart of countering
terrorism as well as insurgency. It is also erroneously based on
the assumption that America’s contemporary enemies, be they
al Qaeda or the insurgents in Iraq, have a traditional center of
gravity, thus believing that these enemies simply need to be killed
or imprisoned so that global terrorism and the Iraqi insurgency
will both end.
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1.3 THE ACHILLES’ HEEL OF ANALYSTS

INTRODUCTION

TRADOC [U.S. Army Training and Doctrine Command] is
working on three or four dozen studies and analyses at any one
time, from tactical distributions systems and new trucks to convoy
protection. We are finishing a study on the Joint Light Tactical
Vehicle and making another annual run on Future Combat
Systems. We just completed a Precision Munitions Mix Analysis,
which won a Wilbur Payne Award, and the Unmanned Aerial
System Mix Analysis. The most pressing analysis underway right
now concerns the Army’s Tactical Ground Network.

Our diverse body of work over the years has taught us that
concepts are typically ambiguous, the data bases are miserable
to work with, and the models are inadequate to the task.
Furthermore, because of the compressed schedule of the work,
we have to build methods and models in stride with the analysis
and try to analyze data on the fly. It is a very tough business, and

Mr. Bauman leads the analysis mission of the U.S. Army Training and
Doctrine Command (TRADOC) and serves as the Director of the
TRADOC Analysis Center (TRAC). Under his leadership, TRAC has
been prized with thirty-six major DoD and Army awards for excellence
in analysis. During the past two decades, his agency’s analysis has
enabled nearly every major Army force transformation and weapons
acquisition. He received a Bachelor of Science in Aeronautical
Engineering as a Beech Scholar and a Master’s in Industrial Engineering
(Operations Research) from Texas A&M University. Mr. Bauman has
been recognized three times with the SES Presidential Rank Award
and received the Army’s Wilbur B. Payne Award for leading the Future
Combat Systems Analysis of Alternatives.
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it offers valuable insights to how we must analytically approach
unrestricted warfare in the future.

A DIVERSE ENEMY

The CIA translation of Unrestricted Warfare by the two Chinese
PLA colonels, Qiao and Wang, clearly reveals how unrestricted
warfare is different from conventional warfare (Figure 1). The
premise of their writing is that the militarily inferior can win
against the militarily superior.

Unrestricted warfare attacks will be integrated and target
the domains represented in the figure. That view has profound
implications: the authors do not see a nation like China necessarily
competing with us as peers or superiors militarily, and they do not
believe they have to.

Figure 1 Unrestricted Warfare

Soldiers are not the only ones that wage war—there are
counterfeiters, hackers, black marketeers, and free trade violators.
All these actors compose “the army” that is waging all aspects of
unrestricted warfare. In fact, attacks are going on right now within
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many of the domains represented in the figure. Are they coherent
and integrated? Probably not. But various state and non-state
actors are repeatedly probing in these domains. As Dr. Luman
noted, there is only one rule in unrestricted warfare: there are
no rules. However, the absence of rules doesn’t mean we cannot
perceive and analyze patterns in the behavior of those who are
conducting these attacks.

IMPLICATIONS FOR ANALYSTS

The 2006 URW Symposium was excellent in its scholarly
attention and exploration of what URW suggests for the
community of modelers, analysts, and data gatherers. In his talk,
entitled “Tailored Deterrence: New Challenges for the Analytical
Agenda,” Charles Lutes mentioned six key features of URW:

1. Nonlinear

2. Expanded time domain

3. Inherent dynamism within the system

4. Informational, cognitive, behavioral aspects
5. Immense diversity of targets and tactics
6

. Contextually rational behavior of enemies (vice
shared values and norms)

He concluded that the methods that an analyst uses to evaluate
warfare are insufficient to evaluate unrestricted warfare.

One particularly interesting point is the contextually rational
behavior of the enemy. In other words, we may not understand
them to be rational; but within their own context, they are. If we
do not understand that, we cannot treat the enemy properly in
our body of work. Lutes also said that we need a renaissance of
thinking and a new generation of luminaries. He talked about
three steps for analyzing this kind of enemy: elucidate, estimate,
and then evaluate as we move into this environment. Finally,
he called for a shift in perspective that leads to new ways of
connecting data and interpreting exhibited behavior.
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The theme of this paper is data—interpreting, collecting, and
connecting the data and interpreting and predicting the behaviors
that we see in this new environment. At last year’s symposium,
Blackett’s Circus was twice cited as an early example of the kind of
operations research that URW demands. Blackett was the British
astrophysicist during World War 1, who led a multidisciplinary
team in determining where to base the radar-guided guns for
coastal defenses. Blackett’s success showed that, to understand
an environment, we need to analyze the data to examine possible
influences, explore relationships, and eventually mathematize
them. In other words, if we are going to address URW, we have to
understand what we are working with. We must observe, gather
data, theorize, develop hypotheses, and test them against the
data. Someone characterized this as “data intensive casework,”
which is particularly apt. To paraphrase a paper from the 2006
URW Symposium, we have to manifest the value of information
in our force-level work.

“. .. to understand an environment, we need to analyze
the data to examine possible influences, explore relationships,
and eventually mathematize them.”

At TRAC, we have been able to model the layers of the
network in excruciating detail at the force level, especially for
brigade operations. We can generate and track discrete messages
all the way through the system to the points where decisions
are made using the information represented by these messages,
and those decisions have traceable impacts on tactical and
operational outcomes. It represents an Army modeling and
analysis enterprise that few, if any, organizations have been able
to duplicate. It requires very meticulous, very detailed work and
very precise performance-level renderings of networks. But those
networks are a manifestation of the physical world of warfare,
and the outcomes are almost exclusively kinetic; they do not yet
adequately account for the cognitive and behavioral aspects of
military operations.
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What has been done to date with new network concepts
is enormously exhausting in terms of the intellectual work, the
tedious business processes, and the complex modeling that have
to be built-out and continually updated as the network changes.
This set of challenges is but a glimpse of those facing analysts of
URW.

COMPLEX ADAPTIVE SYSTEMS

Table 1 is a list of some of the features of complex adaptive
systems, which apply to unrestricted warfare. These systems
are difficult to work with and require a lot of data to achieve
acceptable accuracy and predictability. | do not know of any cases
in the Army where we have applied complex adaptive systems
successfully. Complex adaptive systems have not yet been proven
for the kind of problems we are facing—for example, where do
we define the boundaries? If we keep trying to identify all the
interrelationships, the cost keeps growing, and soon—to quote
a familiar adage—we find ourselves trying to define the universe
and present three examples.

Table 1 Complex Adaptive Systems

* Many interacting elements.

e Causality is complex and networked.

e Number of plausible options is vast.

* “Intelligent” context-appropriate behavior.

e System behavior is coherent (exhibits recurring
patterns) but not fixed (the rules keep changing).

e Diverse, flexible responses towards any given end.
 Agility (rapidly change tact to be more effective).
* The system learns from experience.

 Predictability is reduced.

Holland, “Hidden Order: How Adaptation Builds Complexity,” 1995.
Grisogono, DSTO, Australia, 2006 C2 Research & Technology Symposium.
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How do we define the problem and find the data needed
to analyze it? The system behavior is coherent. The system can
exhibit recurring patterns, but the rules keep changing. If there
are enough data, a pattern can be discerned and analyzed even if
it is shifting. The system is going to react to outside stimuli and try
to find a way to always be successful despite barriers. It is going
to learn, it is going to adapt, and it is going to keep changing.
To use such a system in the work that we are doing, we have to
have robust data and a very robust feedback loop built into the
complex adaptive system that we are modeling so that we can
keep up with the adaptations in the URW environment.

We are not adapting fast enough, but our adversaries are. The
models that we build today are very difficult to change and very
difficult to adapt. We need to search out new ways to represent
this environment of unrestricted warfare. As Holland noted in
Hidden Order: How Adaptation Builds Complexity, “an initially
poor predictor will improve over time as feedback is used to
refine the models . . . 7 In other words, our URW model cannot
be static. We have to design a model that will dynamically adapt
as we tap the data base and understand what it is telling us. As we
weigh how to analytically tackle the dimensions of URW, the use
of complex adaptive systems deserves much more attention.

GROWTH IN DATA: AN OPPORTUNITY

Figure 2 shows the amount of digital data in billions of
gigabytes that is expected to be generated worldwide by 2010.
Leveraging this volume of data to our advantage is an enormous
opportunity and, in my view, warrants a DARPA-type approach.
There is already an enormous wealth of data freely available
and readily accessible in many forms from a variety of sources.
As a topical example, law enforcement agencies have begun
monitoring YouTube for clues to crimes; and that is just one
example of many. What are we doing to tap into these enormous
data bases and use them to our advantage to ward off potential
attacks on our nation?
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Figure 2 Digital Data Generated Worldwide: 2006-2010

BGl—Barclay’s Global Investors—is a classic data quantifying
organization and an outstanding example of how to manage and
exploit data successfully. It is America’s largest group of money
managers, with $1.6 trillion under management. Its original
claim to fame was that it invented the index fund. Its goal is to
systematically beat the market by harvesting the alphas—the
gains above market return. In the past 5 years, it has generated
$20 billion in alpha. It is successful for several reasons:

Itemploys over 100 PhD statisticians, who are credentialed
in financial engineering, physics, applied math, and
operations research.

At any given moment, it is working on 50-60 new alpha
theories, comprising scores of new statistical factors.

Theories are tested against terabytes of historical data that
are continuously updated.

Techniques are derived from fuzzy logic, neural networks,
Markov chains, and nonlinear probability models.

It executes thousands of trades per day on more than
12,000 stocks and debt issues, based on continuous
number crunching.
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What is more important, creating wealth for your customers
or defending the nation? Obviously, the litmus test for being a
successful data manager and miner is creating “wealth” for
your clients. Here is an example where the equities market
has maintained, developed, managed, and made available in
a matter of milliseconds enormous amounts of data to a wide
variety of money managers so that they can create wealth for their
customers.

We have nothing comparable in DoD. Yet, in the financial
sector, there is a treasure of very valuable data accessible to
everyone. These sector companies hire the best and brightest from
the leading institutions and pay them very handsomely, but many
of these financial specialists seek out those companies because
they are at the cutting edge of research in their fields.

Barclay’s is incredibly successful, in large part, because of
its mining of data bases. Its leading experts posit theories about
where they might be able to harvest alphas. They look for trends
in the marketplace that offer potential gains above the market.
Then, they vet and debate their hypotheses with their colleagues
and test their theories based on historical evidence by tapping
into BGI’s terabytes of data. In other words, they seek compelling
hypotheses and subject them to hard data. As a recent issue
of Business Week reported about Barclay’s, “If a thing cannot
be measured and factored into a hypothesis for testing against
historical data, Barclay’s has no use for it. They have essentially
purged human fallibility from the system.”

BGI is an excellent study of how a profit-motivated
organization has prospered by tapping into a very rich data base
even when those same data are available to its competitors. The
last paragraph out of the article from Business Week makes a great
analogy—it calls BGI:

... the Wall Street equivalent of one of those giant factory
fish trawlers that have revolutionized commercial fishing.
This superquant methodically cruises global markets, suck-
ing alpha from the depths while everyone else drifts about
in rowboats, corks bobbing pathetically atop waters that
are nearly fished out.
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That is a wonderful summary of what Barclay’s is doing with
data mining. There is only about $30 billion of alpha out there for
all of us, and Barclay’s is reaping about $5 billion of it—the direct
result of an extraordinary data mining enterprise.

OIF DATA BASES

Now let’s turn to our military’s most ambitious operations data
base, one that is relevant to URW, albeit in a far less grander scope
and scale—the data being collected in-theater for Operation Iraqi
Freedom (OIF). This evolving data enterprise is not nearly the
scope or scale of BGlI’s, which should be of great concern to us
given the hardships it already faces.

The OIF data are collected in a data base called the Combined
Information Data Network Exchange or CIDNE. This data base
collects three types of data: operational data; polling data, which
have a kinetic focus; and assessments by subject matter experts
(SMEs). The data are in raw form and are input by numerous
parties, including the Coalition Forces (CF) and the Iraqi Security
Forces (ISF). Those data are not integrated within CIDNE; they're
entered separately and remain separate or non-relational. Little or
no political, social, economic, or infrastructure data reside within
CIDNE; and there is no strong data czar in total control, although
Multinational Forces Iraq (MNFI) issued a memo recently that put
a knowledge management (KM) officer in charge of the data base,
albeit with limited real authority.

Each of the 150 or so fields in CIDNE is assigned to various
offices in a lead or support role. To add new data fields to CIDNE,
the Corps Commander sends out a fragmentary order (FRAGO)
to input new data. However, when he did that recently, some
summarily ignored it, for a variety of good reasons owing to the
regimen of real operations.

What eventually make these data valuable are downstream
data bases that are created by “cleansing” the CF and ISF data. For
example, every Friday, a team from the Center for Army Analysis
(CAA) updates the data from the two previous weeks. By noon
on Saturday, any authorized person can tap into the network
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and conduct analysis. The system is getting better thanks to the
Herculean efforts of a few individuals, but it is still far from what
we need to effectively wage war in a URW environment. Our OIF
data base experience tests our patience and exposes weaknesses
in how we collect, manage, and mine data in a complex
environment resembling aspects of URW. Also, the data are largely
kinetically focused. What about all of the other dimensions of
unrestricted warfare? How do we get all those data in the data
base? Who is going to be in charge? How do we manage security
and classification issues when data with multiple classification
levels are all in one data base? Who should have access so that
the quants of our military can test their theories and make them
available in defense of our nation?

“CIDNE collects three types of data: operational data;
polling data, which have a kinetic focus; and assessments
by subject matter experts . . . Little or no political, social,
economic, or infrastructure data reside in CIDNE; and there
is no strong data czar in total control.”

Another issue is trust among different government agencies.
At present in Irag, DoD cannot access the State Department
network to download or upload data. The only way DoD can
enter data in the State Department network is to key them in.
This present day lack of coordination and connectivity offers a
glimpse of future challenges in fully leveraging a comprehensive
data base spanning multiple agencies and domains for purposes
of analyzing URW.

SOLUTION: LEADERSHIP, INVESTMENT, DATA
ENTERPRISE

Three resources are critical to solving this problem:

* Enlightened, take-action senior leaders.

* Money, lots of it.

* An unprecedented data enterprise.
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It has been very difficult to convince senior leaders in the
Army to invest in models, simulations, and data bases of emerging
network-centric concepts. That experience is a harbinger of what
to expect for URW. We need enlightened, take-action senior
leaders who will understand the need for a whole new business
enterprise associated with modeling and analysis.

In 1991, Paul Davis and Don Blumenthal of RAND wrote a
paper, entitled “Base of Sand,” which criticized military models
as woefully inadequate to represent the emerging concepts of that
time. Davis followed up in 2001 with “Effects-Based Operations:
A Grand Challenge for the Analyst,” which made the same
point: the then-current methods of modeling and analysis were
inadequate for effects-based operations, and new theories and
methods and a new empirical base should be vigorously pursued.
Today, we are hearing the same criticisms that we heard 15 years
ago. Will we hear the same thing years from now when we are in
the midst of unrestricted warfare?

Our leaders must be willing to provide sufficient funding for
a new modeling and analysis enterprise. Otherwise, we have to
scramble to keep up with the changing environment. It is unlikely
that corporate DoD is going to make the kind of investments that
are needed without enterprise-wide agreement. In 5 years, there
will inevitably be some new criticism of modeling and analysis.
Although there will also be some improvements, we will not be
totally prepared to deal with what might arise in the future.

“It has been very difficult to convince senior leaders in
the Army to invest in models, simulations and data bases
of emerging network-centric concepts—a harbinger of what
we face for unrestricted warfare.”

It is our responsibility to educate senior leaders about the
importance of addressing these challenges. Whatever modest
success we have had in representing the new networked concepts
and operations has happened because we convinced a few key
senior leaders that they need to invest in this area. Further progress
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is going to take financial commitment. If we're serious about
confronting unrestricted warfare with modeling and analysis to
determine what capabilities to invest in, how to analyze operations
in real time, predict what our adversaries are learning and will do
next, adapting our strategies and tactics ahead of our enemies,
then we need significant funding and talent—perhaps seeded by
DARPA.

Finally, that commitment of resources and effort must result in
an unprecedented data enterprise that will turn the DoD modeling
and analysis community into the Barclay’s of defense.

CONCLUSIONS

Huge quantities of diverse data are going to be readily
accessible in the future that will cross over all the domains of
unrestricted warfare. The sobering question is this: will we be the
ones that most effectively exploit those data and do it first to our
advantage, or will that prize belong to our adversaries?

Q_& A SESSION WITH MR. BAUMAN
Q You mentioned the challenge of encountering thousands of

o exabytes of data on the Internet. The challenge versus, say,
Barclays is that there’s no standard metric for what you're searching for.
How do you decide what you want first?

= Mr. Michael Bauman — | agree with you. What is the strategy?
What goals are our senior leaders establishing for how we conduct
operations? What is a campaign in unrestricted warfare? What
goals have we set so that we can establish those metrics? The goal
at Barclay’s is to make lots of money, but supporting that goal
is a lot of subordinate metrics, like cash flow and pre-inventory
levels, which sound very arcane to us.

What are our objectives here? What is our strategy? What are
our goals: Containment? Deterrence? Defeat through attrition?
Hearts and minds? Control of the information operations
campaign? Our senior leaders have to provide that kind of
direction at a national level.
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I would like to follow upon what was said earlier. One of our
problems with Information Operations (IO) at the strategic level
is that different groups are all working independently on pieces of
the same problem, and they don’t coordinate well. But it's much
more than that. The IO campaign has to go from the strategic level
down to the tactical level. The relationships among activities at all
levels have to be understood to wage an effective IO campaign.
How do we build the processes and understand the patterns so
that we can effectively do that?

Let me mention something that’s going on in-theater right now.
[l Corps approached us and asked us to help them determine if
they were collecting the right data and had the right measures to
gauge whether they were achieving their campaign objectives.
Over the course of many vyears, they had developed a lot of
objectives, a lot of metrics, and a lot of data attributes that they
were collecting. But nobody was checking to see if the measures
actually told them if their actions were having the desired effect.
There has to be feedback in the system that indicates whether
or not a specific action will lead to the desired outcome. We're
helping Il Corps in-theater to understand which of those metrics
are relevant to what they’ve established as desired effects.

What we haven’t done is collect the data that are most relevant
and then conduct statistical tests to establish how strongly those
measures are correlated with desired outcomes. The units are
rolling through the theater and back out; and every time one
leaves, there are more measures left behind requiring more data to
be collected. But the correlation is missing. We have to have that
feedback in a system like this because we don’t understand what’s
at work. It’s not kinetic. It's very unusual for us as military analysts
to deal in this environment. So we've got to first understand it.
And you must have data to do that.

o You talked about various resources needed for this program. One
Q/Qflllc things that I don’t see is training of new, potential leaders.
They're going to have to get smarter to do this stuff, particularly in the time
involved.

= Mr. Michael Bauman — Do you mean military leaders?
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® i wartine.

Q The whole group of people who is responsible for decision-making

= Mr. Michael Bauman - It's gratifying that General
David H. Petraeus and General William S. Wallace are both
leading a new generation of officers and Soldiers. Their influence
is reflected in the Army’s new manual on counterinsurgency,
published by TRAC’s parent command TRADOC. It addresses the
behavioral aspects of the environment were working in today,
often referred to as the human dimension. In fact, some papers
have been published within the last couple of weeks on the
human dimension; and conferences are planned. A few years
ago, General Wallace hosted a conference that assembled social
scientists and anthropologists with warfighters to explore the kind
of environment we're operating in today. On the military side, at
least through the senior leader development programs that exist in
the Army, we're educating a new generation of military leaders.

| can’t speak to what's going on in the civilian sector. In DoD,
many come from industry. Some kind of program is going to
be needed to bring them onboard intellectually. There’s a lot of
ignorance about this problem even in my own organization as
well as throughout DoD. It's going to take education and training
to remedy.

At least in the Army, we're seeing a lot of traction in educating
leaders. | think there will be a future generation of Army leaders
that understands it much better.

L[]
Q What do you do about data overload?

= Mr. Michael Bauman — Do you mean in the sense of an analyst
being data overloaded?

Q Yes.

= Mr. Michael Bauman — That’s a real problem. But again, |
believe we're going to have to turn to software to help us with
that. Still, at the end of the day, somebody has to sit down and
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look at what that software is telling us and figure out if it makes
sense in explaining why things are the way they are.

Barclay’s challenge is that it still takes a human being,
someone knowledgeable, to decide whether or not the product
of the data mining, software tools, and the mathematization of the
data makes sense. If it doesn’t pass the so-what test, it’s worthless.
A marriage of software with human intelligence and skills can
help with that problem.

However, if you're talking about overloading Commanders
with data, that’s a whole other problem that needs to be treated
with much more sophisticated man-machine interfaces. | have
joked that we ought to have Windows for Warfighters, enabling
commanders to carry around their own portable, customized
version of battle command software, tailored like Microsoft Office
enables, to access data in the way that's most comfortable to them,
adapting it as they grow throughout their professional careers.

o Do you give the Commanders a one-paragraph executive
°  summary?
-

= Mr. Michael Bauman — You're asking a question about the
whole analysis business enterprise. | don’t think it’s possible to
do that for the complex problems that TRAC most often analyzes.
Our shortest executive summaries are typically several pages
long. | haven’t produced a one-paragraph executive summary in
a long time.

| wouldn’t take any executive summary to a senior leader if
| didn’t know what he’d ask in the first place and if | didn’t have
an answer to his question. My organization is not in the business
of expanding the body of scientific knowledge, nor are we in
the business of trying to defend the so-what of anything. TRAC
is in the business of answering hard questions about complex
problems posed by senior leaders. We try to do the analysis right
and deliver the answer based on the evidence we have. The
Commander wants to be confident you did the analysis right, and
that takes more than one paragraph.
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1.4 TECHNOLOGY POLICY MESSAGE:
ADAPTING TO URW

INTRODUCTION

The following is a transcript of a speech given by the DARPA
Director, Dr. Anthony Tether, at the 2007 URW Symposium. The
transcript has only been lightly edited and should be read with
that understanding.

DARPA is actually a very small organization, roughly 240
people comprising about 140 or 150 technical people. Only about
2% of our budget is used for agency operations; the remaining
98% goes to industry and universities. That means that we count
on all of you for ideas.

What makes DARPA different than any other place in the world
is that, by design, the program managers have been there for only
a very short time—four to six years. They come from industry,
universities, and government. If they are in the government, they

Dr. Anthony Tether founded and was CEO and President of the
Sequoia Group, which provided program management and strategy
development services to government and industry. From 1994 to 1996,
he was CEO for Dynamics Technology, Inc. From 1992 to 1994, he
was Vice President of Science Applications International Corporation’s
(SAIC’s) Advanced Technology Sector and then Vice President and
General Manager for Range Systems at SAIC. Before that, he was
Vice President for Technology and Advanced Development at
Ford Aerospace Corporation. Dr. Tether has served on Army and
Defense Science Boards and the Office of National Drug Control
Policy Research Committee. He received his Bachelor of Electrical
Engineering from Renssalaer Polytechnic Institute. He earned his
Masters and Ph.D. in Electrical Engineering from Stanford University.
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have to give up their career status and become term employees.
There are no careers at DARPA. We hire people for their ideas.
They give up a lot; come to a place where they know they will
not have a career; and sometimes, with the new ethics laws, are
not sure they can get a job when they leave. But they all have one
thing in common—they have an idea that they could not work on
where they were. DARPA gives them that opportunity.

We have one organizing principle: if you put people with like
interests together, after a while, they will start to like and trust
one another. When that happens, you get a nonlinear effect in
the generation of ideas. That is really what DARPA is about. If
you want to know what is going on at DARPA, do not look at the
titles of the offices; look at the topics under them. We try to create
these offices with topics that are multidisciplinary. Even though
the technical people might cluster around their own disciplines,
they cannot help but meet people in associated disciplines.

THE DARPA MISSION: BRIDGING THE GAP

Where does DARPA fit in? The science and technology
programs for the Armed Services tend to be near- to mid-term
programs. This is great science and technology but it typically
deals with known systems and concepts—making radars more
sensitive, jet engines more efficient, and so forth. That should not
be a surprise—people tend to put today’s problems at the top of
a list rather than future problems. So when the funding line is
drawn, what usually survives is on the near to mid end.

But there are folks on the far end who will say, “We can move
atoms around. Tell me what you want, and | will create the material
for it.” For them to be funded, they have to be like an electron and
tunnel their way across this gap. President Eisenhower created
DARPA nearly 50 years ago for one purpose: to bridge that gap
(Figure 1).
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Figure 1 DARPA’s Role in Science and Technology

When the Russians beat us into space, it was an embarrassment
for this country, especially because it was the geophysical
year, when we were supposed to go to space. When President
Eisenhower asked how that happened, he found that it just wasn’t
high enough priority. But there were plenty of people out here
on the far end who said, “If you wanted to go to space, we could
have done it. But you had to give us the money.” So DARPA
was specifically created to never let that happen again and was
chartered to mine the far side, find those ideas and concepts that
could be taken from the far side to the near side, and then pass
them on for development.

50 YEARS OF ACCOMPLISHMENTS

What have we done in 50 years? Figure 2 shows some of
the programs that DARPA brought from the far side to practical
development. They range from Saturn to Global Hawk and
Predator. What will DARPA do in the future? | am going to highlight
just a few of the ones that are most relevant to this symposium’s
theme of unrestricted warfare.
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Figure 2 DARPA Accomplishments
SUPPORTING THE WARFIGHTER

The next few figures describe some of the DARPA programs
that are supporting our warfighters in Iraq today.

DEFENSIVE SYSTEMS

The Bar Armor Counter RPG System (Figure 3) prevents an RPG
[rocket-propelled grenade] from forming its jet when it pierces a
vehicle. It is not 100% effective, but it does it well enough that the
enemy in Iraq no longer fires RPGs at strikers with the bar armor.

Boomerang is a system that detects hostile fire. When
DARPA developed it in the 90s, the Army said that there wasn’t
a requirement to know that they are being shot at while on the
move. In 2002, General Alexander called me and said, “I've got
guys coming back, their vehicles are all shot up, and they don't
even know they’re being shot at. Can you help?” And we did.
BBN resurrected Boomerang and produced the units, and they
are now deployed in Iraq. They are inexpensive—on the order of



Chapter 1 Featured Papers 61

$8,000 to $10,000 each. The word is out among our adversaries:
“Don’t shoot at the vehicles that have that thing on them because
they’ll shoot back.”

Future Icons
* Networks — Self-forming, Robust, Self-defending
* Sensors to detect and precisely identify elusive targets

* Real-time language translation to replace linguists (Defense

Language Institute, lll — V)
* Air Vehicles — Fast Access, long loiter for military
operations

* Space capabilities to enable goal military operations
Core Technologies

e High-productivity computing system — peta scale
computer

* Prosthetics to enable return to units without loss of
capability

* Quantum Information Science for new computational
capabilities

* Low-cost titanium to enable routine use (3.5/Ib military
grade alloy)

* High Energy Liquid Laser Area Defense System as a
penetration aid to replace stealth

Figure 3 DARPA Programs Supporting the Warfighter

RAPID-REACTION SUPPORT NETWORKS

We are in a revolution today. Back in the old days, our targets
were not moving. We could take our time disabling them, but
our enemies quickly learned that a fixed target was a dead target
against the United States. They learned how to become mobile
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and to fractionate themselves into small groups. We can no longer
tolerate the time gap between finding the target and taking care
of it. To prevail in the battles of the future, we have to be able
to respond quickly. That is one of the reasons for Predator and
Hellfire.

What do we have to do to defeat the enemies of the future?
Everything will have to be integrated (Figure 4). Assets used to
find targets will be used to destroy targets. The battles of the future
will probably not be force on force. Tanks are still important, but
they are going to be used differently. In the battle scene of the
future, the network integrating everything becomes the weapon
of the future and has to be reliable and dependable. It has to be
self-forming as the forces flow in because the network now is as
important as the platforms, maybe even more so.

Figure 4 Network-Enabled Shift

NETWORK-CENTRIC STRUCTURE

At DARPA, we have broken the problem down into two parts
with a gap between them (Figure 5). First, there is the network-
centric enterprise, the strategic level, the back echelons. These
are the people with high clearances and typically great fiber
bandwidth. They do all the planning.
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Figure 5 Military Operations Network-Centric Structure

Down at the tactical level, all connections are wireless. Here,
the network cannotrely on infrastructure because the infrastructure
is too easily disabled. The infrastructure has to be part of the flow
into the system. The people at this level do not have clearances;
some are coalition partners. It is a nasty environment, with a lower
bandwidth. These people have to be connected so that they can
exchange information that is not readily available, know what is
going on, and resupply any lax areas. That is part of how to bridge
the gap between these two organizations.

As nodes come and go at the tactical level, the network has to
recognize and accommodate it—take the node out, put the node
back in, etc. And it all has to happen automatically. That is a tall
order; but several years ago, DARPA proved it could be done. We
built prototype radios and showed that dismounted warfighters
could not only be connected, they could know where one another
was. The Army took the prototype over and developed it into the
compact Soldier Radio Waveform.
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NETWORKING FOR SITUATIONAL AWARENESS

We went even further. We created a program to interconnect
all the platforms (Figure 6). If a platform went out of line of sight,
we developed techniques for holding the information going to it
until it was back on the net.

Figure 6 Small-Unit Operations Situational Awareness System

Everyone wanted thatcommon radio. Butitwas very expensive,
and we had a lot of legacy radios. Further, we did not really know
how people were going to use a common radio because we had
not been able to give them a network-centric capability.

We asked ourselves if we could network those legacy radios
to the point of true network-centric warfare, which is what we
needed to be able to respond to the current and future enemy.

SELF-FORMING NETWORKS

The result was the Future Combat Systems-Communications
(FCS-C) gateway architecture, which could seamlessly connect
each of the radio systems, whether on a vehicle, airborne, or
carried by an individual Soldier (Figure 7). If people in the First
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Battalion using the PRC-119 wanted to talk to a Company, the
gateway would automatically change the protocol. A similar
gateway is what allows a user with a Global System for Mobile
Communications (GSM) cell phone to talk to someone with a
Code Division Multiple Access (CDMA) cell phone. The difference
is that the FCS-C does not need towers or infrastructure.

Figure 7 FCS-C Network Centricity Demonstration

We overcame the problem of finding the local radio spectrum
by having the radios themselves find the spectrum and create
the network based on the spectrum at the time. Even though the
spectrum was 100% allocated, we found that only 5% to 10%
was actually being used at any instant in time. The result was the
neXt Generation (XG) communications technology, which was
demonstrated last summer (Figure 8). When the radios come in
to form the network, they listen to the spectrum, find the part that
is not being used, and go to that part. Everybody on the network
tunes to that part. If there is interference, the network recognizes
it and goes to another part of the spectrum. We also showed that
the network can stay ahead of a jamming system that constantly
goes to the part of the spectrum in use.
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Figure 8 neXt Generation (XG) Communications

CHip-ScaLE Atomic CLock

The problem is that we need the spectrum to network the
weapon, and the enemy knows it. It is going to try to take the
network down with the same kinds of commercial networks it
is using now for situational awareness, calling down fire, etc.
One of the easy ways to disable a self-forming network is to jam
its GPS [Global Positioning System] so that it cannot get a time
signal. One of our program managers proposed putting a low-
power chip-scale atomic clock in every radio that would provide
precise time for several days (Figure 9). Our goal now is to reduce
the size of that chip package to 1 cubic centimeter. We are well
on our way to enabling a soldier to continue to talk with a Single-
Channel Ground and Airborne Radio System (SINCGARS) for
several days without a GPS.
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Figure 9 Chip-Scale Atomic Clock
ORCLE

Another system we are developing is the Optical and Radio
Frequency Combined Link Experiment (ORCLE) (Figure 10).
ORCLE combines a high-data-rate laser and a colocated radio
frequency (RF) link. The idea here is that, no matter where you are
around the world, sooner or later, you will find a fiberhead. If one
airplane is connected to a fiberhead and the rest to ground units,
you can communicate around the world over that fiber. When
the Transformation Communications Satellite (TSAT) is deployed,
ORCLE is designed to connect to that fiber for a virtual fiber linkup
in the sky. The RF link helps the lasers link up and self-form the
network and also ensures conductivity if clouds are obscuring the
laser beams. The result will be a system that always allows low-
bandwidth, high-priority messages to get through.
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Figure 10 Optical and RF Combined Link Experiment (ORCLE)

OPTICAL MEMORY

DARPA is also building the next-generation core optical
network, an all-optical Internet that will self-form and immediately
repair itself if the fiber breaks (Figure 11), The network will allow
people in the military anywhere to transfer large quantities of
data and imagery through the ORCLE network. One problem we
had to overcome was how to store optical communications in an
all-optical router if they could not be sent immediately. So, we
developed optical memories. We can slow light down enough so
that it can remain where it is locally while the router figures the
next route.
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Figure 11 Next-Generation Core Optical Networks

That technology is what we are going to need to adapt to
unrestricted warfare. We need one person with situational
awareness to be able to communicate that situational awareness
to anyone and call for fire without needing the tank along side.

TARGET DETECTION AND IDENTIFICATION

We are also working on target detection and identification.
The objective of one program, called Foliage Penetration
Reconnaissance, Surveillance, Tracking, and Engagement Radar
(FORESTER), is to find people under foliage (Figure 12). Very
High Frequency/Ultra High Frequency (VHF/UHF) radars can
find vehicles; but we want to find dismounted troops out of their
vehicles, which is very difficult in a forested area. FORESTER,
mounted on an A160 autonomous Predator-class helicopter, can
detect people walking among trees. The aircraft has a range of a
couple of thousand miles and can stay up for a day. To identify a
possible target, we are developing a synthetic-aperture laser radar
or ladar that will let us take a photograph of that target from an
airplane and unleash a weapon on it (Figure 13).
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Figure 12 FORESTER

Figure 13 Synthetic-Aperture Ladar for Tactical Imaging (SALTI)
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LANGUAGE TRANSLATION

Unrestricted warfare means that we may be fighting battles all
over the world. That means we will need to know what is going on
all over the world—we will need to talk to people; we will need
to understand what the radio, TV, and the newspapers are saying.
We are developing technology that translates foreign language
broadcasts with a 5-minute delay. We are actually using it in Iraq
today instead of linguists for translating TV stations like Al Jazeera.
Itis not perfect, but it is good enough to give someone the gist of a
story so that they can decide if they want to have the rest translated
(Figure 14). Our intent is to develop this capability to the point
where the warfighter no longer needs a linguist to translate. We
are aiming for 90% accuracy, which is roughly equivalent to a
Defense Language Institute (DLI) level four linguist. We believe
that we will be able to go directly from speech to a translated text
by 2009 or 2010.

Figure 14 Language Translation
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AIR VEHICLES

We are working on a lot of ideas for air vehicles. The Wasp has
revolutionized the situational awareness process for the Marines
in Fallujah and Ramadi. It looks like a bird so the enemy usually
ignores it.

OBLIQUE FLYING WING

Another program is developing the OFW (Oblique Flying
Wing) (Figure 15). Like an airplane, it takes off normally with the
wings perpendicular to the direction of flight. It cannot go very fast
in that configuration but is very efficient. When it needs to go fast,
it can turn the wings—as if the engine were on a lazy susan—and
go supersonic. If it penetrates any defenses, it can turn itself back
into the efficient configuration and loiter for a long time.

Figure 15 Oblique Flying Wing

AuTtONOMOUS REFUELING

We have developed an F-18 Unmanned Aerial Vehicle (UAV)
surrogate that refuels autonomously. It will attach itself to a tanker
hands off. This capability is a total paradigm shift because the
UAV does not wear itself out from landings and takeoffs. Because



Chapter 1 Featured Papers 73

the limiting factor on endurance is oil, we will have to learn to
pass oil as well as fuel. Autonomous refueling will change the way
we operate—we will be able to deploy Global Hawk-like aircraft
that will stay up for months and years. The tanker itself could be
autonomous—an autonomous tanker could fuel an autonomous
aircraft. Our whole fleet could stand constant watch over an area,
each of them with a Hellfire or two ready to go.

ORBITAL EXPRESS

We are also working on space programs. Last week, we
launched the Orbital Express, which is an on-orbit servicing
system with autonomous refueling capabilities in space
(Figure 16). A satellite will hook up with it, mate to it, and receive
fluids from it. It will also be able to reach out an arm and change
out electronics. It is now going through checkout.

Figure 16 Orbital Express: On-Orbit Servicing System
HIGH-PRODUCTIVITY COMPUTER

Unrestricted warfare means we are going to have to respond
quickly to threats. We have to do a lot of building and testing
today because our computers are not fast enough to be able to
do it virtually. We are on the verge of building a high-productivity
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pedaflop computer that performs 1015 instructions per second
(Figure 17) or 1 billion MIPS. This is a high-productivity system,
not a high-performance system. The reason is that we placed two
constraints on the contractor: the machine had to operate in the
pedaflop range, and it had to be easily programmable. To meet the
terms of the contract, the contractor has to prove that the machine
operates as a pedaflop and can be programmed 25 to 100 times
faster than a MIPS machine. It will be operational by 2010 and
will give us a big advantage in terms of unrestricted warfare.

Figure 17 High-Productivity Computing System
PROSTHETICS

We have an exciting program in prosthetics (Figure 18). It
started with a monkey at Duke University. We put microelectronic
implants into her brain, taught her to bring two balls together with
a joystick to get a treat, and then used the signals from her brain
to manipulate a mechanical arm. The signals from her brain went
to the Internet and then to MIT where the arm was located. When
she moved her arm to operate the joystick, the mechanical arm at
MIT would move just like it. Then, we took the joystick away. She
knew she had to bring those two balls together to get the treat.
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She moved her arm as if she were still operating the joystick, and
the arm at MIT also moved. We thought we had captured the
motor signal, but we had actually tapped into her thought. After a
while, she learned that she did not have to move her arm to move
the balls. She just had to think it, and her brain pulled the balls
together.

Then we did something fantastic. We connected an artificial
arm to her brain with wires. When she was offered a piece of
food, she used thought to make the arm reach out, take the food
with its fingers, and bring it to her mouth. We think we can build
an artificial arm with all the degrees of freedom and articulation
of a real arm. The arm itself is an engineering marvel, but the
revolutionary part is that it will be controlled by the wearer’s
brain. We will run fiber optics through the nerve in the feedback
path that brings the impulses back to the brain so the brain knows
where that arm is. And this is all happening here at Johns Hopkins.
Dean Kamen is also working on an arm, but Johns Hopkins is
giving it neural control. We have cases now where people have
actually regained feeling. Imagine what else can be done with
this capability.

Figure 18 Revolutionizing Prosthetics
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CONCLUSIONS

DARPA is always interested in innovative ideas and people
with good ideas. Get to know our program managers—they are
the ones who really run the place.
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1.5 PRIVATE SECTOR VIEWPOINT—
ECONOMIC INFRASTRUCTURE/SYSTEMS
RESILIENCY

The National Infrastructure Advisory Council (NIAC) was
created by Executive Order in the wake of the September 11
terrorist attacks. The NIAC provides the President with
recommendations on policy changes to improve America’s
critical infrastructure security. Since its inception, the Council has
developed a homeland security policy that helps define how the
Federal government and private sector can collaborate to protect
the public good. The Council strongly promotes the view that
the private sector must play an integral role in developing these
policies. To date, the NIAC has completed 13 reports, all of which
address the following topics:

 Clarification of roles and responsibilities between public
and private sectors

* Risk assessment and management
* Information sharing

* Protective strategies

INTRODUCTION

We've been talking today about defining, adapting to, and
combating URW with analysis, strategy, and technology. I'm going

Mr. Alfred Berkeley is chairman and CEO of Pipeline Trading
Systems. He has over 25 years of experience as a former president
and vice chairman of the NASDAQ Stock Market, Inc. He earned
an MBA from the Wharton School of Finance of the University
of Pennsylvania and a BA from the University of Virginia. He has
been an officer in the United States Air Force and is a trustee of
The Johns Hopkins University.
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to discuss the same issues but from the perspective of the business
community. | specifically want to discuss the lessons that the
business community has learned from 9/11 and the work that I've
been doing since October of 2001 with the National Infrastructure
Advisory Council. | am speaking as an individual citizen and am
not representing the views of the National Infrastructure Advisory
Council.

THE NATIONAL INFRASTRUCTURE ADVISORY
COUNCIL

The NIAC was created to bring a business perspective to many
of the issues associated with URW. | was asked to participate
because the NASDAQ was the target of daily, sophisticated
hacking attacks, particularly from central Europe and Asia. We
had developed a very close working relationship with the FBI; the
National Security Agency; the Pentagon; the White House; and
the New York Stock Exchange, whose websites and operations
were also being hacked.

Executive Orders 13286 and 13231 led to the establishment
of the NIAC shortly after 9/11, specifically to address cyber
security. The scope was subsequently expanded to include other
infrastructures such as water systems, railroads, and finance.
Since then, it has expanded considerably to include 17 industrial
sectors. With the creation of the Department of Homeland
Security (DHS), administrative support for the NIAC shifted from
the National Security Council to DHS.

The Council consists of no more than 30 people who represent
many diverse sectors of the economy. The NIAC makes policy
recommendations to the President to improve America’s critical
infrastructure security. The NIAC is more than an advisory council
because it addresses process and does substantive work.

Current and former members include Chairman Erle Nye
from TXU and former Vice Chairman John Chambers from Cisco.
Others include: Craig Barrett from Intel; Margaret Grayson,
a cyber expert; Ray Kelly, the Commissioner of Police in New
York; Martha Marsh, head of Stanford University’s Hospital;
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Tom Noonan, General Manager of IBM’s Internet Security Group;
Bruce Rohde, Chairman and CEO emeritus of ConAgra Foods; Dr.
Linwood Rose, President of James Madison University; and John
Thompson from Symantec, which produces security software for
PCs. Past members have included Don Carty, CEO emeritus of
American Airlines, who brought an aviation perspective; Archie
Dunham, Chairman of Conoco Phillips; Chuck Holliday, CEO
emeritus of Dupont; and Marty McGuinn, who ran Mellon
Financial, a very large commercial banking operation. Marilyn
Ware, Chairwoman of American Water Works, highlighted an
important infrastructure issue: water is particularly vulnerable,
we all need water, and many water systems can’t detect what's
in them. Another former member was Tom Weidemeyer, Chief
Operating Officer of United Parcel Service, which has the most
feet on the street of any business. United Parcel Service provides
a particularly interesting view into the economy because it carries
packages that could potentially hold dangerous items and it has
people everywhere every day.

THE BusiNEss COMMUNITY PERSPECTIVE

The NIAC has met with the President about four times
in six years; each meeting lasting long enough to engage him
in discussions and find out what he thought was relevant and
interesting.

The business community view on URW that I've gleaned from
5 or 6 years on the Council may counterpoint some of what you've
heard today and reinforce other expressed views.

So our first project was to spend about 6 or 7 months getting
a firm grounding in the existing laws and understanding what
information the government needed—how much, what was
relevant—and how that information might be used. When we
investigated, we found that business was so nervous about FOIA—
the Freedom of Information Act—the Plaintiff’s Bar, competitors,
shareholder suits, etc., that no company wanted to come forward
with any information about weaknesses in its operations.
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Partially on our recommendation, Congress passed a law
exempting from FOIA information provided to the federal
government expressly for the purpose of infrastructure
protection.

We thought we had solved that problem; but a year and a
half later, only a few companies had come forward with any
information. So we went back out into the field and found out
that businesses were still reluctant because the law had never
been tried in court and wasn’t guaranteed to be bulletproof.

v

... we found that business was so nervous about
FOIA—the Freedom of Information Act—the Plaintiff’s Bar,
competitors, shareholder suits, etc., that no company wanted
to come forward with any information about weaknesses in
its operations.”

In the course of those discussions, we’d hear comments like,
“Well, I'll tell you my problems, but it cannot go to my regulator
because the only thing a regulator’s going to do is come back
and say, fix it.” Some of these problems were so expensive to fix,
they raised the question of whether we were building resilience
or a fortress. There are many of these cases where it seems to
make sense to report a situation—this little problem with the
water supply, or this little problem with the railroad, or this little
problem with a bridge—but then you find yourself saddled with
an immediate requirement to spend more than your net worth to
fix it—clearly, a non-starter.

We stumbled upon a lot of these tradeoffs during that very first
project. We still do not have a case in the courts testing the law,
and we do not have anyone coming forward with information
that could be sensibly used by sensible people in the government
with a sympathetic view to this balancing act. If the view toward
these tradeoffs isn’t sympathetic, if there is no effort to determine
what amount is reasonable to spend—not to protect ourselves
from every contingency but from risk-based contingencies—no
information will be forthcoming. These are matters of trust, in
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the grey areas of the law. Figuring out the right balance between
information and secrecy and what information goes where in the
government and who gets to use it is not easy.

Risk-BASED ASSESSMENT

Our second theme running through many of our activities
was to answer the question: how much should the U.S. spend
on infrastructure protection? In theory, you can never spend
enough. We had an enlightening comment from one of our
members about the interest in Des Moines, lowa, in protecting its
skyscraper. It's unlikely that Osama bin Laden really cares about
that skyscraper in Des Moines, lowa; and vyet it’s the center of
the universe for the people who live there. You heard Secretary
Chertoff talk about allocating federal funds on the basis of risk.
Part of that assessment was the result of work the Council did.
We recommended spending the money on the most likely targets
and the most significant targets in terms of consequences. This is
a significant shift away from allocating funds politically.

It will take a while for risk-based spending policies to take
hold. Last week, there was an article in one of the Baltimore
papers inviting community-based nonprofits—soup kitchens,
projects for elderly, etc.—to apply for $635,000 in grant money
to add bulletproof glass and chain link fencing to their facilities.
That’s the direct opposite of risk-based. Even with our emphasis
on risk-basing, even with Secretary Chertoff’s recognition of the
value of risk-basing, and even with the efforts of local politicians
to protect their communities, we haven’t succeeded if we're
spending over a half a million dollars to add bulletproof glass to
community-based nonprofit facilities.

We must spend sensibly. There’s a feeling in the business
community that Osama wins if we start spending our growth capital
on defensive protection that doesn’t benefit us competitively.

Where do skyscrapers in Des Moines and soup kitchens in
Baltimore rank versus the Capitol and Grand Central Station?
How do we think about that? Part of the risk-based program was
what we call the common vulnerability scoring system (CVSS).
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When we began to solicit ideas on what was important to protect,
everyone had a different idea depending on his breadth of vision,
global awareness, and institutional pressures. We developed the
CVSSto promote understanding of vulnerabilities and their impacts
and to apply limited resources to the most critical vulnerabilities.
The system is currently used by the Department of Homeland
Security and is the basis for the allocation of funding requested
from Congress, i.e., more emphasis on high-vulnerability port
cities and less on the smaller cities in the heartland.

CYBER SECURITY

Another NIAC project, headed by George Conrades, CEO
of Akamai, developed strategies for hardening the Internet.
Mr. Conrades organized a group of Internet experts to determine
what can sensibly be done to protect it. The recommendations
have been distributed to the software houses that are developing
software that can be used at these hardening points. Akamai and
Symantec are leading this effort, along with others on the NIAC
who have influence with people in the industry.

You might ask: “When you design a new feature or a new
function or when you move to Internet 2, why not design out the
old vulnerabilities and design in the new, more robust processes?”
That’s a very interesting idea. There’s not a lot of money involved—
it's a matter of asking people to think about these issues as they
design new products, and I'm told that it's working pretty well.

PrIVATE=PUBLIC SECTOR COORDINATION

Another of our projects was to recommend ways to involve
the private sector in infrastructure protection projects of concern
to the government. What we found is that one size does not
fit all — not all industries are alike. For example, the railroad
industry is highly organized at the industry level. It has a national
control center run by the American Association of Railroads that
is primarily safety-oriented and traffic-oriented. The railroads
compete with one another; but because they’re regional, they
don’t compete head to head the way technology companies do—
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say Dell versus Gateway or Microsoft versus Oracle. Rather, they
coordinate because they have many interconnecting standards
like the gage of the rail, the interchange of railcars, etc.

At the other extreme is the apartment industry. A terrorist can
cause extensive destruction in a metropolitan area by renting an
apartment, turning on the gas, and setting a fuse to light a match
after he leaves. The apartment industry is essentially owned by
large REITs [real estate investment trusts] or small apartment
owners.

“last week, there was an article in one of the Baltimore
papers inviting community-based nonprofits —soup kitchens,
projects for elderly, etc.—to apply for $635,000 in grant
money to add bulletproof glass and chain link fencing to
their facilities.”

So, on the one hand, we have a highly coordinated
rail industry and, on the other, a completely uncoordinated
apartment building industry. The question is: what'’s the right level
of public—private cooperation and information sharing at those
two extremes and for all of the other industries in between? We
realized that one-size-fits-all federal laws and regulations would
not work. Some industries—the highly regulated businesses such
as the telecommunications industry, the airline industry, the
nuclear power plant industry—already have highly cooperative
interchanges of information with the federal government.

We developed amodel, which has been approved and adopted,
that defines 17 different sectors. Our recommendations, which
have largely been adopted, set an expectation at the federal level
that each industry will be dealt with slightly differently, reflecting
the reality of how well organized the industry is naturally. In some
of those sectors, the industry people meet with government people
every day. Some of the industries invite government people to sit
in their control centers and be quick-reaction interfaces. Others
just have periodic meetings and discussions.
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This cooperative process is a major accomplishment because
the original instinct was to enact laws and regulations that dictated
public—private coordination one particular way. We were very
pleased to be able to convince them that they had to recognize
the realities of each of these different industries.

AVIAN FLU PANDEMIC PLANNING

The avian flu pandemic is an example of how the NIAC works.
Typically, the President or his staff ask us a question; we assemble
volunteers from the Council; and each person is allowed to have
a technical assistant. One person is appointed chairperson. The
group meets once a week for 1 hour and interviews as many
witnesses as needed via conference calls until all possible
issues are explored. Then, they write reports; and the entire
NIAC vets them. We've had no trouble getting some of the most
knowledgeable and interesting people from industry, academia,
government, and Nongovernmental Organizations (NGOs) to
participate because all they have to do is pick up the phone for an
hour; and everything is off the record. We have a lot of good give
and take. We have a scribe and, with Secretary Chertoff’s support,
a staff at DHS that digests all the material so we can turn out the
reports quickly and efficiently.

“The NASDAQ has tremendous redundancy built in—
doubly redundant electrical, doubly redundant circuits—
because in 1991 or '92, a squirrel caused a short circuit that
brought the NASDAQ down for 2 hours and 45 minutes.”

The most recent issue was how to deal with the possibility
of pandemic avian flu. Health and Human Services (HHS) and
the Centers for Disease Control (CDC) had recommended to the
President that our limited supply of avian flu vaccine go where
it would save the most lives—children and old people. The
President asked us to evaluate that recommendation. After about
6 or 8 months of interviews and research, we completely retooled
the recommendation.
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We asked the 16 (now 17) industry sectors from the earlier
study to identify their critical workers. Even though the Public
Health Service says it expects a 10-15% mortality rate from avian
flu, the mortality rate worldwide has been about 55%. We didn't
want to bet that modern medicine was going to reduce 55%
down to 10%. So, we used war games with different sectors to
determine how to keep the economy going with a large mortality
rate.

“Their wives and husbands won't let them come to work.
There won't be any trading. And, by the way, you just posited
to us that there was going to be about a 4-month decline
in economic activity, a little rebound, and then another
4-month wave of avian flu.”

| had previously participated in a game run by the Federal
Reserve in New York, along with one or two other financial
services people and representatives from the electricity industry,
the telecommunications industry, and the commuter rail industry.
The electrical sector didn’t foresee a problem even if 30% of its
people were out sick. If they eliminated new installations, they
would be able to reduce their field capacity by about 30% and
make up the deficit. The telephone reps said essentially the same
thing. The commuter rail people said they weren't sure their
workers would come to work; but if they did, they’d sit in the
front of the train away from the passengers and would probably
be able to get people to work.

Then, | asked, “How many people in this room have been in
a trading room and seen people sit shoulder to shoulder? Their
wives and husbands won’t let them come to work. There won't
be any trading. And, by the way, you just posited to us that there
was going to be about a 4-month decline in economic activity,
a little rebound, then another 4-month wave of avian flu, and
more economic decline. So, as a rational man, | am going to wait
to buy later; I'm certainly not going to go into work and wait.
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There are not going to be any buyers.” Well, planners didn’t want
to hear that, but | think that’s the actual human reaction.

LESSONS OF 9/11—NEED FOR RESILIENCE

We learned some lessons from 9/11. A high ranking person
at NASDAQ was in the control center with me on 9/11 when the
plane flew into the Pentagon. She said, “I’'m going to get my child
from his nursery school in Alexandria.” She bolted. And she had
her priorities right. | recounted that story to participants in the war
game on the Financial Services Industry and pandemic and said,
“That’s going to happen thousands of times because people are
not going to stay at work if their families are at risk.”

I want to talk about a couple of lessons from 9/11 that tie all
the NIAC work together. | happened to be in Washington on 9/11.
When the second plane hit, | was actually on the phone with
Richard Grasso [President of the New York Stock Exchangel], who
had called to ask me to delay the opening of the NASDAQ. He
said “There’s some problem up at the World Trade Center and a
lot of my people aren’t here yet.” Then we saw the plane hit. We
agreed to talk to each other every hour to see what we could do
to help each other.

“That’s going to happen thousands of times because
people are not going to stay at work if their families are at
risk.”

As many of you know, the NASDAQ is a highly distributed
network. The data centers are in Trumble, Connecticut, and
Rockville, Maryland. The NASDAQ has tremendous redundancy
built in—doubly redundant electrical, doubly redundant
circuits—because in 1991 or '92, a squirrel caused a short circuit
that brought the NASDAQ down for 2 hours and 45 minutes.
The redundancy was tested on 9/11. We lost a couple of points
of presence on Wall Street, specifically at Goldman Sachs and
in the Merrill Lynch building, but otherwise, the NASDAQ was
functioning.
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The phone calls with Grasso expanded with each hour as
more and more people conferenced in. At the 1 o’clock call,
we had the heads of all the markets, the White House, FEMA
[Federal Emergency Management Agency], and the Treasury on.
The Treasury is the federal agency that actually controls policy
for the markets. The question was asked, “New York, when are
you going to open your backup center?” It turned out that the
New York Stock Exchange (NYSE) had been joking about having a
backup center; they had no backup center.

We decided that we would do whatever was necessary to get
the NYSE up as fast as possible. Telephone people from all over
the country flew in and laid cables down the middle of the street
to get the New York Stock Exchange back up by Monday.

The point is that the industry had not prepared to be resilient.
The real heroine of 9/11 is a woman named Jill Considine. Until
a week or so ago, Jill Considine was President and CEO of the
Depository Trust Company. The Depository Trust Company is
a nonprofit jointly owned by all the banks and brokerages that
handle, manage, and physically hold all the stock certificates in
the United States. Jill locked her people in the building and had the
National Guard bring in food and water. They processed that day’s
settlements, which had been traded 3 days before; they processed
the next day’s settlements, which had been traded 2 days before;
and they processed the third day’s settlements. They had a couple
of days off when there were no trades; and then, they resumed
business.

“The NIAC heard one recommendation to install chain
link fencing on both sides of all railroad tracks —even across
Kansas!”

The Federal Reserve Board also kept the country going
financially immediately after 9/11. The New York Fed couldn’t
clear checks because checks were moved around by planes,
which were no longer flying. If checks couldn’t be validated,
bad checks would be treated as good. We knew statistically how
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many checks would be invalid, but the Fed ignored it and kept
the system working.

Between Jill Considine, the Depository Trust, and the Fed,
our financial markets kept functioning as we struggled to get the
NYSE back up in operation. I'm telling you this to demonstrate
the importance of resilience—getting back in action rather than
worrying about not being put out of action. Being put out of
action may be a huge political problem, but it’s not necessarily a
big economic problem. Getting back in business is the key.

What happened in New York had economic impacts because
the market crashed. But the British experience with the Irish
Republican Army (IRA) over the years has shown that the financial
markets respond less to each attack—the markets become more
resilient. There has to be a balance between investing to protect
institutions ahead of time and being able to be extremely resilient
after the fact. For example, we can’t afford to build a fortress around
every mile of railroad. The NIAC heard one recommendation to
install chain link fencing on both sides of all railroad tracks—
even across Kansas! I'd much rather send a fast-reaction team to
fix the blown track than spend money that should be used for
growth to defend 100,000 or 200,000 miles of track. The beauty
of resilience is that it will help you deal with all sorts of disasters
from natural to terrorist-related. The business view on the NIAC
is to always consider investments in resilience in planning for the
infinite number of possible threats.

o Your talk was fascinating. Recently, I attended a seminar in
QA[CX[!HC[)'M, where Dr. Tara OToole, the Executive Director of
the Center for Biosecurity [University of Pittsburgh Medical Center}, talked
pretty eloquently and rather forcefully over the fact that you spend a lot of
money preparing to prevent bioterrorist acts, but our [health care system]
is broken.

And if we have an attack here, here’s the analogy 1 thought of: we're
putting up fencing for biodefense but we're not prepared to have a rapid-
response team. Could you talk about that aspect?

= Mr Alfred Berkeley — We have not looked at that explicitly,
but | certainly agree with you. If you look at it from my point of
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view and that of the financial services industry, in industry after
industry, we’ve wound our businesses up so tight to the margin—
cut out hospital rooms, centralized x-ray machines, outsourced
recordkeeping to India—we’re not providing cushions, shock
absorbers. In health care, it's a matter of government policy. In
most businesses, it's a matter of international competition to lower
the cost of labor. We've got this enormous global wage deflation
going on, where very bright, very attractive, very well-educated
people in other parts of the world are willing to do the same work
for a fifth or a third or less of the wages we pay. You're exactly
right: we've applied our super-shrewd, short term, MBA mentality
to take all the fat out of the system. With the fat goes margins of
safety.

The problem is exacerbated by the financial services industry,
where there’s an enormous focus on leverage of short-term returns.
It will throw out a CEO out who builds extra hospital beds if it's
a for-profit hospital or adds an extra anything. Because moving
from investment to investment is essentially friction-free in the
United States, predatory investors milk existing businesses and
move on if they fail. For an investor to move from one investment
to another, it costs a cent a share: It could be a $100 stock; it could
be a $500 stock; it could be a $5,000 stock. It's a cent for any of
them... it’s friction-free. The punishing unintended consequence
for our country is that CEOs who are living quarter to quarter
can’t afford to build the extra hospital beds or the extra generators
or extra whatever. | don’t know how to solve that problem other
than through the tax code, and that’s not going to happen. | don't
know if that answers your question or not, but you hit a hot button
for me.

o Do youthink there should be more coordination between business
* and the intelligence agencies?

= Mr. Alfred Berkeley — Well, it’s an interesting question. One
of the projects that | worked on for the NIAC was to interview the
CEOs of a number of very large companies about whether and
under what circumstances they would work a little more closely
with the Central Intelligence Agency and National Security
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Agency. | had long conversations with quite a number of people
from different sectors, all of whom you would recognize.

Two kinds of responses came from the very large
multinationals—be they drug companies, technology companies,
or financial services companies. Some said, “I've been dealing
with these kinds of threats all over the world. The U.S. government
people are focused on it now, since 9/11. They’re hard working,
they’re smart, and they’re doing a good job, but they just discovered
the world. I've been dealing with bombings; I've been dealing
with crooks; I've been dealing with industrial espionage all over
the world for my entire career. | don’t think that Osama bin Laden
is that big a deal to my company. | don’t operate in Afghanistan;
| haven’t been able to operate in Iraq for the last 40 years; but
before that, we did.” Global CEOs treat terrorism as just another
problem. That conversation often led to the resilience discussion:
“Don’t order me to protect every door and every plant I'm in or
I'll just put my plant somewhere else because | can’t bear those
costs, selling in a global market.”

“But | want all those people to have something to lose;
if they've got something to lose, they are not going to join
Osama, and theyre not going to want to come over here and
fight. Democracies don't fight with each other, basically.”

The other really interesting comment was: “You want me to
cooperate more with the CIA and the NSA, but what do | tell
the 91 other countries’ intelligence services when they knock on
my door?” There’s this divergence in the interests of the home
nation and the interests of a global company. The global company
is a little less national than you think. It has a different set of
objectives, which is a complicating overlay to issues where we
say: “l want to talk to you about working a little closer with the
intelligence community in the United States.” They're saying, “I've
got 91 other intelligence agencies to deal with, too. If you've got
an incident or an issue, I'm pleased to be as helpful as I can, but it
has to be legal, the regulating part of the federal government can’t
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have anything to do with it—can’t know anything about it, and,
by the way, stop sending people from 15 different federal agencies
to talk to me about the same issue. And, by the way again, when
you send somebody in, please let them know something about
my business.” These are just the realities of dealing with these
companies.

| don’t have any easy answer for you. | think the right answer
is diversification, and I think it’s helping these other countries get
rule of law. Probably the right answer is to get at the root cause
of the terrorism, probably through those economic arguments we
heard today.

“We have to fix the underlying causes of terrorism, which,
in my opinion, are people not having enough to feel secure
about themselves, their families, and their future. The way to
do that is to help with economic reform and ownership.”

| can tell you that a lot of the business community people
that | deal with say it’s perfectly okay to capture and kill a bunch
of thugs, but don’t aggrandize them so that they’re presented as
more than thugs—i.e., martyrs. They exist because people are
genuinely unhappy, so let’s figure out what that unhappiness is.

| think the best thing that could possibly have happened to
this country was to have two or three billion people move from
command economies to free markets in Russia and China, but
we're going through a 50- or 100-year adjustment phase that’s
going to be really painful for us. But | want all those people to
have something to lose; if they’ve got something to lose, they are
not going to join Osama, and they’re not going to want to come
over here and fight.

The most brilliant legislation we’ve ever had in this country is
something you and | never think about anymore. It’s the legislation
that allowed us to have a civil society in the face of massive
influxes of people who had nothing. It was the Homestead Act. It
reflected a brilliant public policy in the 1850s, ‘60s, ‘70s and, ‘80s
when there were 13 different waves of European immigration, all
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triggered by different causes, like the potato famine or a war in
some country. You can see these 13 different ethnic communities
in every Atlantic port city. It's because my forefathers and probably
yours came looking for opportunity and arrived with almost
nothing. The idea behind the brilliant Homestead Act was to give
them something to lose. Let them work a plot of land, a sufficient
amount of land to support their family for 5 years, and then they
own it.

Sounds a lot like a stock option, doesn’t it? Stock options are
the modern equivalent of the Homestead Act. Wages and tax
laws are basically stacked against most American workers. They
will never have enough money to live on in the additional years
that medical progress has given after they leave the workforce.
They have to have savings. The right way to have savings is in the
productive assets of the economy—i.e., equities. That's exactly
what we want other countries to do: give ownership of the
productive assets of their economies to their people. In Islamic
law, there are two fundamental biases against that system: no-
interest savings (which they work around) and the way property
is divided when someone dies. It gets smaller and smaller and
smaller and smaller. It's suboptimal for earning a living. France
had the same problem until World War Il. We have to fix the
underlying causes of terrorism, which, in my opinion, are people
not having enough to feel secure about themselves, their families,
and their future. The way to do that is to help with economic
reform and ownership.

A great man named Hernando de Soto—a descendant, |
gather, of the explorer Hernando de Soto—has written a book
about what economies need to get started. He says that you need
really good ownership law so that you're sure of what you own.
In India, there’s a gentleman at the World Bank, Srivatsa Krishna,
who was the “mayor” of Hyderabad when he was in the Indian
Administrative Service. He did for the Hyderabad what Thomas
Jefferson did for this country in 1815: order land surveys and
establish firm ownership and land registries. It meant pushing
a lot of squatters off the land and making sure that productive
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enterprises could actually own the land under their plant. With
clear titles established, Hyderabad boomed.

So, some people in India are getting a shot at a real title to
land, which allows them to use it as collateral for a loan. They have
a recognized bankruptcy law, a recognized uniform commercial
code, and contract law, so they’re beginning to have the kinds
of certainties that we take for granted here but are the basis for
families being able to own their own resources.

[ ]
Q How long do you think the war in Iraq will last?

= Mr. Alfred Berkeley — This is a marathon, not a sprint. It's
probably a multi-generational marathon. You can look at it from
the thuggery side. Hitler started in a small town in Germany with
two thug associates, and the whole Gestapo grew out of two guys
who figured out how to harass and frighten and then kill and
frighten people.

| had a conversation with Charlie Allen at DHS about this.
What expectation should we have for the length of this conflict?
He stressed to me the need for the American public to understand
that this is a marathon, not a sprint.

I do think you can deal with the thuggery side of it by capture
and kill; but I don’t think that’s sufficient. | think you have to
address the fact that half the population of Iraq is under 20, and
they have nothing. On television, they see us wasting more than
they’ll ever have in their entire lives. I'm not talking about issues of
globalization and north/south divide and that sort of stuff. I'm just
saying we need to promote the same kind of economic opportunity
in these countries with these huge population increases that we
promoted successfully in Germany and Japan and many other
places in the world. Until we fix those root causes—which may
take 50 to 100 years—we’'ll have a problem.

It really amounts to giving the other guy an opportunity to be
in a win-win relationship with us rather than forcing him into a
win—lose relationship. So it’s not an easy answer. We could do
a lot by speaking out about the long-term nature of the problem
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and its economic roots as opposed to short-term victories and
defeats reported in the media.

o Exploring a little more the tradeoff between prevention and
Qiresllieﬂcy, resiliency doesn't help much if the problem is large
numbers of people being killed in an attack. You can’t bring them back
to life. Even if it doesn't show in the GNE a lot of people dead is a lot of
people dead. Based on the work you've been doing in trying to prioritize
threats, do you think that proper attention is being given to prevention of
the kinds of threats where large numbers of lives might be vulnerable to a
single attack?

= Mr. Alfred Berkeley — Well, that would be a chemical or
biological/radiological attack.

Q Or a bad underground fire in a big city.

= Mr Alfred Berkeley — 1 think we spend a lot of time on the
highly visible, and much less time on the harder to visualize. |
think that’s human nature. For example, | think that we need to
ask people in construction to give an alarm when gas valves are
putting out a lot more gas than they should. It's a complex issue.
| think we could do a lot more by working with the people who
are building and maintaining infrastructure rather than issuing an
order for everybody to change their gas meters. | don’t think that'll
happen—I don’t think it’s realistic. But I also think that if we just
began doing this, we'd get an awful lot of infrastructure fixed. The
gas meter is an interesting specific example.

o I'm going to ask one that gets you to extrapolate from your
Qﬁmarketmg discussion. I was intrigued some years ago by the
Chicago Board of Trade trading in catastrophe derivatives. So is there a
[future for catastrophe insurance in the following case? All the contingencies
that you so eloquently explained all involve stable rational expectations.
There is a market in expectations that it continues to function. But let me
ask you to address the question of catastrophe or something similar where
that assumption doesn't hold—where you have a declaration of national
emergency, marshal law is in effect, and there are no business owners
because the government owns the businesses. Now what?
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= Mr. Alfred Berkeley — We actually have begun looking at this
issue in a slightly different way. Remember | said the Depository
Trust Company kept going and the Fed honored your checks right
after 9/11¢ Something else happened in Dubai at the same time:
Lloyds of London cancelled all its insurance on ships. One of
these Sheiks in Dubai said he would underwrite those potential
losses personally.

John Chambers, who is at Cisco, and | met with the Deputy
Secretary for Homeland Security and asked DHS to begin to
compile a list of all the kinds of things like insurance that we
might want some enabling legislation in place for, laws that
would become effective when an emergency is declared. The
Fed made a wonderful interpretation and the right one, but they
probably should have had a little clearer authority to do it. There
are many other areas in the economy that require a little bit of
forethought.

Catastrophe insurance is sold every day—it’s called
reinsurance. But, there are unintended consequences. The
Louisiana Attorney General is saying: the insurance companies
should pay for flood damage even though it was specifically
excluded from homeowners’ policies. Some insurance com