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Abstract

Modern information and communications technologies (ICTs) are now so feature-rich and widely available that they
can be used to “capture,” or collect and transmit, health data from remote settings. Electronic data capture can
reduce the time necessary to notify public health authorities, and provide important baseline information. A
number of electronic health data capture systems based on specific ICTs have been developed for remote areas.
We expand on that body of work by defining and applying an assessment process to characterize ICTs for remote-
area health data capture. The process is based on technical criteria, and assesses the feasibility and effectiveness of
specific technologies according to the resources and constraints of a given setting. Our characterization of current
ICTs compares different system architectures for remote-area health data capture systems. Ultimately, we believe
that our criteria-based assessment process will remain useful for characterizing future ICTs.
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1. Introduction

The rapid emergence of the novel HIN1 influenza A in the spring of 2009 served as the latest indication that new
and re-emerging infectious diseases pose a serious threat to global public health. This threat is compounded by
international air travel, which facilitates disease transmission across distant urban centers more quickly than within
countries [1, 2, 3]. Since global disease surveillance becomes critical for the early detection of outbreaks [2], it is
mandated by international law: the revised International Health Regulations, which entered into force in 2007 and
are legally binding on 194 countries, specify core national capacities for detecting and reporting events that may
constitute a public health emergency of international concern [4]. Nations can enhance their compliance with the
IHR, and so minimize the critical time in an outbreak from detection to disclosure, by establishing electronic
surveillance systems based on ICTs for health data collection, transmission, and processing.

Though new infectious diseases are disproportionately likely to emerge from resource-limited countries that lack
surveillance [5], most electronic disease surveillance systems are deployed in industrialized countries that have
greater access to ICTs. Since infectious diseases do not respect political boundaries, all nations stand to benefit
from advanced disease surveillance capabilities. That said, special efforts must be directed towards assisting
resource-limited countries to implement surveillance tools that are appropriate for their local needs and resources
[2, 6]. Capturing health data from remote settings, such as rural areas of resource-limited countries, may prove
challenging due to their rugged environment and limited infrastructure. Since the United Nations’ 2007 Revision
Population Database projects that nearly half of the world’s population will still be living in rural areas in 2015 [7],
detecting infectious disease outbreaks in those areas will likely compel this challenge to be met.

The collection and transmission of health data from the point-of-entry (PoE) into a central surveillance repository
are key functions for the success of any disease surveillance system [2]. Fortunately, technological advances have
yielded ICTs which can now be used to capture health data from remote settings. For example, the International
Telecommunications Union estimates that cellular phones reached nearly half of the developing world “at the end
of 2008 — from close to zero only ten years ago” [8 p. 1]. Additionally, some technologies have been designed
specifically for use in remote settings, such as the XO Laptop and satellite phones [9, 10]. Data captured using ICTs
can be as, if not more, comprehensive than paper-based health data in two respects. It can be structured, which
would allow for the automated submission and analysis of data, as well as the ability to reuse the collected data
and combine it with other data sources to more clearly ascertain the situation under surveillance. It can also
concisely store patient-level data details.

Several systems have been developed to capture health data from remote areas for disease surveillance [11, 12, 13,
14, 15]. These efforts suggest that no single ICT can satisfy every setting’s data capture needs, but rather that
different combinations of ICTs may work best in different settings. This article expands upon prior work by defining
and applying a general process to characterize ICTs for health data capture across remote settings.

2. Background

A review of remote-area health data capture systems [11, 12, 13, 14, 15] indicated that they share three main
components: communications networks (networks), data capture devices (devices), and data capture applications
(applications). Networks are the physical communications infrastructure over which data are electronically
transmitted, from the PoE to a central surveillance repository. Devices are usually* forms of hardware that
physically collect data from the user, and transmit data over the network. Applications are software that provide

! Software programs can also technically be considered “devices” when they are composed of both applications and the logic
to capture data.



user interfaces (Ul) to the devices: they determine how the user can interact with a device, and specify how the
user-entered data are encoded for transmission over the network. Given the three types of components, the
system architecture is the integration of a particular set of component implementations into an end-to-end system
that captures health data. Definitions of other key terms and table headings in this article can be found in Appendix
A.

Generally speaking, the components relate to each other in three ways. In practice, the circumstances of the local
environment and system deployment, such as cost limits, narrow the combinations of ICTs that can potentially be
used together. First, the networks that are accessible from a remote setting constrain which devices and
applications can be employed to capture data. Second, each application captures data with the same mode of
latency, level of detail, and support for world languages across different networks. Third, a device that can
communicate over a network typically provides support for all applications which are capable of running on that
network. Based on the relationship among the components, a criteria-based process was developed to assess the
ICTs available for each component, and help select those ICTs which satisfy the constraints of a given setting. The
process is explained below.

3. Objectives
We created a process to characterize ICTs that remote-area health workers (users) could use to capture health data
from remote settings. This process focuses on answering two overarching questions:

1. How feasibly could an ICT be integrated into a remote-area data capture system?

Feasibility pertains to the level of resources that are needed for fielding an ICT in remote settings, including
infrastructure, costs, and user training.

2. How effectively could an ICT be used to capture health data?

Effectiveness pertains both to the timeliness and comprehensiveness of the data captured, as well as to the
ICT’s expected performance in the field.

Since the acceptable limits of feasibility and effectiveness will vary by remote setting, this work is meant to simply
highlight the questions, tradeoffs, and design decisions that must be considered when architecting a remote-area
health data capture system.

4. Methods

4.1. Overview

Each step of the process compares the available implementations for a single system component against a common
set of cost and feature criteria. These technical criteria were established based on our domain expertise in
computer science and public health, and are defined in Appendix A. To demonstrate how the process can be
applied, commodity (commercially- or freely-available) ICTs that existed during the study (April-July 2009) were
identified and characterized. Technical specifications were obtained primarily by browsing manufacturer and
reseller websites for advertised costs and features.



4.2. Process for selecting feasible and effective data capture architectures
1. Identify the communications network(s) that are accessible in the proposed setting. Characterize accessible
networks based on their performance and capabilities.

2. Assess applications supported by the accessible networks against criteria for data reporting and world
language support.

3. Determine which devices are capable of communicating over the accessible networks.

4. Compare devices on the basis of operational criteria, such as cost, performance, and additional resource
needs. Select those devices that are appropriate for the remote setting.

5. Consider different architectures for remote data capture, given the remaining networks, applications, and
devices. The best approach will depend on the data capture environment, funding constraints, and time
frame for deployment.

5. Results

5.1. Step 1: Identify and characterize accessible communications networks

Eight categories of networks were identified. These networks are listed by decreasing order of penetration in Table
1, which summarizes each network’s level of penetration, features, and different generations (if applicable). Of the
eight networks, only the cellular telephone and data network is deployed in varying generations across the world
[16, 17]. The satellite communications networks were characterized by one service provider each, because those
providers offer the widest level of global coverage. The satellite telephone network was based on the Iridium
network [10], and the satellite broadband network was based on Inmarsat’s Broadband Global Area Network [18].

Table 2 outlines each network’s costs, including requisite hardware, and performance in terms of data speed. Two
categories of terrestrial networks offer wireless high-speed Internet connectivity. The mobile broadband network
was based on the IEEE 802.16e standard which is being adopted worldwide [19]. The 3G cellular telephone and data
network works with a wider range of applications, but its data speed is roughly half that of the mobile broadband
network. One other wireless high-speed network (long-range Wi-Fi) is not included because of its nascent stage of
maturity [20, 21, 22].



Table 1

Network penetration and features.

(IEEE 802.16¢)

Network Generation Penetration Native applications M Comments
E— applications —
Listed here to provide a baseline for
Manual delivery N/A Global Physical media N/A comparison with electronic
communications networks.
Satellite telephone N/A Global 110 Voice, touch-tone, text Email. Web Requires outdoor line-of-sight to
(Iridium) message ! satellite
Satellite . . . . . . .
broadband N/A Nearlv elobal 128! Voice, touch-tone, email, | VolP (via streaming Requires outdoor line-of-sight to
(Inmarsat BGAN) ve file, Web IP) satellite
Radio In resource-limited settings, tend to be
deployed primarily in response to
(HF/UHF/VHF N/A Regional 2* Voice Email, file A e
bands) (23, 24, 13] military/NGO needs. Are gezrlezrsazg/ not
used by local populations. [24, 25, 26)
Voice, touch-tone, text GSM family of standards is in global
Al 49.5% o 8
message use.
- Modem hardware is increasingly built-
Ce!uclla; t?Gespl\f;lC)Jne 26 Email, file, Web into cell phones.
and data
VolP (latency possible),
2. N/A
>G email, file, Web /
3G and higher VolP, email, file, Web N/A
Fixed-li
t:l(:phcl)nnee N/A 14% Voice, touch-tone VolP, email, file, Web
Fixed-line 8] -
broadband N/A 2% VolP, Email, File, Web N/A
Mobile broadband
[19] N/A <1%® VolP, email, file, web N/A




Table 2

Network interface equipment, costs, and performance.

Data Communications

Maximum Data

Network Generation Data hardware cost Recurring Service Costs
Hardware Speed
Cost li
Manual delivery N/A N/A N/A Hours ost depends on delivery
method
. . 630 for 500 minute/1500 text
Satellite telephone N/A Data kit $140 9.6 kbps S or m'lnu e/ ex
message prepaid card
240 kbps-492 kbps .
430 fi 2.6 MB
Satellite broadband N/A Satellite terminal $1000 (depending on 5430 or 500 minute/52.6
. . prepaid plan
satellite terminal)
Radio N/A Radio modem $200 96 kbps over HF g0 128261
radio
2G Analog modem $40 33.6 kbps
Cellular teleohone $1.33-$36.94 per month for 25
P 2.5G USB data cable $20 40 kbps outgoing calls + 30 text
and data «
messages
3G and higher USB 3G adapter $250 800 kbps
.29-532.4 h fi
Fixed-line telephone N/A USB modem S30 48 kbps 50.29-532.43 per month for 30
local calls*
Fixed-line broadband | N/A DSL modem S50 384 kbps $6.10-$1877.38 per month*t
Mobile broadband N/A WiMax adapter $300 1500 kbps (Data not available)

Legend

* Price range derived from the ITU Price Basket data for the 120 countries with the lowest GNI per capita [8].

t Monthly fixed broadband cost varies widely by country. Four countries had an estimated monthly service cost over $1000: Swaziland, Burkina

Faso, Cuba, and the Central African Republic.




5.2. Step 2: assess applications supported by accessible networks against data reporting and
world language criteria

Eight categories of data capture applications were identified, and are listed in Table 3. Three
applications [voice, touch-tone, and Voice over Internet Protocol (VolP)] are based on the real-time
transmission of sounds, and so are the only ones that innately support any spoken language. Though the
other five applications can asynchronously transmit data back to the repository, they lack innate world
language support because they rely on predefined character sets. However, note that the file and
physical media applications can digitally capture audio spoken in any language.



Table 3

List and characterization of data capture applications.

— World Formatted Patient-level .
Application Mode of latency Language 7Data 7Data Explanation
Support I —
Will be | r-intensive t tract ful
Voice Real-time All X . il be a.bo inte s“./e 0 ex a?c usetu
information from voice recordings.
Requi . lication i h
Touch-tone Real-time All X equires voice application in order to prompt the
user for data.
Voice-over-IP. Has both voice and touch-tone
VolP Real-time All X X capabilities. Examples include Skype and SIP
softphones.
fi f el i :
File Store-and-forward Some X X Can stc?re any .orrr.1 of electronic data: text,
numerical, audio, images, etc.
Physical media Store-and-forward Some X X
Text message Store-and-forward Some X
Email Store-and-forward Some X
GUI-based software at the PoE which transmits
Web Store-and-forward’ Some X X

data over the HTTP or HTTPS protocols.

? Classified as store-and-forward latency because data forms can be downloaded and asynchronously populated. However, users can interact with Web
applications in real-time if a synchronous network connection is available.




5.3. Step 3: determine which devices can communicate over accessible networks

14 categories of devices were identified, and their support for the respective communications networks
is listed in Table 4. Appendix B explains the potential utility of non-traditional devices which, to our
knowledge, have not been deployed in remote-area health data capture systems. Two categories of
devices were considered on the basis of products from a single vendor. The survey software category is
based solely on the Voxiva HealthWatch software, as it is the only known instance of that category [29].
The satellite phone category considers Iridium satellite phones only, because Iridium offers the only
globally-accessible satellite phone network.

In addition, laptop computers are split into three device categories for reasons that will be discussed in
the next step’s results. Finally, although the radio communications network encompasses the high
frequency (HF), very high frequency (VHF), and ultra high frequency (UHF) bands, only HF radio was
considered as a device category, because the HF band enables communication across the widest
distances.

The data in Table 4 indicate that traditional laptop computers have the most versatile communications
capabilities because they can connect to all networks, either directly or through additional
communications hardware. Device categories that feature both computing and communications
capabilities, such as the other laptop categories, personal digital assistants (PDAs), and smartphones,
could support fixed-line and mobile networks with additional hardware. Notably, as the mobile
broadband network gains broader market penetration, support for it will likely be built-into devices.

Since device support for networks drives which applications can be supported, each device can be
classified into one of three groups depending on which latency of data capture it supports. Table 5
shows that three devices or software programs are only capable of real-time data capture, three devices
are only capable of store-and-forward latency data capture, and the remaining eight devices are capable
of data capture in both modes.

The three “real-time only” options differ from the other 11 in that they synchronously capture data and
do not store any data themselves. Moreover, two of the real-time only options are “centrally-based”
software programs running at the surveillance repository. That is, the user needs an intermediate
device, such as a cell phone or satellite phone, to enter data while connected to the centrally-based
software. Being hosted software, these two are the only data capture systems that cannot be damaged
or lost in the field. At the other end of the communications spectrum, the three “store-and-forward
only” devices serve primarily as storage media because their data can only be transmitted by manual
delivery.

The eight devices that capture data in both modes provide the ability to transmit data directly from
network-connected remote areas, and the flexibility to store data for manual delivery from areas which
lack network access.
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Table 4

Device and software support for communications networks.

Device Manual Satellite Satellite Radio tele%and Fixed-line Fixed-line Mobile
- delivery telephone broadband pdata telephone broadband broadband
IVR software X X X X X X
Survey software X X X X X X
HF Radio X

Satellite phone X X

Cell phone X

Laptop (Regular) X A A A A X X A
Lapt'op (Resource-limited X P p P W p
settings)

Laptop (Netbooks) X P P P w P
PDA X p P p W P
Smartphone X P X P w P
Network tablet X w

USB flash drive X

2D barcode printout X

Digital pen X

X = Device typically has built-in support for that physical communications network.
A = Additional data communications hardware could enable that device to communicate over that network.

P = Possible in theory for device to communicate over this network with additional hardware. However, this configuration is not
known to be tested or widely used.



W = Device can indirectly connect to fixed-line broadband over a local 802.11 (Wi-Fi) network.
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Table 5

Devices and software classified by supported data capture mode.

Real-time only

Both real-time/store-and-forward

Store-and-forward only

IVR software

Satellite phone

USB flash drive

Survey software

Cell phone

2D barcode printout

HF Radio

Laptop (Regular)

Digital pen

Laptop (Resource-limited settings)

Laptop (Netbooks)

PDA

Smartphone

Network tablet

13



5.4. Step 4: compare and select devices based on operational criteria, appropriateness for
setting

All 14 categories of devices were evaluated based on the operational criteria. Results of that evaluation
are shown in Table 6. Though the lowest-cost devices can be acquired for tens of dollars or less, the cost
for assembling an end-to-end system could be higher. Of the six devices which cost $100 or less, only
the cell phone and smartphone can collect and transmit data without requiring any intermediate
computer. Interestingly, data from devices that capture data exclusively in either real-time or store-and-
forward mode must be ingested through an intermediate computer prior to transmission into the
repository.

With regard to deployment concerns, battery-based devices tend to have a minimum charged life of two
hours. However, manufacturers’ claims for individual implementations suggest that the actual charged
life of a battery-powered device will probably be higher. This study’s definition for the Durability
criterion was found to be stringent. Though each device category must be ruggedized by design to
satisfy this criterion, the cell phone, which is not innately ruggedized, is flourishing in varied settings
across the world [30, 8].

Considering the time needed to train a user, we estimated ranges for devices that support multiple
applications. We estimated that devices which present computerized Uls would require a moderate
amount of training time (1-3 days), and devices which require separate computers at the data collection
PoE would require the most training time (2—4 days).

As indicated earlier, three categories of laptop computers were identified: standard laptops, resource-
limited setting laptops, and netbooks. Though their capabilities are similar, each category has distinct
price and feature characteristics. Standard laptops are the closest to desktop systems in terms of
features: they have the greatest processing power among the three categories, and offer screen sizes
that are comparable to those of desktop monitors. Since they are targeted to mobile consumers who
have greater resources and need desktop-like performance, they are not innately designed for extreme
environments. On the other end of the spectrum, the resource-limited setting laptop category includes
products such as the One Laptop per Child (OLPC) XO Laptop and the Intel Classmate PC. These laptops
have less processing power and small screens compared to standard laptops, and are targeted to
children in rugged and resource-limited settings [31, 32]. The third class of laptops, called netbooks, has
arisen as a response to the innovations of resource-limited setting laptops. Netbooks have similar
features to resource-limited setting laptops and are intended primarily for activities that are less
processor-intensive, such as browsing the Web. However, they lack innate durability. Given their feature
set and lower price than standard laptops, they have exploded in popularity across both developed and
emerging markets [33 pp. 71-72].

14



Table 6

Devices, as characterized by remote-area health data collection criteria.

Transmission

Device Cost Battery life Durability Collection computer computer Training time Comments
S0 for open-

IVR software source software (n/a) (n/a) X < 1day

Survey software $1000s (n/a) (n/a) X 1-2 days
Radio operation may

HF Radio $200 6 hours N X (email, Web) X (email, Web) require local license.

Satellite phone $1300 3 hours talk time Y 1day
Cost for a low-end

Cell phone $35 2 hours talk time N 1day unlocked GSM phone.

Laptop (Regular) $380 2.5 hours N 1-3 days

Laptop (Resource-limited

settings) $200 2 hours Y 1-3 days

Laptop (Netbook) $250 2 hours N 1-3 days

PDA $300 4 hours N 1-3 days

Smartphone $100 3 hours talk time N 1-3 days

Network tablet $200 4 hours N 1-3 days

Y for mild
<$20for4 GB jolts/falls, N for

USB flash drive USB drive (n/a) other stresses X X 2-4 days
Cost includes barcode
generating software
and ruggedized printer.
Cell phone camera and
open-source ZXing
software could be used

34
2D barcode printout $400 Varies by printer N X X 2-4 days to read barcode =),
Digital pen $100 2 hours N X 1-3 days
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5.5. Step 5: consider different architectures for remote data capture

To illustrate how the preceding results could be applied when designing a particular data capture
system, the task of deploying a system for three hypothetical remote clinics in Southeast Asia with
varying levels of network access is considered here. These clinics are referred to as A, B, and C, and are
named in ascending order of network connectivity. Clinic A has no terrestrial access to existing
telecommunications infrastructure, and therefore represents the most challenging setting from a data
transmission perspective. Clinic B has access to a second-generation (2G) cellular telephone and data
network. Clinic C has access to a mobile broadband network, in addition to a 2G or higher-generation
cellular telephone and data network.

The primary purpose of these clinics is to detect and treat the patient population for influenza-like
illness (ILI) given the recent identification of a novel HIN1 influenza that is currently sweeping through
North America. As such, the timeframe for deploying a data capture link is on the order of days. In the
long term, the clinics are intended to stay open after ILI incidences subside, and provide early detection
of any local infectious disease outbreaks. Let us further assume that these clinics are staffed by infirmary
technicians who have limited medical training [28], and that an outbreak of ILI is detected shortly after a
data capture system is put in place.

These example circumstances are not meant to encompass all possible constraints a system designer
might face, but rather they represent a continuum of network connectivity scenarios that would likely
be encountered in the resource-limited world. The constraints of each individual setting, including cost
limits, data timeliness, and desired level of comprehensiveness, will ultimately influence which approach
is selected for deployment. We did not consider fixed-line network services among the example settings
because mobile network services are growing more rapidly [8 p. 3].

5.6. Clinic A

Clinic A would have communications access only through the manual delivery, satellite, and radio
networks. Though these networks have the greatest levels of penetration in the resource-limited world,
they also have tradeoffs which may impede wide-scale deployment. Specifically, a tradeoff emerges
between the timeliness of reporting and cost. At first, Clinic A may use a resource-limited setting laptop
to collect simple counts of patients presenting with respiratory symptoms, and transmit that data using
a USB Flash Drive. It may initially be acceptable for the clinic’s data to arrive at a central repository
several days after entry, via a manual delivery network like postal mail.

However, when an ILI outbreak is first detected, the need for two-way communications between Clinic A
and central health authorities will be heightened. Central authorities may want to closely monitor ILI
case counts, ILI-related deaths, and perform testing to determine if the illness is due to HIN1. Similarly,
Clinic A personnel will likely wish to consult with experienced medical personnel regarding complicated
cases. Consequently, the clinic will need to shift quickly to different data capture technologies that
accelerate the time between data entry and transmission.

Though satellite communications can bridge the distance between the clinic and authorities, their
prolonged use is probably unsustainable, because they have the highest equipment and service costs
among all networks. Rather, satellite communications would be best utilized in acute short-term
situations. Alternately, a radio link offers minimal ongoing service costs, but its up-front costs may be
considerable. Setting up and operating a radio network would require specialized expertise, first with
the establishment of a new terrestrial form of telecommunications infrastructure. Additionally, radio
training for clinic personnel could remove them from the field for up to two working weeks [13].
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If detailed patient data were to be collected on a laptop with either communications network, both
networks are not known to work with resource-limited setting laptops, so the clinic may urgently need
to obtain a standard laptop or netbook. On the whole, “future-proofing” Clinic A to avoid the need to
shift technologies during an outbreak, while also minimizing ongoing service costs, would indicate that
the radio network should be deployed from the start.

5.7.Clinic B

Clinic B could access all of Clinic A’s networks, as well as the 2G cellular telephone and data network.
With its modest service costs and minimal required technical knowledge, adopting an architecture based
on the cellular network when Clinic B is first established could provide sustainable, timely, and detailed
two-way communications between the clinic and central authorities. Using a $40 cell phone, Clinic B
could effectively transmit data in any language with a combination of the voice, touch-tone, and text
message applications for tens of dollars per month. When the ILI outbreak occurs, more frequent
communications could take place at a nominally-increased cost. Moreover, this architecture readily
scales with increasing numbers of clinics.

5.8. Clinic C

In addition to Clinic B’s networks, Clinic C would have access to the mobile broadband network. That
network would allow the clinic to transmit large chunks of health data, such as images or instrument
results, in real-time to the surveillance repository using a laptop or smartphone. Though the mobile
broadband network currently has low penetration in the resource-limited world, the trend of decreasing
cellular telephone network costs with increasing network penetration suggests that the mobile
broadband network will become more affordable as it becomes more prevalent in the resource-limited
world [8 p. 71].

6. Discussion

The criteria-based process described in this paper is useful for quickly estimating the costs and
capabilities that can be realized when deploying a set of ICTs for remote health data capture. The
criteria outlined at each step serve as a checklist of essential technical information for system design.
Characterizations of existing ICTs demonstrate how the process could be used, and several scenarios
encompassing the range of network connectivity situations that might be encountered in the resource-
limited world were considered. These scenarios suggest that existing implementations of networks,
devices, and applications could be integrated into feasible and effective remote-area health data
capture systems.

There are several directions for future research. Since this study relied primarily on advertised
specifications to characterize ICTs for capturing health data from remote areas, many salient
deployment details remain to be identified. Experience with individual deployments could quantify
essential practical knowledge about introducing ICTs into a setting, such as their actual price,
performance, and required training time. Moreover, it is likely that deployment strategies will be shaped
by a variety of factors external to technology. When choosing specific ICTs for deployment in a given
setting, contextual feasibility is a foremost consideration among these external factors. The skill
required to operate the chosen ICTs should match the technological and cultural “literacy” of users
collecting data on the ground. Additionally, the local sustainability of a system that is deployed for an
extended time period needs to be demonstrated, as high levels of long-term international support are
usually not sustainable. Of course, justifying continued support for a system will likely entail measuring
the public health impact as a result of surveillance [35 p. 76].
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Several other external factors could also influence deployment strategies. Since the need for
surveillance can be precipitated by a disaster, ICTs may be chosen based on how quickly and widely they
can be deployed as part of the response. One example is the WiMax wireless networking technology,
which was deployed in the wake of Hurricane Katrina to support emergency responders and the
American Red Cross [36, 37]. In addition, new systems may be able to “piggyback” on existing disease
surveillance infrastructure, such as networks of overseas military laboratories [38], which could
determine the ICTs selected. Deployments of health data capture systems might also be coordinated
with larger economic and social development initiatives [39].

More generally, ICTs can serve as invaluable tools that support many public health functions. For
example, they could be used in remote villages to capture basic statistics, such as births and deaths, in
addition to reporting data for specific disease surveillance needs. By arming health care workers with
tools to collect and transmit data in a more timely fashion, data can be compiled at a central level for
the purpose of early event detection, thus leading to more effective public health actions. Future work
could also consider the benefits and distinct challenges of applying ICTs for health data capture in urban
and semi-urban settings, and even transfer “lessons learned” back to the developed world.

Although this study considered only brand-new commodity ICTs, the full range of ICTs which could
support remote health data capture is broader. For example, the United Nations Children’s Fund’s Bee
system is a promising prototype device that combines computing and radio features [40]. However, it
was excluded from this study because it is not yet a commodity. Government-off-the-shelf [41],
proprietary, and research ICTs might also be adapted for data capture. Donations of services and
refurbished equipment from the developed world, such as cell phones [42], may mitigate costs. It is
certainly worth noting that regardless of how advanced an ICT is, technology alone cannot improve
disease surveillance. Rather, successfully deploying a disease surveillance system will require
innovatively integrating and adapting technology for each individual setting.

Given that ongoing technology advances yield greater performance and new capabilities for less cost,
this study could be repeated on an annual basis with different results. ICT prices tend to decrease over
time with the commaoditization of sophisticated hardware, as well as the proliferation of open-source
software systems and freely-licensed hardware specifications [33 p. 72]. Additionally, voice recognition
software may eventually render the voice application capable of reliably formatting spoken data,
enabling truly comprehensive data capture [43]. New types of communications networks could also gain
significant market penetration. In particular, mesh networks have the potential to extend the range of a
wireless network access point to non-line-of-sight devices if they are separated by a “critical mass” of
line-of-sight devices [44].

A number of current projects are integrating and deploying ICT-based solutions specifically for disease
surveillance in remote areas, such as INSTEDD, EpiSurveyor, AED-SATELLIFE, and efforts at The Johns
Hopkins University Applied Physics Laboratory [45- 47, 15]. These projects, and similar new initiatives,
could be documented from inception to deployment and evaluation across varied environments. The
resulting literature would prove indispensable for capturing health data from many individual settings to
build a sustainable global-scale public health surveillance capability.

7. Conclusion

We have described a criteria-based process that can be used to characterize ICTs for the feasible and
effective capture of health data from remote areas. Awareness of global public health has grown
increasingly important, considering today’s unmatched levels of international travel and corresponding
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outbreaks of infectious diseases. At the same time, ICTs have been developed that offer sophisticated
computing and communications capabilities from remote settings. The convergence of both these
aspects of modernization presents a unique opportunity to extend the reach and benefits of disease
surveillance to those with minimal resources.
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Appendix A. Criteria definitions

A.1. Step 1: characterize accessible communications networks
Network assessment criteria are separated into two groups: network features and technical
specifications.

A.1.1. Network features
e Network: atype of communications network that could transmit health data from remote areas
across the world. With the exception of the manual delivery network, each network identified is
an electronic communications network that meets two requirements:

o The network can transmit data across distances of 10 km or more.

o The network can be accessed remotely with commercially-available equipment and is
deployed publicly somewhere in the world.

e Generation: refers to individual versions, or generations, of a particular type of physical
communications network.

e Penetration: level of that network’s penetration in the developing world.

¢ Native applications: applications that the network, and devices compatible with the network,
are intrinsically designed to support.

o For a network composed of multiple generations, all of the network’s native
applications apply for the individual generations as well. The individual network
generations can support more native applications, as listed.

e Extended applications: applications that a laptop computer, and potentially other devices, could
use over that particular network with additional data communications hardware.

o Use of extended applications could incur significant latency.

e Comments: additional notes about the communications network.

A.1.2. Network technical specifications
e Network: as defined above.
e Generation: as defined above.
e Data communications hardware: any separate, modem-like hardware that is required to
connect a laptop computer, and potentially other devices, to this network.
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e Data hardware cost: approximate minimum retail cost of a brand-new unit of data
communications hardware that is compatible with this network. This price was for a low-end
unit of compatible hardware advertised on the Web.

e Maximum data speed: maximum data bandwidth upload speed for an entry-level network
service plan that could be expected when connecting to the Internet over this type of network in
the developed world. This criterion is based upon advertised claims by data hardware vendors
and service providers.

o The upload speed is important because it affects the amount of time required to
transmit data over a connection.

o Maximum data speeds for network services offered in the developed world are listed to
provide an upper bound on that network’s possible performance.

e Recurring service costs: estimated recurring service cost in the developing world associated
with the ongoing usage of this network once the reporting connection is set up.

o For satellite network services whose costs are fixed worldwide, prices were based
approximately on the minimum service prices that could be found on the Web.

o For network services whose costs varies by country, price ranges were derived from the
ITU Price Basket data for the 120 countries with the lowest GNI per capita [8].

A.2. Step 2: assess applications against data reporting and language criteria
e Application: a type of data collection and transmission application.
e Mode of latency: this criterion refers to the latency of data capture, and falls into one of two
categories:
o Real-time: must synchronously transmit the data over the network from the PoE in
order to store the data.
o Store-and-forward: can store data at the PoE without opening a network connection,
and asynchronously upload that data later.
e World language support: falls into one of two categories:
o All: this interface can be readily translated into any language that is written and spoken.
o Some: the interface may not be readily translated to some languages that are written
and spoken.
e Formatted data: whether the application could capture structured data that could easily be
ingested and automatically analyzed.
e Patient-level data: whether the application could capture patient-level data, including
identifying information.
e Explanation: additional explanation as to how that application can be used for data capture and
transmission.

A.3. Step 4: compare devices based on operational criteria
e Device: a type of data capture device.
o The devices considered can collect data from remote areas where the supply of
electricity is intermittent.
o Each device is a commodity, and is actively marketed by its source at the time of the
study.
e Cost: cost in US dollars to acquire a single brand-new unit of this device.
o This value was based approximately on the minimum cost for this device that could be
found on the Web for sale in the United States.
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e Battery life: minimum battery life which could ordinarily be expected for continuous usage of a
brand-new unit of this device. This value was based on manufacturers’ and vendors’ technical
specifications.

e Durability: whether this device is ordinarily designed to withstand environmental and usage
stresses, such as:

o Humidity.

o Extreme temperatures.
o Dust, dirt, and moisture.
o Jolts/falls.

e Collection computer: whether a computer is required to actually collect data from the user at the
PoE and write it onto the device.

e Transmission computer: whether a computer, and potentially other hardware, is required to persist
data from the device into the surveillance repository.

e Training time: our estimate of how much time might be required to provide hands-on training to the
health worker on how to use the device for data collection, based on our assessment of the
“learning curve” associated with the device.

o This estimate is listed to provide a baseline for comparison among different devices, and
does not factor in the additional time required for training on collecting data for a
particular report.

o The estimate assumes that the health worker is literate in the language that data is
being collected, but is not familiar with computers.

o Since the touch-tone telephone has the most familiar Ul of any ICT [8 p. 1], we reasoned
that data capture systems based on this device would require the least amount of
training time. As a baseline, we estimated this training time to be less than 1 day.

Appendix B. Explanation of non-traditional data capture devices

A.1. Interactive voice response (IVR) software

Voice menu-driven systems, like those used by many businesses (“Press 1 for sales, press 2 for customer
support, etc.”) are known commercially as interactive voice response (IVR) systems. Since IVR systems
work with touch-tone phones, they collect data and respond to the caller’s voice menu choices from the
digits that the caller can dial on a touch-tone phone. Additionally, IVR systems may allow the caller to
send voicemails. One example of an IVR system for health data capture is the Cell-PREVEN system
deployed in Peru. It allows health workers to enter reports about population health via touch-tone, and
leave voicemails with additional comments for central health authorities [11].

A.2. Survey software
Survey software can acquire a health worker’s report from any one of several communications
applications [48]. These applications include:

e Touch-tone data entry/voice (via a built-in IVR subsystem).
e Text messages.

e Email.
e Web.
e Radio.
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A.3. USB flash drive

Capturing health data on USB flash drives might be a viable option for health workers with USB-
compliant data collection devices, such as laptops or PDAs, who cannot connect to electronic
communications networks from rural sites. Large amounts of data on these drives can be easily hand-
carried by health workers for uploading later, perhaps from an Internet café or a central health office.
Unfortunately, their compact size could put them at significant risk of theft or loss, and they need to be
operated with care.

A.4. 2D barcode printout

Printing out and sending a physical copy of data via messenger or postal mail may be an option for
transmitting health data from very isolated locations to central data collection centers. Ideally, the
printouts would arrive at the collection centers in an encoded format that could be automatically
scanned in, instead of entered by dedicated data entry personnel. One solution might be to print out
health data encoded in two-dimensional (2D) barcode format. 2D barcodes can encode large amounts of
information vertically and horizontally, such as the “bulls-eye” barcode that parcel delivery services
place on address labels. This solution would be comprised of several components: 2D generating
software and a ruggedized printer on the health worker’s end, and a 2D barcode scanner to read in the
barcodes on the central collection center’s end.

A.5. Digital pens

Digital pens are portable data input and storage devices that can be used like ordinary pens. When a
user writes with a digital pen, the handwriting is stored digitally on the device, and can later be
uploaded to a computer. In some cases, the pen data can be automatically formatted when it is
uploaded. Since digital pens have a familiar form factor, they may lend themselves for use in remote
environments where health workers do not have a computer or phone handy, but can hand-carry the
pen to a networked computer for later transmission to the repository.

A.6. Network tablet

Network tablets are handheld computers designed primarily to browse the Internet over a Wi-Fi
network connection. They are capable of storing a limited amount of data, and may be able to download
and run third-party applications. Examples of this device category include the Nokia N810 Internet
tablet, Apple’s iPod touch, and Archos Internet Media Tablet. Since these devices rely on Wi-Fi network
connections, which can be rare in remote areas, they may be best utilized for collecting data which can
be uploaded later.
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