Market Need

Security evaluations for
software systems can be time
consuming and expensive endeavors.
In particular, the tracing of security
requirements into code and the
accurate maintenance of that mapping
as a system evolves over time can be
tedious and error-prone. Currently
evaluators must maintain a mapping of
security requirements into application
code via manual processes. There is a
need for an approach to help minimize
evaluation cost and time and to
improve the overall accuracy.

APL Solution

This JHU/APL technology
considers the question of whether it is
possible to both (1) improve the
quality of security mechanism
integration into software intensive
systems and (2) lower the time and
associated costs for formally
evaluating the correctness of the
resulting integrated systems. An
outcome of the research is a tool
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which helps various stakeholders in
realizing these goals. The tool
employs a nhumber of underlying
technical mechanisms in its operation,
including aspects, annotations, and
requirements taxonomies.

Commercial Applications

Potential consumers of a
matured version of the tool may
include software application
developers, security developers, and
security evaluators (including
evaluation laboratories).

Stakeholder

Application

Security Developers

Build and map security code

Application Developers

Verify mapping correctness

Test Personnel

Verify code meets requirements

System Evaluators
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Technology Status

Software is currently being developed.

Intellectual Property
Copyright Protection

Availability

This technology is currently available for licensing.

Technical Point of Contact:
Thomas Llanso, Inventor
thomas.llanso@jhuapl.edu

For Licensing Information, Contact:
JHU/APL Office of Technology Transfer
Norma Lee Todd
Technology Manager
Phone: (443) 778-4528
FAX: (443) 778-5882
norma.todd@jhuapl.edu
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