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  Metering (AMI and Legacy) 
  CIRCUITS (billing and reporting) 
  DDC 
  SCADA 

  Facilities Management Systems 
  GIS Systems  

Legacy Industrial Control 
Systems (ICS) 

Secure integration of systems to provide transparency 
Enabling - Command & Control, Emergency and Security Management, Data 

Management, Energy Management)  

Discover, Certify, Accredit, Connect… 
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Navy Advanced Metering (AMI) Program 
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PSNet 

Capabilities 
•  Integrated EICS solutions 
•  Critical Infrastructure Monitoring using the Virtual Perimeter Monitoring System (VPMSTM) 

EICS Subsystems 
•  Wireless Mesh Network 
•  “PSNET” Network Interface & Firewall 
•  Networked Programmable Logic Controller (PLC) 
•  Legacy  DDC PLCs and Secondary Controllers 
•  EICS  Management Server & Graphical User Interface 

Mission 
•  Develop a centralized energy monitoring 

capability which integrates DDC & SCADA 
systems in support of Region Energy 
Reduction Initiatives 

•  Develop an EICS model scalable for Navy 
enterprise-wide deployment 

Enterprise Industrial Controls Systems (ICS) 
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PSNET LAN 

PSNET LAN 

Regional Monitoring Center 

Installation Monitoring Center 

Secure ICS Architecture 
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System Capability Vignette 
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Device Page Example – AHUs 
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Device Page Example - Chillers 
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Alarm Console Example 
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Navy Shore Energy Program 

Energy Efficiency Renewable Energy 
& Sustainability 

ENERGY 
SECURITY & 

COMPLIANCE 

Navy 
Energy Culture 

Navy Smart Energy Concept  
of Operations (CONOPS) 
Developed from NDW Pilot to 
inform Navy-wide deployment 

Infrastructure Change  
       - Maintenance Action 
       - Prioritized Energy RECAP 
Culture Change 
        - Operations 
        - Behavior 

The Foundation: Secure, Integrated Enabling Systems (NDW Pilot) 

Secure Integration of 
Legacy Systems with 
Advanced Metering 

Energy Billing/Reporting Systems 
Facilities Management Systems 

Real-time Energy 
Decision Support 


