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Mr. Jeffrey Johnson

The objective of my pilot project is to integrate the existing
industrial control systems that are in nearly every commercial or
military facility that has been built in the last 25 years. These sys-
tems include a wide variety of disparate systems and an equally
wide variety of cyber protection measures. Our challenge is how
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can we leverage the existing infrastructure, integrate it onto our
cyber secure network that we use for public safety systems, and
deploy those systems to enable our facilities commanders to oper-
ate and run them from a command and control perspective.

U Metering (AMI and legacy)
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Enabling Command and Control, Emergency and Security Management, Data
Management, and Energy Management

Figure 1. Discover, Certify, Accredit, Connect

As illustrated in Figure 1, our first challenge is basically a chal-
lenge of discovery. The Navy Facilities Command (NAVFAC) has
been working to discover the existing systems that are in use in our
facilities and infrastructure at the same time that we are deploying
the advanced meters that are now legally mandated. By providing
precise monitoring, these meters will greatly improve our ability to
see how our facilities are using energy. We also want to identify the
supervisory control and data acquisition (SCADA) systems that are
used to operate such plant systems as water, wastewater, electrical
distribution, and natural gas. Once we have integrated those sys-
tems into our network, our next challenge will be to integrate them
with our facility management systems so we can take advantage of
the sensor data for other purposes. Lastly, we intend to then inte-
grate in a graphical environment so that we can display the data
geospatially, because a lot of us work better with pictures than we
do with words.

The Advanced Meter Initiative (AMI) is a Navy-wide initiative
to deploy advanced electrical meters on Navy facilities around
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the world. The dashed boxes in Figure 2 indicate the regions that
have already been awarded and have meter installations currently
underway. The solid boxes identify locations where we hope to
deploy meters this fiscal year subject to funding, while the dotted
boxes show locations where we hope to deploy next year. All of
these meter systems are being deployed on our foundational cyber
secure network that we call the PSNet. The meters connect to
a server infrastructure that we call the Meter Data Management
System. That system allows us to collect the meter data and then
interface with our billing systems in NAVFAC and with the systems
that our customers use to monitor their own energy use.

Total: Over 21,000 Advanced Meters Across 73 Installation and ~120 Sites
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Figure 2. Advanced Metering Initiative Programs

The pilot project that we have is related to integration of these
various control systems (Figure 3). The issue of cyber security for
industrial control systems has been in the news a lot recently; a
great many people are concerned about it. So we have a big chal-
lenge in how to take all these different systems, integrate them on
a network, and make them secure enough that we can take advan-
tage of the systems without having to replace them. Our approach
is to use a middleware architecture that involves installing a new



Chapter 10 Adapting Infrastructure to Energy Challenges 341

industrial control system middleware panel. That panel then is
firewalled to add an extra layer of network security. We are also
deploying new servers to then read that panel. The architecture
that we are using will communicate with the legacy protocols for
the multitude of different control systems that exist across the Navy
and pull them into a common framework. In addition, it will be
able to communicate in modern protocols. As NAVFAC deploys
new facilities, they are using new construction specifications
that require the system to communicate with modern protocols.
Accordingly, the system we are deploying is a foundational system
that integrates older technology that is noncompliant and cannot
communicate in a modern language with that newer technology.
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Figure 3. Enterprise Industrial Controls Systems (EICS)

Given the meter locations and the state of our networks, par-
ticularly on the industrial controls and utility systems side, we are
leveraging wireless networking to reduce the cost of our deploy-
ment and to provide connectivity for our mobile workforce. We
are also focusing on meeting cyber-security requirements and sat-
isfying DoD and Navy mandates for wireless networking (Figure 4).

From a command and control perspective, we fully intend
to respect the chain of command. Accordingly, at the installation
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level, we are establishing command centers, and we are establish-
ing the ability for the installations to operate their facilities and their
infrastructure. At the same time, we are taking advantage of the
Navy’s strong regional approach. Thus, we have command and
control at the installation level and we have visibility at the regional
level (Figure 4). This tiered approach relies on a web-based archi-
tecture to accomplish that mission.
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Figure 4. Secure ICS Architecture

Given the wide variety of control systems that we are interfac-
ing with, we have developed a regional screen template so that the
command centers at all the bases will have the same look and feel.
They will use the same monitoring screens to display the data in a
graphical format. We will have standardization and centralization
of data so that we can interface with our business systems while
retaining decentralized command and control.

As part of the industrial control systems that we are deploying,
we will also be able to collect alarm and event data that can be
used to trigger our work management activities. This alarm data
basically is deployed at the installation level; however, a regional
alarm server rolls all that data up into one regional framework.





